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The purpose of this presentation is not
to teach you to do crime.  It is to 
educate you about the forms of social 
manipulation that can be used against 
you.



However, in the interests of keeping 
things as clear, concise and as 
interesting as possible, I’ll be speaking 
as if I were actually teaching you to 
commit crime.
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Social engineering

noun.

“The practical application of sociological 
principles to particular social problems.”

--American Heritage Dictionary
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noun.

“using cheap dirty psychological tricks 
to get people to do what you want.”

--Brian
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• Fixed Action Patterns
• Three psychological “back doors” 

that leave us open to manipulation
• How to use above to steal, cheat, 

defraud, and get out of speeding 
tickets.
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•Regular, blindly mechanical 
patterns of action
•Simple stimulus-response actions 

–Animal courting rituals
–Wild turkeys driven to protect based 
solely on sound
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*cheep 
cheep!*
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*cheep 
cheep!*

I love these guys. I 
must protect them!
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That is a natural 
predator!  I will kick 

him right in the junk!
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*cheep 
cheep!*
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*cheep 
cheep!*

…jackass!

I love this guy. I must 
protect him!
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Ha!  Stupid turkey.  People are 
smart and don’t have fixed 

action patterns!
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• Harvard social psychologist Ellen Langer 
was testing the simple, obvious idea that 
when asking for a favor, offering a reason 
increased chances of success.

• Setup was @ a busy xerox machine, tester 
tried to cut in line:

• “Excuse me, I have 5 pages. May I use the 
Xerox machine?”  (no explanation) – 60% 
success.



Bt nt



Bt nt



Bt nt



Bt nt



Bt nt

“bug off!”
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“bug off!”

“Fine…bitch.”
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“bug off!”

“Fine…bitch.”

60%
success
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“Of course!  We 
love you!”
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“Of course!  We 
love you!”

94%
success

“bitch!”
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•When an explanation was given, 
success went up:

–“Excuse me, I have 5 pages.  May I use the 
Xerox machine because I’m in a rush?” = 
94% success

•Results not tied to actual explanation, 
but the feeling that one was given only:

–“Excuse me, I have 5 pages.  May I use the 
Xerox machine because I have to make 
some copies?” = STILL 94%!
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“Of course!  We 
love you!”

94%
success

“bitch!”
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This test revealed that the explanation 
had nothing to do with the odds of 
success.  Regardless of what came next, 
the presence of the word “because” 
immediately resulted in compliance 94% 
of the time.
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Liking
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• Partially rely on natural charm, remember that 
people like to talk about themselves; read 
“how to win friends and influence people.”

• Like them first.  Joe Girard was named “world’s 
greatest car salesman” by Guiness, made 
millions of dollars by sending out a holiday 
card every single month to every single one of 
his 13,000 former customers.  Text on inside 
read only “I like you” and his name.
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• Relax. It’s just a ticket.
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• Relax. It’s just a ticket.
• No crying!
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• Relax. It’s just a ticket.
• No crying!
• If you can get them to laugh, 

YOU WIN.
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• Amtrekker: “I know that if I 
was their friend, there’d be no 
way they’d give me a ticket.  So 
the moment I’m pulled over, I 
figure I’ve got 3 minutes to 
become their friend.”
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Reciprocation
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Cornell professor Dennis Regan’s fake “art 
appreciation” experiment

One real, one fake test subject.  During break, 
fake test subject either came back from 
bathroom with nothing, or with a couple of 
cokes, saying “I got you one, too!”

Later in day, fake tester tried to sell some raffle 
tickets:  “Any would help, the more the 
better”
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• Under reciprocation, testers bought 
twice as many raffle tickets

• Surprisingly, results were independent
of how much the tester liked him.  

• Even if they disliked the fake tester, 
they still felt obligated and purchased 
more raffle tickets.
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• Under reciprocation, testers bought 
twice as many raffle tickets

• Surprisingly, results were independent
of how much the tester liked him.  

• Even if they disliked the fake tester, 
they still felt obligated and purchased 
more raffle tickets.
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• Can get you anything from 
upgrades to free drinks on flights

• Next flight, try m&m’s
• Gift baskets = first class

– Drinks on southwest airlines… just do 
a trick or three, and then I’m set

– Copy of book for baggage fees
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• Remember: not a bribe
• Value of gift is completely 

independent of value of 
reciprocation (.25 flower could 
equal a $500 discount)
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• In fact, ALL of Scam School relies on 
reciprocation principle.
– Giving a performance = giving 

something of value
– Openers
– Tweeners
– Payoff
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• TWEENERS
• Interactive
• Longer
• Require focus and conversation
• Establishes opportunity to build 

rapport (establish liking)
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• PAYOFFS
• Challenges
• Puzzles
• Allows opportunity to offer “friendly 

wager” or “joke payoff”
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• Use the concept of “social proof” 
and consistency to your 
advantage by jokingly getting 
them to agree to a free drink / 
upgrade / you-name-it
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• PAYOFFS
• Challenges
• Puzzles
• Allows opportunity to offer “friendly 

wager” or “joke payoff”
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• INCREDIBLY powerful fixed 
action pattern

• Often favored by con men
• Frank Abagnale (“catch me if you 

can”) realized that he had no 
trouble passing the most obvious 
bogus checks if he did so when 
dressed as a pilot or a doctor
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• Social psychologist Leonard Bickman
shows how hard it is to resist requests 
from authority figures:
– Tester asked odd requests of random 

passersby, either in plainclothes or in a 
security guards uniform

• “pick up that trash” / “stand on that side of 
the sign”

– Actual results were 42% street, 92% 
uniformed
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• Further testing shows the “uniform” 
need only be a well-tailored suit
– Research in Texas: Jaywalker wore either a 

work shirt, or a well-tailored suit.
– THREE times as many people followed the 

well-dressed person illegally across the 
street
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QUOTE FORCES QUESTION

SURPRISING / ENGAGING 
PHOTO

LAUREL WREATHS MEAN NOTHING
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• All fake credentials boil down to an appeal to the 
Authority back door.

• Concerts:  backstage passes couldn’t be easier to 
fake.  Just get a glimpse, look online at what 
credentials look like and make your own.

• Remember that guards only learned that morning 
what they’re looking for, and truthfully, they’re too 
busy thinking of themselves.

• Business cards – Want to drink for free during all of 
SXSW? Spend 10 bucks on a bunch of cards that say 
this:   “Your name – Venture Capitalist”
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A
COMPLETELY

HYPOTHETICAL
STORY
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Having faux credentials is only half the story, 
authority also comes from movement.

(cant name number of times I’ve walked 
into a venue and just started walking around 
like I owned the place… that’s what back-
stage people are looking for)

If you don’t have the first idea where to go or 
where you are, ask questions like you’re in 
charge.

When in doubt, use the word “because.”
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• To take advantage of Authority:
• pay attention to

• Dress
• Movement
• Speech patterns

• Use credentials to establish authority
• Own the conversation by asking 

questions and using “because.”
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• Remember: the person asking 
the questions is the one in 
charge of the conversation.
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PROOF



Bt nt

SOCIAL  PROOF
•Laugh tracks
•Follower counts
•Sponsored posts
•Klout Scores
•Yelp ratings
•Subscriber counts
•Popularity /Ratings
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How did Scam School go from 
a little-known show to 

award-winning educational 
podcast?
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SOCIAL  PROOF

•Laugh tracks
•Follower counts
•Sponsored posts
•Klout Scores
•Yelp ratings
•Subscriber counts
•Popularity /Ratings
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ONE WEEK LATER…
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How strong is
social proof?

Can you fake an 
avalanche?
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Regardless of what you’re working 
on, make sure to take advantage of 

natural psychology, including the 
Liking, Reciprocation, and Authority 

fixed action patterns, and always 
value the psychological importance 

of Social Proof.



bst

SITUATIONAL AWARENESS
Always make sure you’re using 
the right tool for the right job… 

nothing’s 100%

Learn to read people and follow 
their nonverbal cues.
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a demonstration using 
psychological manipulation, 
verbal duplicity, and outright 
deception to manufacture a 
specific outcome
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a demonstration using 
psychological manipulation, 
verbal duplicity, and outright 
deception to manufacture a 
specific outcome



BRIAN
BRUSHWOOD
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Scamschool.tv
If you liked this presentation and would 

like to reciprocate, then you should follow 
Brian because he is awesome:

Twitter.com/shwood
Facebook.com/shwood

Brian@shwood.com

mailto:Brian@shwood.com
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