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• Block 3 - Malware infections
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• Block 6 - Root causes & false positives
• Block 7 - Writing incident reports
• Block 8 - Evaluation



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 1:  Introduction and setting up 
Wireshark



Block 1 - Overview

• Network Security Monitoring (NSM)

• Wireshark & other pcap analysis tools

• A few words about incident reporting

• Wireshark setup



Network Security Monitoring (NSM)

Different levels of NSM

• Activity logs gathered from individual hosts
• Alerts on network traffic with some of the 

network information
• Netflow data
• Full packet capture



Network Security Monitoring (NSM)

Different levels of NSM

• Activity logs gathered from individual hosts
• Alerts on network traffic with some of the 

network information
• Netflow data
• Full packet capture



Network Security Monitoring (NSM)

ET CURRENT_EVENTS RIG EK 
URI Struct Jun 13 2017

2018-05-11 15:52 UTC
Src: 10.5.11.101 port 49220
Dst: 95.142.39.26 port 80

2018-traffic-analysis-workshop-block-1-01.pcap



Network Security Monitoring (NSM)
Date flow start          Duration  Proto
2018-05-11 11:52:05.103  1.911     TCP    
2018-05-11 11:52:05.361  1.653     TCP

Src IP Addr:Port -> Dst IP Addr:Port
10.5.11.101:49220 -> 95.142.39.26:80
95.142.39.26:80 -> 10.5.11.101:49220

Packets  Bytes  Flows
31        2332   1
31       65813   1



Network Security Monitoring (NSM)
2018-traffic-analysis-workshop-block-1-01.pcap



Network Security Monitoring (NSM)
2018-traffic-analysis-workshop-block-1-01.pcap



Network Security Monitoring (NSM)

Benefit of full packet
capture:

More data for analysis



Network Security Monitoring (NSM)

Drawback of full packet
capture:

More data to store

Presenter
Presentation Notes
Full packet capture data requires a great deal of storage.  An organization with 100 people could use terabytes each day.  That’s hard to store, and it’s also a lot to search through, if you’re trying to retrieve packet data to investigate suspicious activity.  Especially if you’re storing weeks worth of traffic.



Network Security Monitoring (NSM)

Final drawback of full packet capture:

The need for 
trained or 

experienced 
personnel

Presenter
Presentation Notes
In addition to the cost of collecting and storing the massive amounts of data for full packet capture.  Organizations need to factor in the cost of personnel that actually know how to review pcap data.  This doesn’t necessarily mean formal training, but people who are required to review network traffic must have some demonstratable proficiency with it.



Block 1 - Up next...

• Network Security Monitoring (NSM)

• Wireshark & other pcap analysis tools

• A few words about Incident reporting

• Wireshark setup



Wireshark & other pcap analysis tools

Wireshark has a 
customizable graphical 
user interface (GUI) that 
makes it extremely easy to 
find out what's going on in 
a pcap.

Presenter
Presentation Notes
That’s why we’ll use Wireshark as our primary tool to investigate pcaps of network traffic.



Wireshark & other pcap analysis tools

Other tools to review pcaps:

• Text-based tools like tcpdump or tshark
• Automated tools like NetworkMiner
• Online tools like PacketTotal



Wireshark & other pcap analysis tools
https://packettotal.com/



Wireshark & other pcap analysis tools



• Network Security Monitoring (NSM)

• Wireshark & other pcap analysis tools

• A few words about incident reporting

• Wireshark setup

Block 1 - Up next...



A few words about incident reporting

An event that impairs the 
confidentiality, integrity, or 
availability of your IT 
systems or network.

What is an incident?



• Computer infected with malware
• Attacker exploits vulnerability and gains 

admin access to a server
• Victim of a phishing email gives out login 

credentials

Examples:

A few words about incident reporting



An incident report 
gives the reader a 
clear idea of what 
happened.

A few words about incident reporting



When?
Who?
What?

A few words about incident reporting



• Network Security Monitoring (NSM)

• Wireshark & other pcap analysis tools

• A few words about incident reporting

• Wireshark setup

Block 1 - Up next...



Block 1 - Wireshark setup

• Web traffic & default Wireshark display
• Removing and adding columns
• Changing time to UTC date and time
• Adding custom columns
• Hiding columns



Web traffic & default Wireshark display



Web traffic & default Wireshark display

Default column display not ideal for HTTP traffic
2018-traffic-analysis-workshop-block-1-02.pcap

http.request



Web traffic & default Wireshark display

• Date & time in UTC
• Source IP and source port
• Destination IP and destination port
• HTTP host
• HTTPS server
• Info

What should we see instead?



Up next...

• Web traffic & default Wireshark display
• Removing and adding columns
• Changing time to UTC date and time
• Adding custom columns
• Hiding columns



Removing columns
Right click in the column you 

want to remove and select 
"Remove This Column"

Remove This Column



Removing columns



Removing columns
Do the same thing for Protocol and Length



Removing columns
Remaining:  Time, Source, Destination, & Info



Adding columns

• Removing columns

•Adding columns



Adding columns
Right click any of the column headers and select 

Column Preferences...



Adding columns
This takes you directly to the column settings



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns



Adding columns
Src and Dst port columns are aligned to the right



Adding columns
Right-click in the column and "Align Left"



Adding columns
• Time • Src IP • Src port • Dst IP • Dst port • Info



Up next...

• Web traffic & default Wireshark display
• Removing and adding columns
• Changing time to UTC date and time
• Adding custom columns
• Hiding columns



Changing time to UTC date and time
View  Time Display Format 
UTC Date and Time of Day



Changing time to UTC date and time
Resulting time is displayed 
well past the second.

But I only want to see 
to the second...



View  Time Display Format 
Seconds





Up next...

• Web traffic & default Wireshark display
• Removing and adding columns
• Changing time to UTC date and time
• Adding custom columns
• Hiding columns



Adding custom columns

• HTTP host names
• HTTPS server names

What else do we want in our column display?



Adding custom columns



Adding custom columns



Adding custom columns



Adding custom columns

• HTTP host names

• HTTPS server names

What else do we want in our column display?



Adding custom columns

ssl.handshake.type == 1





















Adding custom columns



Up next...

• Web traffic & default Wireshark display
• Removing and adding columns
• Changing time to UTC date and time
• Adding custom columns
• Hiding columns



Hiding columns



Hiding columns



Hiding columns



Hiding columns
• Time • Dst IP • Dst port • Host • Server Name • Info



Hiding columns

ssl.handshake.type == 1 or http.request

Now we have a better idea of the 
web traffic in the pcap!



Block 1 - Review

• Network Security Monitoring (NSM)

• Wireshark & other pcap analysis tools

• Incident reporting

• Wireshark setup



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 2:  Identifying hosts
and users

Up next...



Block 2 - Overview

• Host information

• Operating system and web browser

• User information

• Hand-on exercises



Host information

• MAC address

• Host name

• IP address



Host information
2018-traffic-analysis-workshop-block-2-01.pcap



Host information
• DHCP filter:  udp.port eq 67



Host information
• Client IP address • Client MAC address
Client IP address: 192.168.1.94

HewlettP_1c:47:ae (00:08:02:1c:47:ae)



Host information

√√



Host information - Windows hosts
• Wireshark filter: nbns



Host information - Windows hosts

√√

√√

√√

√√

√√



Host information - Windows hosts



Host information - Apple MacBook
2018-traffic-analysis-workshop-block-2-02.pcap
ip contains MacBook

Clydes-MacBook-Pro



Host information - Apple MacBook
• Wireshark filter: nbns

MACBOOKPRO-42C5



• Host information

• Operating system and web browser

• User information

• Hands-on exercises

Block 2 - Up next...



OS and browser - MacBook
2018-traffic-analysis-workshop-block-2-02.pcap

• Wireshark filter: http.request



OS and browser - MacBook



OS and browser - MacBook

Mac OS X 10_11_6



OS and browser - Windows
2018-traffic-analysis-workshop-block-2-03.pcap

Right click anywhere & follow TCP stream



OS and browser - Windows

Windows NT 6.1



OS and browser - Windows

• Windows NT 5.1 - Windows XP
• Windows NT 6.0 - Windows Vista
• Windows NT 6.1 - Windows 7
• Windows NT 6.2 - Windows 8
• Windows NT 6.3 - Windows 8.1
• Windows NT 10.0 - Windows 10



OS and browser - Linux distros
2018-traffic-analysis-workshop-block-2-04.pcap

Follow TCP stream for HTTP request to 
www.capenet.org

http.request



OS and browser - Linux distros

X11; Ubuntu; Linux x86_64



OS and browser - Linux distros - CentOS
2018-traffic-analysis-workshop-block-2-05.pcap

Follow TCP stream for any of the HTTP requests

http.request



OS and browser - Linux distros - CentOS

X11; Linux x86_64



OS and browser - Android phones
2018-traffic-analysis-workshop-block-2-06.pcap

Expand the "Bootstrap Protocol (Request)" 
line in window for the first frame



OS and browser - Android phones



OS and browser - Android phones

Follow TCP stream for first HTTP request

http.request



OS and browser - Android phones

Android 5.0.1; SPH-L720T



OS and browser - Android phones



OS and browser - Android phones

• SCH-I545 - Verizon Galaxy S4
• SCH-R970 - U.S. Cellular Galaxy S4
• SGH-I337 - AT&T Galaxy S4
• SGH-M919 - T-Mobile Galaxy S4
• SPH-L720 - Sprint Galaxy S4



OS and browser - iPhones
2018-traffic-analysis-workshop-block-2-07.pcap

Expand the "Bootstrap Protocol (Request)" 
line in details window for the first frame



OS and browser - iPhones



OS and browser - iPhones

Follow TCP stream for 3rd HTTP request

http.request



OS and browser - iPhones

iPhone OS 11_1_2



• Host information

• Operating system and web browser

• User information

• Hands-on exercises

Block 2 - Up next...



User information

Unencrypted web logins

Two ways you might run into user names

Kerberos traffic when logging 
into a Windows environment 
with a domain controller



User information - Web logins: legitimate



User information - Web logins: legitimate
2018-traffic-analysis-workshop-block-2-08.pcap

Right click anywhere & follow TCP stream



User information - Web logins: legitimate

registration info



User information - Web logins: phishing

Most fake login pages 
now use HTTPS



User information: Kerberos info
2018-traffic-analysis-workshop-block-2-09.pcap

• Domain:  vortexfoods.com

• Domain controller: 172.16.1.12
Vortex-Foods-DC

• Windows client: 172.16.1.109
Oakland-1a8f-PC



User information: Kerberos info
2018-traffic-analysis-workshop-block-2-09.pcap

Need to filter for Kerberos



User information: Kerberos info
kerberos

• AS-REQ • AS-REP • TGS-REQ • TGS-REP



User information: Kerberos info

To find a user account name:

kerberos.CNameString and 
!(kerberos.CNameString contains $)



User information: Kerberos info
kerberos.CNameString and !(kerberos.CNameString contains $)



User information: Kerberos info



User information: Kerberos info
CNameString: ernest.webster



Block 2 - Review

• Host information

• Operating system and web browser

• User information

• Hand-on exercises (5 pcaps)



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 3:  Malware infection 
traffic

Up next...



Block 3 - Overview

• Windows malware: HTTP traffic
• Windows malware: encrypted traffic
• Windows malware: SMB traffic
• Windows malware: FTP and IRC traffic
• Exercise and bonus pcaps



Windows malware: HTTP traffic
2018-traffic-analysis-workshop-block-3-01.pcap

• Also called "Loki bot" or "Loki-bot”
• Windows-based information stealing malware
• Advertised in underground forums as early as 2015
• Increase in publicly-reported samples during 2017

LOKIBOT



Windows malware: HTTP traffic
2018-traffic-analysis-workshop-block-3-01.pcap

http.request



Windows malware: HTTP traffic



Windows malware: HTTP traffic

Snort/Suricata based alerts
Submit the pcap to PacketTotal
Submit the pcap to VirusTotal
Sandboxes like Reverse.it can also provide info

LOKIBOTHow can we tell this is                              ?



Windows malware: HTTP traffic
2018-traffic-analysis-workshop-block-3-02.pcap

• Windows banking malware first reported in 2014
• Seen daily through invoice-themed malspam
• Emails have a link that returns a Word doc
• Word doc has macro that retrieves & installs Emotet

EMOTET



Windows malware: HTTP traffic

http.request or http.response

2018-traffic-analysis-workshop-block-3-02.pcap



File 
Export Objects
 HTTP



Windows malware: HTTP traffic



Windows malware: HTTP traffic
Left click on the HTTP request to

bankino.com and follow TCP stream



Windows malware: HTTP traffic



Windows malware: HTTP traffic
Left click on the HTTP request to

balaton-kornyeke.hu and follow TCP stream



Windows malware: HTTP traffic



Block 3 - Up next...

• Windows malware: HTTP traffic
• Windows malware: encrypted traffic
• Windows malware: SMB traffic
• Windows malware: FTP and IRC traffic
• Exercise and bonus pcaps



Windows malware: encrypted traffic

Two categories:
• HTTPS / SSL / TLS

• Custom encryption 
or encoding



Windows malware: HTTPS traffic
2018-traffic-analysis-workshop-block-3-03.pcap

ssl.handshake.type == 1

ZEUS PANDA BANKER



Windows malware: HTTPS traffic

ssl.handshake.type == 11



Windows malware: encrypted traffic



Windows malware: encrypted traffic

• (id-at-countryName=XX)
• (id-at-localityName=Default City)
• (id-at-organizationName=Default 
Company Ltd)

rdnSequence items



Windows malware: encrypted traffic
2018-traffic-analysis-workshop-block-3-04.pcap

RAMNIT



Windows malware: encrypted traffic

Using  ssl.handshake.type == 1
or using  ssl.handshake.type == 11
does not return any results



Windows malware: encrypted traffic

dns or tcp.flags eq 0x0002



Windows malware: encrypted traffic



Block 3 - Up next...

• Windows malware: HTTP traffic
• Windows malware: encrypted traffic
• Windows malware: SMB traffic
• Windows malware: FTP and IRC traffic
• Exercise and bonus pcaps



Windows malware: SMB traffic
2018-traffic-analysis-workshop-block-3-05.pcap

smb2



Windows malware: SMB traffic

User: MOON-DAWG-PC\mdawg
\\185.82.200.46\k



Windows malware: SMB traffic

Retrieved yu.EXE from \\185.82.200.46\k



File 
Export Objects
 SMB



Windows malware: SMB traffic

Select the entry that shows 100 %



Block 3 - Up next...

• Windows malware: HTTP traffic
• Windows malware: encrypted traffic
• Windows malware: SMB traffic
• Windows malware: FTP and IRC traffic
• Exercise and bonus pcaps



Windows malware: FTP and IRC traffic
2018-traffic-analysis-workshop-block-3-06.pcap

dns or tcp.flags eq 0x0002



Windows malware: FTP and IRC traffic
dns or tcp.flags eq 0x0002 or 
http.request or ssl.handshake.type == 1



Windows malware: FTP and IRC traffic

• First HTTP request is on a non-
standard port (not port 80).

• Instead, it uses TCP port 34481



Windows malware: FTP and IRC traffic

It returns a page with 
VBscript that causes 
further requests for 
malware



Windows malware: FTP and IRC traffic
dns or tcp.flags eq 0x0002 or 
http.request or ssl.handshake.type == 1

Scroll to the bottom



Windows malware: FTP and IRC traffic

• newcanbernew.duckdns.org over TCP 
port 25909

• FTP traffic to files.000webhost.com



Windows malware: FTP and IRC traffic



Windows malware: FTP and IRC traffic

• newcanbernew.duckdns.org over TCP 
port 25909

• FTP traffic to files.000webhost.com



Windows malware: FTP and IRC traffic

• TCP port 21 - control channel
• Ephemeral TCP port - data channel

FTP traffic



Windows malware: FTP and IRC traffic



Windows malware: FTP and IRC traffic



Windows malware: FTP and IRC traffic

• Used IRC for botnet command & control

What did the malware do?

• Sent any passwords it found to an FTP 
server



Block 3 - review

• Windows malware: HTTP traffic
• Windows malware: encrypted traffic
• Windows malware: SMB traffic
• Windows malware: FTP and IRC traffic
• Exercise and 3 bonus pcaps



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 4:  Bad web traffic

Up next...



Block 4 - Overview

• Phishing pages
• Tech support scams
• Pop-ups/unexpected web pages
• Exploit kits
• Hands-on exercises



Phishing pages

• Criminals compromise legitimate 
websites and set up new directories 
with fake pages to steal a victim's 
login credentials.

• Links to these sites are sent to potential 
victims through phishing emails.



Phishing pages

Good day,

Laxmi Ghale Office has shared a Docusign file with you. To view it, click the 
link below.

REVIEW DOCUMENT

Please let me know if you have any questions.

Thanks & Regards
Laxmi Ghale

Subject: DOCUMENT
From: Laxmi Ghale <laxmighale@siddharthservices.com>
Date: Wed, 2018-03-14 16:03 UTC

https://redproduction.biz/
Server/3657/3657/00848
3iclive/df784d80e18e2d4
a8c7005e61fde6dce/



Phishing pages



Phishing pages
2018-traffic-analysis-workshop-block-4-01.pcap

http.request



Phishing pages



Phishing pages
ip.addr eq 23.229.153.228 and 
tcp.port eq 47766



Phishing pages



Block 4 - Up next...

• Phishing pages
• Tech support scams
• Pop-ups/unexpected web pages
• Exploit kits
• Hands-on exercises



Tech support scams



Tech support scams
2018-traffic-analysis-workshop-block-4-02.pcap
http.request



Tech support scams

• brushon.tk - GET /?number=800-803-1466
Scroll to the bottom, where you'll find:





Block 4 - Up next...

• Phishing pages
• Tech support scams
• Pop-ups/unexpected web pages
• Exploit kits
• Hands-on exercises



Popups/unexpected web pages



Popups/unexpected web pages

This type of file can harm your computer. Do 
you want to keep Font update.exe anyway?



Popups/unexpected web pages
2018-traffic-analysis-workshop-block-4-03.pcap
http.request or ssl.handshake.type == 1



Popups/unexpected web pages

ip contains "Font update.exe"

ip contains "This program cannot be run in 
DOS mode"





Popups/unexpected web pages

• File  Export Object  HTTP...



Block 4 - Up next...

• Phishing pages
• Tech support scams
• Pop-ups/unexpected web pages
• Exploit kits
• Hands-on exercises



Exploit kits

Exploit kits are web servers that 
use exploits to take advantage of 
vulnerabilities in browser-based 
applications to infect a Windows 

computer without the user's 
knowledge.



Exploit kits

Normal
website

MALICIOUS AD

GATE

Exploit
kit

server



Exploit kits

Landing page

exploit

payload



Exploit kits
2018-traffic-analysis-workshop-block-4-04.pcap

http.request or http.response





Block 4 - Review

• Phishing pages
• Tech support scams
• Pop-ups/unexpected web pages
• Exploit kits
• Hands-on exercises (4 pcaps)



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 5:  Policy violations

Up next...



Block 5 - Overview

• Prohibited activity on your network
• Torrent traffic
• Hands on exercises



Prohibited activity

• Activity like online gambling, pornography, 
an illegal file sharing sites may be 
explicitly prohibited by your organization.

• Generally, security analysts do not 
actively search for policy violations.



Block 5 - Up next...

• Prohibited activity on your network
• Torrent traffic
• Hands on exercises



Torrent traffic

• After downloading a file using a torrent 
client, that client often will share the file.

• It's trivially easy for content creators to 
find out who is sharing illegal copies of 
their work.



DMCA notice

We are writing this message on behalf of 
HOME BOX OFFICE, INC. ("HBO"), with 
physical offices located at 1100 Avenue of 
the Americas, New York, NY 10036, 
United States (Attention: Director of Anti-
Piracy).



DMCA notice
- ---------- Infringement Details ----------
Title:  Game of Thrones
Timestamp:  2017-07-12T19:20
IP Address: [recipient's public IP address]
Port:  57382
Type:  BitTorrent
Torrent Hash: ae30ec73d67bc3ca1afa07cfb9fbeccbe14fe55c
File Name:  Game.of.Thrones.S07E01.720p.WEB.h264-
TBS[eztv].mkv
File Size: 1,282 MB
- ------------------------------------------



Torrent traffic
2018-traffic-analysis-workshop-block-5-01.pcap
udp and !(dns)



Torrent traffic

http.request

torrent.ubuntu.com:6969
• GET /announce?info_hash=

• GET /scrape?info_hash=
In similar traffic, you might also see:



Torrent traffic



asciitohex.com







Torrent traffic
2018-traffic-analysis-workshop-block-5-02.pcap

http.request



bittorrent.info_hash









Block 5 - Review

• Prohibited activity on your network
• Torrent traffic
• Hands on exercises (2 pcaps)



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 6:  Root causes and
false positives

Up next...



Block 6 - Overview

• Root causes from web traffic

• Root causes from malspam campaigns

• False positives

• Hands-on exercises



2018-traffic-analysis-workshop-block-6-01.pcap

Grandsoft EK on 185.17.122.212

Root causes from web traffic



http.request and ip.addr eq 185.17.122.212

2018-traffic-analysis-workshop-block-6-01.pcap

omgbohpooh.ruptured-lhmnationstex.xyz
Left click on the last HTTP GET request and 

follow TCP stream or HTTP stream 

Root causes from web traffic



http.request or ssl.handshake.type == 1

The first HTTP request is to elitegol.me, and the 
last few HTTP requests are for Grandsoft EK

Root causes from web traffic



http.request and ip.addr eq 185.17.122.212

omgbohpooh.ruptured-lhmnationstex.xyz

Left click on the first HTTP GET request and 
follow TCP stream or HTTP stream 

Root causes from web traffic



Referer:

Root causes from web traffic



Root causes from web traffic

ip contains omgbohpooh.ruptured-lhmnationstex.xyz

HTTP/1.1 302 found



Root causes from web-based infections

Same Referer:Host: cash123.us

Referer lines may not contain all requests in the chain



Root causes from web traffic

• www.elitegol.me
• www.elitegol.me - GET /adsh.php
• URL to xml.pdn-1.com
• URL to www.theadgateway.com
• URL to cash123.us
• Landing page for Grandsoft EK



Root causes from web traffic
2018-traffic-analysis-workshop-block-6-02.pcap

People are getting hit by a fake 
AV pages.  They merely have to 
kill their browser process to fix 
things, but how does it happen?



Root causes from web traffic



Root causes from web traffic

• detail-cameback.tk - GET /index/?2601510941471
• added-horror.tk - GET /?number=877-506-7276

http.request and ip contains .tk



Follow the HTTP stream for the first HTTP request 
to coaching-journey.com

<script>window.location.replace("http://detail-cameback.
tk/index/?2601510941471");window.location.href = "http:
//detail-cameback.tk/index/?2601510941471";</script>
<!DOCTYPE html>
<html lang="en-US" prefix="og: http://ogp.me/ns#">
<head >

Root causes from web traffic



Block 6 - Up next...

• Root causes from web traffic

• Root causes from malspam campaigns

• False positives

• Hands-on exercises



Root causes from malspam campaigns
2018-traffic-analysis-workshop-block-6-03.pcap

• NOTE:  This and the remaining pcaps
contain various other traffic not 
directly related to the infection (NBNS, 
DHCP, windows update traffic, etc).



Root causes from malspam campaigns
2018-traffic-analysis-workshop-block-6-03.pcap



Root causes from malspam campaigns
2018-traffic-analysis-workshop-block-6-03.pcap

• 107.180.25.48: EXE or DLL download

• ET POLICY OpenSSL Demo CA
• 93.181.186.127 - TCP port 451
• Various IP addresses - TCP port 449



Root causes from malspam campaigns

Analyze 
Decode As...



Root causes from malspam campaigns



Root causes from malspam campaigns
(http.request or ssl.handshake.type == 1) and 
!(udp.port eq 1900)



Root causes from malspam campaigns

• ccmlongueuil.ca - GET /seclogo.bin

• 93.181.186.27 port 451
• 78.155.219.199 port 447
• 207.140.15.87 port 449
• 26.20.207.204 port 449
• 194.87.103.45 port 447



Root causes from malspam campaigns
"ccmlongueuil.ca" "seclogo.bin" trickbot



Root causes from malspam campaigns



Root causes from malspam campaigns

File  Export Objects  HTTP...



Root causes from malspam campaigns
$ file seclogo.bin

seclogo.bin: PE32 executable (GUI) 
Intel 80386, for MS Windows 

$ shasum -a 256 seclogo.bin

3ff628ab4a53cb24b53120890bdd6847e962
bc6a42f5d4d6aed1e23b38850a3e



Root causes from malspam campaigns

3ff628ab4a53cb24b53120890bdd
6847e962bc6a42f5d4d6aed1e23b
38850a3e site:www.hybrid-
analysis.com

Google search:



Root causes from malspam campaigns



Root causes from malspam campaigns



Block 6 - Up next...

• Root causes from web traffic

• Root causes from malspam campaigns

• False positives

• Hands-on exercises



False positives



False positives
An alert may be a true positive, but it 

doesn't mean something bad happened.

For example, a "malvertisement
redirection" alert in web traffic could have 

happened, but the follow-up malicious 
traffic never occurred.



False positives

alert http $HOME_NET any -> $EXTERNAL_NET 
any (msg:"ET CURRENT_EVENTS RIG EK 

Landing URI Struct"; 
flow:established,to_server; 

content:"/?PHPSSESID=njr"; http_uri; 
fast_pattern:only; classtype:trojan-activity; 

sid:2019072; rev:3;)



Block 6 - Review

• Root causes from web traffic

• Root causes from malspam campaigns

• False positives

• Hands-on exercises (2 pcaps)



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 7: Bringing it all together:
Writing incident reports

Up next...



• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4

Block 7 - Overview



Incident reporting format



Incident reporting format

• Executive summary
• Details
• Indicators of 

compromise (IOCs)

FORMAT



Incident reporting format

On 2018-04-24 at ??:?? UTC, a 
Windows computer used by ??? was 
infected with ???
• Sentence: origin of infection, if known
• Sentence: corrective actions taken

EXECUTIVE SUMMARY



Incident reporting format

• victim's IP address
• victim's host name
• victim's MAC address
• victim's Windows account name

DETAILS



Incident reporting format

• IP addresses and ports
• Domain names
• File hashes

IOCs



Block 7 - Up next...
• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4



Internal network:  thunderlife.net

• Domain:  thunderlife.net
• Network segment: 172.16.1.0/24
• Domain controller: 172.16.1.8

THUNDERLIFE-DC
• Segment gateway: 172.16.1.1
• Broadcast address: 172.16.1.255



Block 7 - Up next...
• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4



Block 7 - Exercise 1
2018-traffic-analysis-workshop-block-7-

exercise-1.pcap

On 2018-04-24 at ??:?? UTC, a 
Windows computer used by ??? was 
infected with ???
• Sentence: origin of infection, if known
• Sentence: corrective actions taken



ETPRO TROJAN 
Formbook CnC
Checkin (POST)

ALERTS
Block 7 - Exercise 1



(http.request or ssl.handshake.type == 1) and 
!(udp.port eq 1900)

Block 7 - Exercise 1



WHEN WHO WHAT
Block 7 - Exercise 1

kerberos.CNameString and 
!(kerberos.CNameString contains $)



Block 7 - Exercise 1
kerberos.CNameString and 
!(kerberos.CNameString contains $) 



Block 7 - Exercise 1
CNameString: warren.harris



Block 7 - Exercise 1
Select the CNameString field and 
"Apply as Column"



Block 7 - Exercise 1
Kerberos.CNameString



Block 7 - Exercise 1
nbns



Block 7 - Exercise 1 - Executive Summary

On 2018-04-24 at 02:29 UTC, a Windows 
computer used by Warren Harris 
showed signs of infection from a 
Formbook information stealer.
• Sentence: origin of infection, if known
• Sentence: corrective actions taken



Block 7 - Exercise 1 - Details

IP address: 172.16.1.115
MAC address: 00:50:8b:ea:40:a1
Host name: HARRIS-PC
User account name: warren.harris



Block 7 - Exercise 1 - IOCs

• Step 1:  Filter as necessary
• Step 2:  Only show columns you want to print
• Step 3:  File  Export Packet Dissections 

As Plain Text
• Step 4:  Make sure you un-check the Details box
• Step 5:  Save the packet dissections as a text file

PACKET DISSECTIONS



Block 7 - Exercise 1 - IOCs
Step 1:  Filter on http.request and !(udp)

Step 2:  Hide all columns except 
Destination IP, Destination port, 
HTTP host, and info



Block 7 - Exercise 1 - IOCs
Step 3: File Export Packet Dissections As Plain Text



Make sure "Details" 
is un-checked



Block 7 - Exercise 1 - IOCs



Block 7 - Exercise 1 - IOCs
198.54.117.244 port 80 - www.maennerpillen-lieferung.info - GET /wa/?[long string]
54.183.248.227 port 80 - www.biikooroo.com - GET /wa/?[long string]
54.183.248.227 port 80 - www.biikooroo.com - POST /wa/
40.84.192.221 port 80 - www.stopforeclosureontime.com - GET /wa/?[long string]
40.84.192.221 port 80 - www.stopforeclosureontime.com - POST /wa/
149.210.195.85 port 80 - www.abba-eve.com - GET /wa/?[long string]
149.210.195.85 port 80 - www.abba-eve.com - POST /wa/
156.67.209.20 port 80 - www.rantangan.online - GET /wa/?[long string]
156.67.209.20 port 80 - www.rantangan.online - POST /wa/
52.86.22.136 port 80 - www.earlyrecord.com - GET /wa/?[long string]
162.213.249.164 port 80 - www.91ruitue.com - GET /wa/?[long string]
162.213.249.164 port 80 - www.91ruitue.com - POST /wa/
205.178.189.131 port 80 - www.isidentsu.net - GET /wa/?[long string]
107.164.17.51 port 80 - www.tg88vip.com - GET /wa/?[long string] 
and so on...



Block 7 - Up next...
• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4



Block 7 - Exercise 2
2018-traffic-analysis-workshop-block-7-

exercise-2.pcap

On 2018-04-24 at ??:?? UTC, a 
Windows computer used by ??? was 
infected with ???
• Sentence: origin of infection, if known
• Sentence: corrective actions taken



Block 7 - Exercise 2
ALERTS

Alerts for 
Emotet



Block 7 - Exercise 2 - Executive Summary

On 2018-04-24 at 03:52 UTC, a Windows 
computer used by Kayla Yates was 
infected with Emotet



Block 7 - Exercise 2 - Details

IP address: 172.16.1.97
MAC address: 00:1f:cf:2e:a7:6c
Host name: YATES-PC
User account name: kayla.yates



Block 7 - Exercise 2 - IOCs
File  Export Objects  HTTP...



Block 7 - Exercise 2 - IOCs
Export the application/msword and the 
application/octet-stream objects.

Do a file command on each object to 
confirm they are a Word document and a 
Windows executable.

Do the shasum -a 256 command to get the 
SHA256 hashes and search the hashes on 
Google or check them in VirusTotal.



Block 7 - Exercise 2 - IOCs
SHA256: 6082e675708630a1483130f614717dc24322c47926600228f401626c
d05b5e8a
File description: Word doc with macro for Emotet

SHA256: bb12951d05e914887391fe9b023ec23600c2b200f476a61e56dd12ac
cf7abda6
File description: Emotet binary

178.18.132.32 port 80 - waaag.nl - GET /New-order/
202.218.245.19 port 80 - j-sachi.com - GET /kDFfMsR/
87.106.37.146 port 8080 - 87.106.37.146:8080 - GET /



Block 7 - Up next...
• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4



Block 7 - Exercise 3
2018-traffic-analysis-workshop-block-7-

exercise-3.pcap

On 2018-04-24 at ??:?? UTC, a 
Windows computer used by ??? was 
infected with ???
• Sentence: origin of infection, if known
• Sentence: corrective actions taken



Block 7 - Exercise 3
ALERTS

Alerts for GandCrab ransomware

Rig EK alerts



Block 7 - Exercise 3 - Executive Summary

On 2018-04-24 at 03:27 UTC, a Windows 
computer used by Myron Dennis was 
infected with GandCrab ransomware



Block 7 - Exercise 3 - Details

IP address: 172.16.1.201
MAC address: b8:97:5a:d6:8a:24
Host name: DENNIS-PC
User account name: myron.dennis



Block 7 - Exercise 3 - IOCs

46.30.45.78 port 80 - someinit.cf - gate to Rig EK
46.30.42.225 port 80 - 46.30.42.225 - Rig EK
DNS queries for zonealarm.bit
66.171.248.178 port 80 - ransomware.bit - Gandcrab
217.75.83.218 port 80 - ransomware.bit - Gandcrab
193.33.1.19 port 80 - ransomware.bit - Gandcrab



Block 7 - Up next...
• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4



Block 7 - Exercise 4
2018-traffic-analysis-workshop-block-7-

exercise-2.pcap

On 2018-04-24 at ??:?? UTC, a 
Windows computer used by ??? was 
infected with ???
• Sentence: origin of infection, if known
• Sentence: corrective actions taken



Block 7 - Exercise 4
ALERTS

Trickbot alert for IP address 172.16.1.149



Block 7 - Exercise 4

There are two Windows clients in this pcap.

• 172.16.1.131
• 172.16.1.149

You only need to investigate the one with 
the Trickbot alert.



Block 7 - Exercise 4 - Executive Summary

On 2018-04-24 at 14:55 UTC, a Windows 
computer used by Edwin Henderson
was infected with Trickbot



Block 7 - Exercise 4 - Details

IP address: 172.16.1.149
MAC address: 00:13:d4:b9:cd:56
Host name: HENDERSON-PC
User account name: edwin.henderson



Block 7 - Exercise 4 - IOCs
chimachinenow.com application/octet-stream 
384kB     kopores.bin



Block 7 - Exercise 4 - IOCs

92.53.77.217    image/png 350kB     table.png
92.53.77.217    image/png 350kB     toler.png



Block 7 - Exercise 4 - Additional info!

172.16.1.149 infected the domain 
controller at 172.16.1.8 through SMB.



Block 7 - Exercise 4 - Bonus!

\\172.16.1.8\C$

File  Export Objects  SMB...



Block 7 - Exercise 4 - Bonus!

ip.addr eq 172.16.1.8 and 
!(ip.addr eq 172.16.1.149) and 
!(ip.addr eq 172.16.1.131) and 

(http.request or 
ssl.handshake.type == 1)



• Incident report format
• Internal network description
• Exercise 1
• Exercise 2
• Exercise 3
• Exercise 4

Block 7 - Review



2018 TRAFFIC ANALYSIS 
WORKSHOP

Block 8:  Evaluation

Up next...



Block 8 - Overview

• Network segment parameters
• Host and user identification
• Evaluation: find the malicious traffic
• Review

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap



Network segment parameters

• Domain:  apox-sports.com
• Network segment: 10.14.1.0/24
• Domain controller: 10.14.1.34

APOX-SPORTS-DC
• Segment gateway: 10.14.1.1
• Broadcast address: 10.14.1.255



Up next...

• Network segment parameters
• Host and user identification
• Evaluation: find the malicious traffic
• Review

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap



Host and user identification

Statistics  Endpoints
10.14.1.1
10.14.1.34
10.14.1.103
10.14.1.114
10.14.1.123
10.14.1.152
10.14.1.175
10.14.1.186
10.14.1.255



Up next...

• Network segment parameters
• Host and user identification
• Evaluation: find the malicious traffic
• Review

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap



Evaluation

Of the six hosts, 
figure out which
one has malicious activity or an 
infection.  Hint: focus on the Windows 
clients.



185.16.41.95 over TCP port 80

Alerts:
• ET TROJAN KINS/ZeusVM Variant Retrieving Config
• ET TROJAN Trojan Generic - POST to gate.php with 

no referer
• ETPRO TROJAN Win32/Terdot.A / ZLoader Checkin

Evaluation



Up next...

• Network segment parameters
• Host and user identification
• Evaluation: find the malicious traffic
• Review

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap



Review

10.14.1.103 - Vienna-8C57-PC - earnestine.matsuoka
10.14.1.114 - MacBook Pro (macOS)
10.14.1.123 - Samsung Galaxy S6 (Android 7.0)
10.14.1.152 - Tacoma-f82c-PC - stanley.debenham
10.14.1.175 - Austin-4fb2-PC - unknown user
10.14.1.186 - Albany-635e-PC - yarik.rhodes

The six clients



185.16.41.95 over TCP port 80

Alerts:
• ET TROJAN KINS/ZeusVM Variant Retrieving Config
• ET TROJAN Trojan Generic - POST to gate.php with 

no referer
• ETPRO TROJAN Win32/Terdot.A / ZLoader Checkin

Evaluation



Review

http.request and ip.addr eq 185.16.41.95



Review

10.14.1.103 - Vienna-8C57-PC - earnestine.matsuoka
10.14.1.114 - MacBook Pro (macOS)
10.14.1.123 - Samsung Galaxy S6 (Android 7.0)
10.14.1.152 - Tacoma-f82c-PC - stanley.debenham
10.14.1.175 - Austin-4fb2-PC - unknown user
10.14.1.186 - Albany-635e-PC - yarik.rhodes

The six clients



Review

• munachi.ru - GET /ratty/config.jpg
• munachi.ru - GET /ratty/gate.php

Suspicious URLs

Look up the info on Google!



"munachi.ru/ratty/config.jpg"

The malicious traffic

Found in analysis of a malware 
executable on www.reverse.it



HTTP Traffic
Analysis for this executable has the 

same traffic seen in our pcap.

The malicious traffic



Review



Review
On 2018-02-10 at 23:52 UTC, a 
Windows computer used by Stanley 
Debanham generated network traffic 
indicating it was infected with banking 
malware.
• Sentence: Origin of infection is unknown.
• Sentence: host was wiped / re-imaged, etc.

EXECUTIVE SUMMARY



Review

IP address: 10.14.1.152
MAC address: 00:14:38:1a:d8:66
Host name: Tacoma-f82c-PC
User account name: stanley.debanham

DETAILS



Review

• 185.16.41.95 - munachi.ru - GET /ratty/config.jpg
• 185.16.41.95 - munachi.ru - GET /ratty/gate.php

INDICATORS

• 4b1c48896f49b309c0af28f62a6cbb04fb90629461
3d24ec02ac151362b10a45

IP address, domain, and URLS:

SHA256 has of related executable:



Block 8 - Review

• Network segment parameters
• Host and user identification
• Evaluation: find the malicious traffic
• Review

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap



2018 TRAFFIC ANALYSIS 
WORKSHOP

Congratulations!

Brad Duncan
Threat Intelligence Analyst
@malware_traffic

You have finished the 2018 
Traffic Analysis Workshop!
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