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Block 1. Introduction and setting up
Wireshark



Network Security Monitoring (NSM)
Wireshark & other pcap analysis tools
A few words about incident reporting

Wireshark setup



Different levels of NSM

Activity logs gathered from individual hosts

Alerts on network traffic with some of the
network information

Netflow data

Full packet capture



Different levels of NSM

Activity logs gathered from individual hosts
Alerts on network traffic with some of the

network information
SIEM

Netflow data

Full packet capture




2018-traffic-analysis-workshop-block-1-01.pcap

2018-05-11 15:52 UTC
Src: 10.5.11.101 port 49220
Dst: 95.142.39.26 port 80

ET CURRENT EVENTS RIG EK
URT Struct Jun 13 2017



Date flow start Duration Proto
2018-05-11 11:52:05.103 1.911 TCP
2018-05-11 11:52:05.361 1.653 TCP

Src IP Addr:Port -> Dst IP Addr:Port
10.5.11.101:49220 -> 95.142.39.26:80
05.142.39.26:80 -> 10.5.11.101:49220

zickets 832/;:22 FlOVVF; @ WI DATA

31 65813




2018-traffic-analysis-workshop-block-1-01.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al ® R QemEF S _ =S QQQTF

[H|%ppl-, a display filter ... <Ctrl-/= - '] Expression... +

No. Time Source Destination Protocol Length Info

— 1©.ee0eee 16.5.11.1e1 95.142.39.26 TCP 66 49220 » 80 [SYN] Seq=0 h

20.257271 95.142.39.26 10.5.11.101 TCP 60 80 -» 49220 [SYN, ACK] Se
30.257563 10.5.11.101 95.142.39.26 TCP 60 49220 » 80 [ACK] Seg=1 A
40.257844 10.5.11.101 95.142.39.26 HTTP 709 GET /?MzMzNDIy&kWGaPc&Ur
50.257847 95.142.39.26 10.5.11.101 TCP 60 80 - 49220 [ACK] Seqg=1 A
60.761309 95.142.39.26 1©.5.11.1e1 TCP 1436 80 -» 49220 [PSH, ACK] Se
70.761448 1e.5.11.1e1 95.142.39.26 TCP 60 49220 -» 80 [ACK] Seq=656€

80.769384 95.142.39.26 10.5.11.101 TCP 1436 80 - 49220 [PSH, ACK] Se

- e . —_— ] o e - = o A - - —m - o =y L - - g

£ >




2018-traffic-analysis-workshop-block-1-01.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RNE Qe EF SE

—
|
%

~_£ o=y

e =
-] B

Ad = ® — H
| | '] Expression... +
No. Time Source Destination Protocol Length Info
18. BBB 10.5.11.1e1 | 95.142.39.26| TCP 66 49220 —» 8@,|[SYN] Seq=©
20 ,26‘72?1 95.142.39,26 1@.5.11.101/ TCP 60 80 - 49229’ [SYN, ACK] {“\
,3’@ 257563 18@.5. :I,.l/lﬁl 95.142. 32/22 TCP 60 49220 - ﬁE [ACK] Seq=1|A N
.101 95.142.3 HTTP‘ \?99 GET /?Md
10.5.11.101}| 39.26 10.5.1} 1¢ 50 80 > 49] ESTN] Seqg=©

B

6 0. Tﬁiléég 95.142.39.26

1@
95.

¥42.39

.5,41.16 TCP

95.142.39. 26} - HTTP

36 80 - 49[5\‘;'“: ACI{]

60 49220 -

36 80 » 49: [ﬂl{:[{] Seqg=1

- o




Benefit of full packet _
. f_,_./.fp—*ﬁl-‘:i'fﬁ‘fi %
capture: {9769-http [ACK

GET /?MjY5MjU3&M

More data for analysis | http-49769 [ACK]
HTTP/1.1 200 OK

2mA9769-http [ACK]
tp-49769 [Ps--"",




Drawback of full packet
capture:

More data to store [



Presenter
Presentation Notes
Full packet capture data requires a great deal of storage.  An organization with 100 people could use terabytes each day.  That’s hard to store, and it’s also a lot to search through, if you’re trying to retrieve packet data to investigate suspicious activity.  Especially if you’re storing weeks worth of traffic.


Final drawback of full packet capture:

The need for
trained or
experienced
personnel



Presenter
Presentation Notes
In addition to the cost of collecting and storing the massive amounts of data for full packet capture.  Organizations need to factor in the cost of personnel that actually know how to review pcap data.  This doesn’t necessarily mean formal training, but people who are required to review network traffic must have some demonstratable proficiency with it.


Wireshark & other pcap analysis tools



Wireshark has a
customizable graphical
user interface (GUI) that
makes it extremely easy to
find out what's going on in
a pcap.


Presenter
Presentation Notes
That’s why we’ll use Wireshark as our primary tool to investigate pcaps of network traffic.


Other tools to review pcaps:

Text-based tools like tcpdump or tshark

ke NetworkMiner

Automated tools
Online tools like PacketTotal



Wireshark & other pcap analysis tools
https://packettotal.com/

_aon®@"
ll..ll
lll 1
T lll

savse’ PacketTotal

~ 4
‘-|=! Simple, free, high-quality PCAP analysis

kshoP”

(Accepts .pcap and .pcapng files. Limit 50 MB.)



File Metadata
Name: 2018trafficanalysiswor.pcap MD5: c3622b3fa78e51efd30ffb6adc4ab7ec

Size: 0.070961 MB Submitted: United States 2=

Malicious Activity Connections HTTP Transferred Files Similar Packet Captures
Q Search in results o

Timestamp Alert Signature Sender IP Sender Port Target IP

@ ET CURRENT EVENTS ELOMBRI 49220
RIG EK URI Struct
Jun 13 2017



A few words about incident reporting



? What is an incident?

An event that impairs the
confidentiality, integrity, or
availability of your IT 9
systems or network. o



Examples:

Computer infected with malware

Attacker exploits vulnerability and gains
admin access to a server

Victim of a phishing email gives out login
credentials



An Incident report
gives the reader a
clear idea of what
happened.







Block 1 - Up next...

 Network Security Monitoring (NSM)
 Wireshark & other pcap analysis tools
* A few words about incident reporting

* Wireshark setup



Web traffic & default Wireshark display
Removing and adding columns
Changing time to UTC date and time
Adding custom columns

Hiding columns



MALWARE-TRAFFIC-ANAL,

RSS feed About this blog @malware_traffic on Twitter

Cllck here -- for some tutorlals that WI|| help for these exercises.

sample-s (or both) ,’

Traffic Analysis Exermsés~-__~ ’

--~~
« Click here -- for training exercises to analyze pcap files of ne'morﬂst:afflc Click here -- for some tutorials that will help for these exercisesL’

My Technical Blog Posts

s Click on the appropriate year for the blog posts I've done - [ 2013 ]-[2014]1-[2015]-[2016]-[2017]-[2018]

My Non-Technical Blog Posts



2018-traffic-analysis-workshop-block-1-02.pcap
Default column display not ideal for HTTP traffic

File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help

== EF S -_|=E Qi
httpo reqUESt X '] Expression... +
Time Source Destination Protocol  Length Info =

8 0.071548000 172.16.1.116 23.76.193.44 HTTP 371 GET / HTTP/1.1

20 @.163566000 172.16.1.116 23.76.193.44 HTTP 375 GET / HTTP/1.1

45 0.378697000 172.16.1.116 23.35.171.27 HTTP 267 GET /MEQwQJjBAMD4wPD..
2..0.624531000 172.16.1.116 72.21.91.29 HTTP 294 GET /MFEwTzBNMEswST...
3.. ©.65422%9e00 172.16.1.116 72.21.91.29 HTTP 286 GET /MFEwTzBNMESwST...
6.. ©0.729214000 172.16.1.116 23.215.98.1.. HTTP 293 GET /MFEwWTzBNMEswST...
8..0.775655000 172.16.1. 23.215.98.1.. HTTP 296 GET

/ /MFQWU3BQME4WT...

=




What should we see instead?

Date & time In UTC
Source IP and source port

Destination |IP and destination port
HTTP host

HTTPS server
Info




Removing and adding columns



Right click in the column you

U_ L~ , want to remove and select
A cente 6.1, Remove ThIS Column
2
£ Resize To Contents

25 MNo.

29 ¥ Time ot 1 - .
34l Source ¢ 116.1.116 23 2@? 41 54 HTTP 273 GET fMEUszBBMD&EW‘BEUFDEMCGEUABBQ“.
35l Destinatiph 116.1.116 23.207.41.54 HTTP 269 GET KMEWB'BMDBWPTAJBgUr‘DgMCGgUABBT.ﬂ
36 7 meﬁ' 116.1.116 23.207.41.54 HTTP _ 291-GET /MFIwUDBOMEwS]AJBgUr‘DgMCGgUABBTm
37 /L‘"gth 116.1.116 72.21.91.29 ~WPTP™ 286 GET /MFEwTzBNMEswSTAIBgUrDgMCGEUABBQ..

38,7 116.1.116 ?;_2&’9‘1 29 HTTP 286 GET /MFEwTzBNMEswSTAJBgUrDgMCGgUABBQ..
38 Remove This Column 1§_..1—m 216 58.194... HTTP 281 GET /GTSGIAG3/MEkwRzBFMEMwQTAJBgUrDg..

-y " 5 A ™ ™SS L e B | - -~ L | - - ™~ — - - ™ " =T ! 11 " r~ - NS SeT TRA ™. " FIRIRA™ o ™™ A ™I o] Do ™ o BA™ ™ 1AM ™S




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A m 7@ Re2EP LI =EQAQAAQNT
|ﬂ http.request
Time Source Destination Protocol Length Info

0.071548 172.16.1.116 23.76.193.44 HTTP 371 GET / HTTP/1.1
' ©0.163566 172.16.1.116 23.76.193.44 HTTP 375 GET / HTTP/1.1
! 0.378697 172.16.1.116 23.35.171.27 HITTP 267 GET /MEQwQjBAMDA4wPD
! 0.624531 172.16.1.116 72.21.91.29 HTTP 294 GET /MFEWTzBNMESWST
! 0.654229 172.16.1.116 72.21.91.29 HTTP 286 GET /MFEWTzBNMESwWST
! 0.729214 172.16.1.116 23.215.98.121 HTTP 293 GET /MFEWTzBNMESwWST
! 0.775655 172.16.1.116 23.215.98.121 HTTP 296 GET //MFQwWUjBQME4wT
i 1.314361 172.16.1.116 72.21.91.29 HTTP 292 GET /MFEWTzBNMESwWST




Do the same thing for Protocol and Length

A\

I T e R || B 4

e T S

N N Y | =

| http.request

Time Source Destination nfo

~|—~ 0.071548 172.16.1.116 23.76.193.44 = GET / HTTP/1.1

' ©9.163566 172.16.1.116 23.76.193.44 HTTP 375 GET / HTTP/1.1

! 0.378697 172.16.1.116 23.35.171.27 HTTP 267 GET /MEQwQjBAMD4wPD
! 0.624531 172.16.1.116 72.21.91.29 HTTP 294 GET /MFEWTzBNMESwWST
! 0.654229 172.16.1.116 72.21.91.29 HTTP 286 GET /MFEWTzBNMESWST
! 0.729214 172.16.1.116 23.215.98.121 HTTP 293 GET /MFEWTZBNMESWST
! 0.775655 172.16.1.116 23.215.98.121 HTTP 296 GET //MFQWUJBQMEA4AWT
i 1.314361 172.16.1.116 72.21.91.29 HTTP 292 GET /MFEWTZBNMESWST

<




Remaining: Time, Source, Destination, & Info

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A m @ RenEZF HIZT = QaQaH
[ http.request ts ']
Time Source Destination Info
—+» 0.071548 172.16.1.116 23.76.193.44 GET / HTTP/1.1
0.163566 172.16.1.116 23.76.193.44 GET / HTTP/1.1
0.378697 172.16.1.116 23.35.171.27 GET /MEQwQjBAMD4wPDAJBgUrDgMCGgUABBSXxtDKXI
| ©.624531 172.16.1.116 72.21.91.29 GET /MFEwTzBNMEswSTAJBgUrDgMCGgUABBTPIVUY
0.654229 172.16.1.116 72.21.91.29 GET /MFEWTZzBNMEsSwSTAJBgUrDgMCGEUABBQQX6Z6
0.729214 172.16.1.116 23.215.98.121 GET /MFEWTzBNMESwWSTAJBgUrDgMCGEUABBQImMI4\
©.775655 172.16.1.116 23.215.98.121 GET //MFQwWUjBQME4wTDAJIBgUrDgMCGgUABBSOPTZ:
1.314361 172.16.1.116 72.21.91.29 GET /MFEwWTzZBNMEsSwWSTAJBgUrDgMCGgUABBTPIJIVUY
1.424756 172.16.1.116 23.35.171.27 GET /MEQwQjBAMD4AwPDAJBgUrDgMCGEUABBSXxtDkXI




Removing columns V

Adding columns



Right click any of the column headers and select
Column Preferences...

Am 7@ r U0 R3eEZR LI EQRQAQE

[ http.request ﬁ v ]
Time Canrea Nestination Info

B Align Left 3.76.193.44 GET / HTTP/1.1

. @.163  Align Center .76.193.44 GET / HTTP/1.1
.37g  Align Right .35.171.27 GET /MEQWQjBAMDAwWPDAJIBgUrDgMCGEUABBSXtDkX
.624  Column Preferences... .21.91.29 GET /MFEwTzBNMEswSTAJBgUrDgMCGgUABBTPIVUY

.654 Edit Column
. 729 Resize To Contents

.21.91.29 GET /MFEWTzBNMEswSTAJBgUrDgMCGgUABBQQX6Z6
.215.98.121 GET /MFEWTzBNMESwSTAJBgUrDgMCGgUABBQIMIAW
.215.98.121 GET //MFQwUjBQME4AWTDAIBgUrDgMCGEUABBSOPTZ
.21.91.29 GET /MFEWTzBNMEswSTAJBgUrDgMCGgUABBTPIVUY
.35.171.27 GET /MEQwQjBAMDAwPDAJIBgUrDgMCGgUABBSXtDkX

.775 Resolve Names

.314 v Time

424
| |~ Source

R PrP® O O® O O® O

IRV I S R U R VU NS T S I VS R VS




This takes you directly to the column settings

4 Wireshark - Preferences

v Appearance
Layout
Columns
Font and Colors
Capture
Filter Buttons
Name Resolution
Protocols
Statistics
Advanced

? X

Displayed Title Type Fields Field Occurrence

Time Time (format as specified)

Source Source address

Destination Destination address

Info Information
+ -

OK Cancel Help




‘ Wireshark - Preferences

v Appearance
Layout
Columns
Font and Colors
Capture
Filter Buttons
Name Resolution
Protocols
Statistics
Advanced

+| |
!

Displayed Title Type Fields
Time Time (format as specified)
Source Source address

Destination Destination address

Field Occurrence

OK

Cancel

Help




‘ Wireshark - Preferences

v Appearance
Layout
Columns
Font and Colors
Capture
Filter Buttons
Name Resolution
Protocols
Statistics
Advanced

Displayed Title Type Fields Field Occurrence
Time Time (format as specified)
Source Source address
Destination Destination address
Info Information
‘ Number
g || -

OK

Cancel

Help




hd

pestination bLestination address

Info Information
Source Port Number
Packet length (bytes)

Protocol

Relative time

Source address
Source port

Src addr (resolved)
Src addr (unresolved)
Src port (resolved)

TEI

W




Displayed Title Type
v Time Time (format as specified)
v/ Source Source address
v/ Destination Destination address
v/ Info Information )
Vv Source Port Src port (unresolved) -~

Fields

R



Displayed Title Type Fields

Time Time (format as specified)

Source Source address

urce Port Src port (unresolved
esﬁnat?cm Slf)egc?nat{icm acﬁ:l ress)

Info Information

IR K

Source Port Src port (unresolved)




Displayed Title Type
v Time Time (format as specified)
v/ Source Source address
v Source Port Src port (unresolved)
v/ Destination Destination address
v/ Info Information

Fields



‘ Wireshark - Preferences ?

v Appearance
Layout Displayed Title Type Fields Field Occurrence
Columns Time Time (format as specified)
Font and Colors Source Source address
Capture Source Port  Src port (unresolved)
Filter Buttons Destination Destination address
Name Resolution Info Information
Protocols ‘ Number
Statistics
Advanced
< > o+ —

OK Cancel Help




LesLnianiori L/ESLNIAauor auldiess

Info Information

Destination Port Number

Delta time
Delta time displayed
Dest addr (resolved)
Dest addr...resolved)
Dest port (resolved)
Destination address
Destination port

Expert Info Severity
FW-1 mon...irection

b




Displayed Title Type Fields

v Time Time (format as specified)

Source Source address
Source Port Src port (unresolved)

A Bestination rort BEstiBaHADARLSEY)

Info Information \ ______
Destination Port Dest port (unresolved)




Displayed Title Type Fields

v/

NIANEASEANEN

Time Time (format as specified)
Source Source address

Source Port Src port (unresolved)
Destination Destination address

Destination Port Dest port (unresolved)
Info Information



Displayed Title Type Fields

v

NEANEANEAEAS

Time Time (format as specified)

Src Src addr (unresolved)
Src port Src port (unresolved)
Dst Dest addr (unresolved)
Dst port Dest port (unresolved)

Info Information



Src and Dst port columns are aligned to the right

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A m 7@ ReEE P I I = QAQAQAH
[ |http.request X ']
Time Src Src port Dst Dst port Info
—+ 0.071548 172.16.1.116 50471 23.76.193.44 80 GET / HTTP/1.1
0.163566 172.16.1.116 50474 23.76.193.44 80 GET / HTTP/1.1
0.378697 172.16.1.116 50476 23.35.171.27 80 GET /MEQwQjBAMD4wPDAJBgUrDg
0.624531 172.16.1.116 50495 72.21.91.29 80 GET /MFEWTzBNMEsSwSTAJBgUrDg
0.654229 172.16.1.116 50496 72.21.91.29 80 GET /MFEWTzBNMEswSTAJBgUrDg
0.729214 172.16.1.116 50497 23.215.98.121 80 GET /MFEWTzBNMESwSTAJBgUrDg
0.775655 172.16.1.116 50497 23.215.98.121 80 GET //MFQWUjBQME4wTDAJBgUrD
1.314361 172.16.1.116 50495 72.21.91.29 80 GET /MFEWTzBNMEsSwSTAJBgUrDg
! 1.424750 172.16.1.116 50522 23.35.171.27 80 GET /MEQwQjBAMD4wPDAJBgUrDg




Right-click in the column and "Align Left"

p—

http.request

=
3
o

.071548
.163566
.378697
.624531
.654229
.729214
. 775655

s A ™ s A

O 0 0O ® O ® ®

Src

172.
172.
172.
172.
172.
172.
172.

- ™y

16.
16.
16.
16.
16.
16.
16.

-

e N N =

.116
.116
.116
.116
.116
.116
.116

A A 7~

Src port

5¢€
5¢€
5¢€
5¢€
5¢€
5€
5¢€

— m

Align Left
Align Center
Align Right

Column Preferences...

Edit Column
Resize To Contents

Resolve Names

o T 1 v

port

8|
8|
8
8
8|
8l
8l



Time « Src IP < Src port « Dst IP ¢ Dst port - Info

http.request

____________________1_5! ™

(M

Src Src port Dst Dst port Info
.071548 172.16.1.116 50471 23.76.193.44 80 GET
.163566 172.16.1.116 56474 23.76.193.44 89 GET
.378697 172.16.1.116 560476 23.35.171.27 89 GET
.624531 172.16.1.116 56495 72.21.91.29 890 GET
.654229 172.16.1.116 50496 72.21.91.29 80 GET
. 729214 172.16.1.116 56497 23.215.98.121 89 GET
. /75655 172.16.1.116 560497 23.215.98.121 89 GET

21 A1 179 145

- ® ® ® ® ® ® ®
SR R R R PR R R

118 LCoaAGQLC =9 71 1 D70 QO —CcCT



Changing time to UTC date and time



—

File  Edit
A @

[ | Apply a display filter

View

Time
0.000000
0.019246
0.048201
0.049352
0.049352
0.071412
©0.071451
0.071548
0.072464

Frame 1: 7¢
Ethernet I1
Internet Pr

User Datagr=

s e e as

N T antiara

v
v

A e i

Aralscen

Main Toolbar
Filter Toolbar
Wireless Toolbar

Status Bar
Full Screen

Packet List
Packet Details
Packet Bytes

Time Display Format

Name Resolution
Zoom

Expand Subtrees
Expand All
Collapse All

Colorize Packet List

Chodiction

Tala

View = Time Display Format -
UTC Date and Time of Da

F11

Shift+Right
Ctrl+Right
Ctrl+Left

T

v ] Expression...

116
.44

.44

Date and Time of Day (1970-01-01 01:02:03.123456)

Dst port Info
53 Standard query ©Oxbdéa A newegg.com

53 Standard query ©@xbdéa A newegg.com

584.. Standard query response @xbdéa A newegg.c..
80 50472 - 80 [SYN] Seq=0 Win=65535 Len=0 MS..
20 50471 -» 80 [SYN1 Sea=0 Win=65535 | en=0 MS..

Ctrl+Alt+1 32

Year, Day of Year, and Time of Day (1970/001 01:02:03.123456) L

Time of Day (01:02:03.123456)
Seconds Since 1970-01-01

Seconds Since Previous Captured Packet

Seconds Since Previous Displayed Packet

Seconds Since Beginning of Capture

UTC Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+Alt+7
UTC Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
11T Tirme f Do (010202 192A5EY Crrl e Alt oo

“trl+A!

92...

_a1+Alt+6




File Edit View Go Capture Analyze  Statistics
4 = ® RO R3es>2=2¢ §
http.request

Resulting time is displayed
well past the second.

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

2018-01-16
2018-01-16
2018-01-16
2018-01-16

.583351
.675369
. 890500
.136334
.166032
.241017
. 287458
.826164
.936553

src

172,
172.
172.
172,
172.
172.
172,
172.
172.

16.
16.
16.
16.
16.
16.
16.
16.
16.

.116
.116
.116
.116
.116
.116
.116
.116
.116

R N = T = T = T = T = O = =

Src port Dst Dst port Info

50471 23.76.193.44 80 GET /
50474 23.76.193.44 80 GET /
50476 23.35.171.27 80 GET /V
50495 72.21.91.29 80 GET /WM

/
But | only want to see /5
to the second... ﬁ;

50522 23.35.171.27 80 GET /WM




File Edit View T~  Cortore Anshoa Ciasdictics Talonhoss Wfireless Tools  Help
¥  Main Toolbar h —
A ® e ¥E

v Filter Toolbar

(W o o View = Time Display Format =

Time »  Status Bar
jgi:_gi_iz Full Screen F11 Seconds
2018-01-1€ v Ppacket List va/o P4 e o o W e t217) GET /MEQWQ]
2018-01-1€ ¢ Packet Details 0495 72.21.91.29 80 GET /MFEwTzBNMEswSTAJBgU..
2018-01-1€ Packet Bytes @496  72.21.91.29 83  GFT /MFFwT7BNMFswSTAIRgU...
2018-01-16€ E———— . Date and Time of Day (1970—01—01 01:02:03.123%56-] Ctrl+Alt+1 sU...
2018-01-1€ Name Resolution * Yo.ear, Day of Year, and Time of Day (1970/001 01:02:03.123456) 3g...
2018-01-16€ Time of Day (01:02:03.123456) Ctrl+Alt+2 ;U...
2018-01-16€ Zoom k Seconds Since 1970-01-01 Ctrl+Alt+3 rU..
Seconds Since Beginning of Capture Ctrl+Alt+4 v
Frame 8: 3’ Bxpand Subtrees Shiﬂ+|f{ight Seconds Since Previous Captured Packet Ctrl+Alt+5
Ethernet I1 E);lend Al Ctrl+Right Seconds Since Previous Displayed Packet Ctrl+Alt+6
Internet Pr pse Al Ctrl+Left ® UTC Date and Time of Day (1970-01-01 01:02:03.123456' _trl+Alt+7
Transmissic= Colorize Packet List UTC Year, Day of Year, and Time of Day (1970/001 01:02
Hypertext 1 Coloring Rules... UTC Time of Day (01:02:03.123456) _ul+Alt+8
Colorize Conversation * '@ Automatic (from capture file)
Reset Layout Ctrl+Shift+W Seconds
¥E  Resize Golumns Ctrl+Shift+R Tenths of a second

Hundredths of a second




File  Edit View Capture  Analyze  Statistics  Telephony  Wireless  Tools  Help
A mg® Re=>2=¢ & = QQQ
[. http.request
Time Src Src port Dst Dst
ﬂ+ 2018-01-16 172.16.1.116 50471 23.76.193.44 80
' §2018-01-16 172.16.1.116 50474 23.76.193.44 80
! 2018-01-16 172.16.1.116 50476 23.35.171.27 80
! 2018-01-16 172.16.1.116 50495 72.21.91.29 80
! 2018-01-16 172.16.1.116 50496 72.21.91.29 80
! 2018-01-16 172.16.1.116 50497 23.215.98.121 80
! 2018-01-16 172.16.1.116 50497 23.215.98.121 80
! 2018-01-16 172.16.1.116 50495 72.21.91.29 80
! 2018-01-16 172.16.1.116 50522 23.35.171.27 80
I




Adding custom columns



What else do we want in our column display?

HTTP host names
HTTPS server names



File Edit View Go Capture Analyze  Statistics Telephony  Wireless Tools  Help
A ® REG Re=2=F & 3 Qe H

[ |http.request v] Expression... -+

Time Src Src port Dst Dst port  Info ~
2018-01-16 ©01:14:12 172.16.1.116 50471 23.76.193.44 80 GET / HTTP/1.1

2018-01-16 ©1:14:12 172.16.1.116 506474 23.76.193.44 80 GET / HTTP/1.1
2018-01-16 01:14:-12 172 .16.1.116 58476 23.35.171.27 R8O GET /MFOw0iRAMDAWPDAIRelIrNesMCGelIABRSX.... v
Frame 8: 371 bytes on wire i itc) A

Ethernet II, Src: Cisco_g4: 1)
Internet Protocol Ver‘,séﬁn 4 H OSt . n ewegg CO m\r\n
Transmission Contrg} Protoc — =
v Hypertext Transﬁoberotocol —
GET / HTTP/}%1\r\n N ~ T
Accept:,té(t/html, application/xht ) image/jxr, */*\r\n _ _,——"
Accep;lLanguage: en-US\r\n __——”

Usef{Agent: Mozilla/5.0 (Windows
’ . . -
cept-Encoding: gzip, deflate\! ¥ —-==

Host: newegg.com\r\n

Connection: Keep-Alive\r\n




File Edit View Go Capture Analy

A ® X & R«

Expand All
Collapse All

Ctrl+Rigf
Ctrl+Lef

[ | http.request

Apply as Column

~
S

~

Time Src 1
2018-01-16 01:14:12 172. \
2018-01-16 01:14:12 172. \
2018-01-16 01:14:12 172. 1
Frame 8: 371 bytes on wire
Ethernet II, Src: Cisco_c¢
Internet Protocol Version

Transmission Control Prot«

v Hypertext Transfer Protoc(
GET / HTTP/1.1\r\n
Accept: text/html, appl
Accept-Language: en-US\
User-Agent: Mozilla/5.0
Accept-Encoding: gzip,
Host: newegg.com\r\n
Connection: Keep-Alive\r\n

Apply as Filter
Prepare a Filter
Conversation Filter

Colorlze with Filter

]

¥

-
-~
~
Info ~

i ~
GET / HTTP/1. TN\
GET / HTTP/1.1

S

~So

| GFT /MFOwWO1iBAMD4wPDA] RﬂIIPBMCF’IIARRQX

r?QER bits)

Sso

ioll

Apply as Column

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As...
Go to Linked Packet
Show Linked Packet in New Window

r\n

leWebKit/537.36 (KHTML,

like Gecko) Chrome/

- ] Expression... +

~

N




File Edit View Go Capture Analyze  Statistics Telephony  Wireless Tools Help

A m @ QRexZEFT IS =EQRQAQAH

| | http.request [3

Time Src Src port Dst Dst port@ Host Info

-+ 2018-01-16 01:14:12 172.16.1.116 50471 23.76.193.44 80 nhewegg.com GET / W
2018-01-16 ©1:14:12 172.16.1.116 50474 23.76.193.44 80 WWW . hewegg.com GET / H
2018-01-16 01:14:12 172.16.1.116 50476 23.35.171.27 80 g2.symcb.com GET /ME(

2018-01-16 01:14:13 172.16.
2018-01-16 01:14:13 172.16.
2018-01-16 ©1:14:13 172.16.
2018-01-16 01:14:13 172.16.
2018-01-16 ©01:14:13 172.16.
2018-01-16 01:14:13 172.16.
2018-01-16 01:14:14 172.16.

AN 0O N1 A< N1 "1 A.1A 171 1

.116 50495 72.21.91.29 80 ocsp.digicert.com QGET /MFI
.116 50496 72.21.91.29 80 ocsp.digicert.com QGET /MFI
.116 50497 23.215.98.121 80 ocsp.trustwave.com RGET /MFI
.116 50497 23.215.98.121 80 ocsp.trustwave.com BGET //MI
.116 50495 72.21.91.29 80 ocsp.digicert.com QGET /MFI
.116 50522 23.35.171.27 80 g2.symcb.com GET /ME(
.116 50533 23.207.41.54 80 ocsp.entrust.net GET /MEL

T faari

AR R R R R R R R R

A-1rC CAaCT"D T A7 A1 CA On




What else do we want in our column display?

HTTP host names V

HTTPS server names



File

Edit  View

Go

Capture

Analyze

Statistics

ssl.handshake.type == 1 QQQm

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

ANA10 N1 Ar

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

A

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

« 1 A

12
13
13
13
13
13
13
13
13
13
13
13

« 17

Src

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

175

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

o I

AR R R R R R R R R R R

.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116

117

Telephony  Wireless  Tools  Help

Src port Dst Dst port Host Info

50475 23.76.193.44 443 Client Hello
50478 23.76.193.124 443 Client Hello
50477 23.76.193.124 443 Client Hello
50480 23.199.238.64 443 Client Hello
50479 23.199.238.64 443 Client Hello
50481 23.76.193.44 443 Client Hello
50482 23.76.193.44 443 Client Hello
50485 23.76.193.44 443 Client Hello
50483 23.76.193.44 443 Client Hello
50484 23.76.193.44 443 Client Hello
50486 23.76.193.44 443 Client Hello
50489 23.76.193.44 443 Client Hello

CAAOO

ha B |

=2 1070 AA

AAD

fak 2Py =

P s P




| || | ssl.handshake.type == 1

Time Src Src port Dst Dst port Host Info

| 2018-01-16 ©01:14:12 172.16.1.116 50475 3.76.193.44 443 Client He
2018-01-16 01:14:13 172.16.1.116 5047 .76.193.124 443 Client He

Frame 29: 257 bytes on wire (2056 bitéT;gLE;‘ﬂytes captured (2056 bits)
Ethernet II, Src: Cisco c4:7a:0e (00:08:2w%c4:7a:0e), Dst: Netgear b6:93:f1 (20:e"

Internet Protocol Version 4, Src: 172.16.1.116, Dst: 23.76.193.44
Transmission Control Protocol, Src Port: 50475, Dst Port: 443, Seq: 1, Ack: 1, Ler
Secure Sockets Layer



| ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info

| 2018-01-16 01:14:12 172.16.1.116 50475 23.76.193.44 443 Client He
| 2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443 Client He
|

FramF,?9: 257 bytes on wire (2056 bits), 257 bytes captured (2056 bits)
F et II, Src: Cisco _c4:7a:0e (00:08:21:c4:7a:0e), Dst: Netgear_ b6:93:f1 (20:e!
.t Protocol Version 4, Src: 172.16.1.116, Dst: 23.76.193.44

ansmission Control Protocol, Src Port: 50475, Dst Port: 443, Seq: 1, Ack: 1, Ler
v Secure Sockets Layer

TLSv1l.2 Record Layer: Handshake Protocol: Client Hello




[ ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info
| 2018-01-16 ©1:14:12 172.16.1.116 56475 23.76.193.44 443 Client He
2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443 Client He

Frame 29: 257 bytes on wire (2056 bits), 257 bytes captured (2056 bits)
Eth rnFg II, Src: Cisco _c4:7a:0e (00:08:21:c4:7a:0e), Dst: Netgear b6:93:f1 (20:e!
Int _ Protocol Version 4, Src: 172.16.1.116, Dst: 23.76.193.44
Tr _ion Control Protocol, Src Port: 50475, Dst Port: 443, Seq: 1, Ack: 1, Lel
e Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (©0x0303)

Length: 198

Handshake Protocol: Client Hello




ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info
2018-01-16 ©01:14:12 172.16.1.116 50475 23.76.193.44 443 Client He
2018-01-16 ©1:14:13 172.16.1.116 50478 23.76.193.124 443 Client He
Frame 29: 257 bytes on wire (2056 bits), 257 bytes captured (2056 bits) n

Ethernet II, Src: Cisco_c4:7a:0e (00:08:21:c4:7a:0e), Dst: Netgear b6:93:f1 (20
Internet Protocol Version 4, Src: 172.16.1.116, Dst: 23.76.193.44
Transmission Control Protocol, Src Port: 50475, Dst Port: 443, Seq: 1, Ack: 1, |
v Secure Sockets Layer
v TLS'1.7gecord Layer: Handshake Protocol: Client Hello
t Type: Handshake (22)
w2 TLS 1.2 (9x0303)
~agth: 198
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 194
Version: TLS 1.2 (©x0303)
Random: 5a5d5led4a2de9d36btad8e0b85f06956b9c3026a9e6b086e. ..




ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info
2018-01-16 ©1:14:12 172.16.1.116 56475 23.76.193.44 443 Client He
2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443 Client He

Cipher Suites (19 suites) n

Compression Methods Length: 1
Compression Methods (1 method)

Extension: server name (len=19)

Extension: supported_groups (len=8)

Extension: ec_point formats (len=2)

Extension: signature_algorithms (len=20)

Extension: SessionTicket TLS (len=0)

Extension: application_layer protocol negotiation (len=14)
Extension: extended master_secret (len=0)

Extension: token _binding (len=6)

Extension: renegotiation_info (len=1)



ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info
| 2018-01-16 ©1:14:12 172.16.1.116 56475 23.76.193.44 443 Client He
| 2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443 Client He
1 - s

C nhrg Suites (19 suites) n

:ssion Methods Length: 1
>sion Methods (1 method)
.censions Length: 115
v Extension: server_name (len=19)
Type: server_name (0)
Length: 19
Server Name Indication extension
Extension: status_request (len=5)
Extension: supported _groups (len=8)
Extension: ec_point formats (len=2)
Extension: signature_algorithms (len=20)
Extension: SessionTicket TLS (len=0)
Extension: application_layer protocol negotiation (len=14)

—_— . - # - —_—



[ ssl.handshake.type ==

Time Src Src port Dst Dst port Host Info

| 2018-01-16 ©1:14:12 172.16.1.116 56475 23.76.193.44 443 Client He

| 2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443 Client He

1 - s
Cipher Suites (19 suites) n

Compression Methods Length: 1
Compression Methods (1 method)
Exte1sig s Length: 115
v Ext N: server_name (len=19)
_erver_name (0)
~agth: 19
v Server Name Indication extension
Server Name list length: 17
Server Name Type: host _name (©)
Server Name length: 14
Server Name: www.newegg.com
Extension: status_request (len=5)
Extension: supported groups (len=8)

—_—



ssl.handshake.type ==

Time Src Src port Dst Dst port Host
2018-01-16 ©1:14:12 172.16.1.116 56475 23.76.193.44 443
2018-01-16 01:14:13 172.16.1.116 50478 23.76.193.124 443

Info

Client He
Client He

Cipher Suites (19 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 115
v Extension: server_name (len=19)
Type: server_name (0)
Length: 19
v Server Name Indication extension
Server Name list length: 17
Server Name Type: host_name (@'

a - A A

Server Name: www.newegg.com

Extension: supported groups (len=8)

— P_—



ssl.handshake.type ==

Apply as Column

Time Src Src por {nfc:-

Apply as Filter

2018-01-16 ©01:14:12 172.16.1.116 50647 - - lient He
2018-01-16 ©1:14:13 172.16.1.116 5047 o0 Elient He
Conversation Filter =
Cipher Suites (19 suites) Colorize with Filter 1
Compression Methods Length: 1 solle '
Compression Methods (1 method) Copy b
Extensions Length: 115 Show Packet Bytes...
v Extension: server_name (len=19) Export Packet Bytes... Ctrl+H
Type: server_name (0
Lyp th: 19 o ( ) Wiki Protocol Page
€ng ) . . . Filter Field Reference
v Server Name Indication extensi
) Protocol Preferences ¥
Server Name list length: 17
Server Name Type: host_name Decode As...
Server Name length: 14 sl srne
Server Name: www.newegg.com Show Linked Packet in New Window

Extension: status_request (len=5)
Extension: supported groups (len=8)

—_— . P_—



[ | ssl.handshake.type == 1

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

19 A1 145

01:
01:
01:
01:
o1:
01:
01:
01:
01:
01:
01:
01:
o1:
o1:
01:
01:

@1

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
« "1 A

12
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13

« 1D

Src

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

179

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

1 £

AR R R R R R R R R R R R R R R

.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116
.116

1145

Src port

50475
50478
50477
50480
50479
50481
50482
50485
50483
50484
50486
50489
50488
50491
50490

50492
CoAQ—T

Dst
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23

23
]

.76.193.44

.76.193.124
.76.193.124
.199.238.64
.199.238.64
.76.
.76.
.76.
.76.
.76.
.76.
.76.
.76.
.76.
.76.
.76.

193
193
193
193
193
193
193
193
193
193

193
102

44
44
44
44
44
.44
.44
44
44
44

44

by =y A

Dst port Host
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

443
AAD

Server Name

WWW . hewegg . com
assets.adobedtm.
assets.adobedtm.
se.monetate.net
se.monetate.net
images10.newegg.
imagesl10.newegg.
imagesl10.newegg.
imagesl10.newegg.
imagesl10.newegg.com
imagesl10.newegg.com
promotions.newegg.co
promotions.newegg.co
promotions.newegg.co
promotions.newegg.co
promotions.newegg.co

hl“ﬁmﬁ""i Ffalalal afaiT1lasl sl

com
com
com
com




Up next...

 Web traffic & default Wireshark display
« Removing and adding columns
 Changing time to UTC date and time
 Adding custom columns

» Hiding columns



ssl.handshake.type == 1

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

e Tal: Nl Fo | -

01:

o1
01
01
01
o1
01
01
01
01
o1
01
01

F s |

14:
:14:
:14:
:14:
:14:
14
:14:
:14:
:14:
:14:
:14:
:14:
:14:

. B,

12
13
13
13
13
13
13
13
13
13
13
13
13

o

Src

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

o — ~

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

- ~—~

d
1
1

[

S T = = =

.116
.116
.116
.116
.116
.116
.116
.116
.116

-1 A ™

Src port
50475

50478
50477
50480
50479
50481
50482
50485
50483
50484
50486
50489
50488

™ ™ A ™ A

Dst

23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.

76.193.44
76.193.124
76.193.124
199.238.64
199.238.64
76.193.44
76.193.44
76.193.44
76.193.44
76.193.44
76.193.44
76.193.44
76.193.44

— -1 ™ A A

Dst port Host
443

443
443
443
443
443
443
443
443
443
443
443
443

row Eal

Server Nat
WWW . N¢
asset:
asset:
se.mol
se.mol
image:
image:
image:
image:
image:
image:
promo’
promor



ssl.handshake.type == 1

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

e Tal: Nl Fo | -

01:

o1
01
01
01
o1
01
01
01
01
o1
01
01

F s |

14:
:14:
:14:
:14:
:14:
14
:14:
:14:
:14:
:14:
:14:
:14:
:14:

. B,

12
13
13
13
13
13
13
13
13
13
13
13
13

o

Src

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

o — ~

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

- ~—~

SO

\.

Crr et M-t

Align Left
Align Center
Align Right

Column Preferences...

Edit Column
Resize To Contents

Resolve Names

Time
Src

Src port
Dst

Dst port
Host

-

-1 ™

193.
193.124
193.124
).238.64
7.238.64
193.
193.
193.
193.
193.
193.
193.
193.

44

44
44
44
44
44
44
44
44

A A

Dst port Host
443

443
443
443
443
443
443
443
443
443
443
443
443

row Eal

Server Nar
WWW . N
asset:
asset:
se.motl
se.mol
image:
image:
image:
image:
image:
image:
promos



ssl.handshake.type == 1

Time

2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16
2018-01-16

e el o | A

01:

01
01
01
01
01
01
01
01
01
01
01
01

Fa . |

14:
:14
:14:
:14:
:14:
14
:14:
:14:
:14:
:14
14
:14:
:14

. |

12

:13

13
13
13

:13

13
13
13

:13

13
13

:13

. Y

Src port
50475 v

50478
50477
50480
50479
50481
50482
50485
50483
50484
50486,
50489
50488,

™ ™ A ™ A1

Dst

Align Left
Align Center
Align Right

Column Preferences...

Edit Column
Resize To Contents

Resolve Names

Time
Src

Src port
Dst

Dst port
Host

Dst port Host
3

L W & S W v =

Server Name

WWW. newegeg . com

assets.adobedtm.
assets.adobedtm.

se.monetate.net
se.monetate.net

imagesl10.
images10.
images10.
imagesl10.
imagesl10.
imagesl10.

newegeg.
newegg.
newegeg.
newegeg.
newegeg.
newegeg.

con
con

con
con
con
con
con
con

promotions.newegg.c
promotions.newegg.c



Time « Dst IP - Dst port * Host « Server Name - Info

| |ssl.handshake.t3.rpe == %] '] Expression... +

ime Dst port Host Server Mame Info ~
2018-01-16 ©1:14:12 23.76.193.44 443 WwWw . newegg . com Client Hello
2018-91-16 ©1:14:13 23.76.193.124 443 assets.adobedtm.com Client Hello
2018-01-16 81:14:13 23.76.193.124 443 assets.adobedtm.com Client Hello
2018-01-16 ©81:14:13 23.199.238.64 443 se.monetate.net Client Hello

2818-01-16 01:14:13 23.76.193.
2818-e1-16 €1:14:13 23.76.193.
2818-01-16 ©1:14:13 23.76.193.
2818-81-16 ©1:14:13 23.76.193.
2818-e1-16 €1:14:13 23.76.193.

443 imagesl@.newegg.com Client Hello
443 imagesl@.newegg.com Client Hello
443 images1@.newegg.com Client Hello
443 imagesl@.newegg.com Client Hello
443 images1@.newegg.com Client Hello

2918-01-16 ©1:14:13 23.76.193. imagesl@.newegg.com Client Hello
2018-081-16 ©1:14:13 23.76.193. 443 promotions.newegg.com Client Hello
2018-01-16 ©1:14:13 23.76.193. 443 promotions.newegg.com Client Hello
29018-01-16 ©1:14:13 23.76.193. 443 promotions.newegg.com Client Hello
2018-01-16 ©1:14:13 23.76.193. 443 promotions.newegg.com Client Hello

.
| 2018-01-16 01:14:13 23.199.238.64 443 se.monetate.net Client Hello

RRERERRRERRER
S

2018-01-16 ©1:14:13 23.76.193. 443 promotions.newegg.com Client Hello v




Now we have a better idea of the
web traffic in the pcap!

"'] Expressinn... +

Time Dst port Host Server Mame Info &

2018-01-16 81:14:12 23.76.193.44 8@ newege. com GET / HTTP/1.1

2018-01-16 ©1:14:12 23.76.193.44 8@ WWw . newegg . com GET / HTTP/1.1

2018-01-16 ©1:14:12 23.76.193.44 443 WWwW . Nnewegg . com Client Hello

2018-01-16 81:14:12 23.35.171.27 8@ g2.symcb.com GET /MEQwQ]BAMDAwWPDAJ...

2018-01-16 @1:14:13 23.76.193.124 443 assets.adobedtm.com Client Hello

29018-01-16 ©1:14:13 23.76.193.124 443 assets.adobedtm.com Client Hello

2018-01-16 @1:14:13 23.199.238.64 443 se.monetate.net Client Hello

2018-01-16 01:14:13 23.199.238.64 443 se.monetate.net Client Hello

2018-01-16 ©1:14:13 23.76.193.44 443 imagesl@.newegg.com Client Hello

2018-01-16 ©1:14:13 23.76.193.44 443 images1@.newegg.com Client Hello

2918-01-16 ©1:14:13 23.76.193.44 443 imagesl@.newegg.com Client Hello

2018-01-16 ©1:14:13 23.76.193.44 443 images1@.newegg.com Client Hello

2018-01-16 ©1:14:13 23.76.193.44 443 images1@.newegg.com Client Hello

29018-01-16 ©1:14:13 23.76.193.44 443 imagesl@.newegg.com Client Hello

2018-01-16 ©1:14:13 23.76.193.44 promotions.newegg.com Client Hello

2018-01-16 .76.193.44 promotions.newegg.com Client Hello




Network Security Monitoring (NSM)
Wireshark & other pcap analysis tools
Incident reporting

Wireshark setup



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 2: Identifying hosts
and users



Host information
Operating system and web browser
User information

Hand-on exercises



MAC address

|P address

Host name




2018-traffic-analysis-workshop-block-2-01.pcap

Time Src port Dst port Info ~
2018-02-13 26:16:51 ©.0.0.0 68 255.255.255.255 67 DHCP Request - Transaction ID @..
2018-02-13 20:16:51 192.168.1.254 67 192.168.1.94 68 DHCP ACK - Transaction ID @..
2018-02-13 20:16:51 192.168.1.94 224.0.0.22 Membership Report / Leave group ..
2018-02-13 20:16:51 192.168.1.94 224.0.0.22 Membership Report / Join group 2.
2018-02-13 20:16:51 192.168.1.94 57413 224.0.0.252 53.. Standard query ©xbba2 ANY Spider..
2018-02-13 28:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<@@>
2018-062-13 20:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB WORKGROUP<©©>
2018-02-13 20:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<20>
2018-02-13 28:16:51 192.168.1.94 57413 224.8.0.252 53.. Standard query ©xbba2 ANY Spider..
2018-82-13 20:16:51 192.168.1.94 224.0.0.22 Membership Report / Join group 2.
2018-02-13 20:16:52 192.168.1.94 65264 192.168.1.1 53 Standard query ©x96le A isatap.l.
2018-02-13 28:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<@@>
2018-02-13 20:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB WORKGROUP<@©>
2018-02-13 20:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<20>
2018-02-13 28:16:53 192.168.1

.94 65264 192.168.1.1 53 Standard query @x96le A isatap.l..

Ayl s A arardn



DHCP filter: udp.port eq 67

| udp.port eq 67 a hdl I Expression... .

Time Src port  Dst port Info
2018-82-13 28:16:51 ©.0.0.0 68 255.255.255.255 67 DHCP Request
2018-82-13 20:16:51 192.168.1.254 67 192.168.1.94 68 DHCP ACK

2018-02-13 20:16:54 192.168.1.94 68 255.255.255.255 67 DHCP Inform
2018-02-13 20:16:54 192.168.1.254 67 192.168.1.94 68 DHCP ACK

Transaction ID exb8767d2f
Transaction ID @xb8767d2f

Transaction ID @x323764cf
Transaction ID ©x323764cf

Frame 24: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) A
Ethernet II, Src: HewlettP_1c:47:ae (©0:08:02:1c:47:ae), Dst: Broadcast (ff:ff:ff:ff:Ff:Ff)
Internet Protocol Version 4, Src: 192.168.1.94, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
v Bootstrap Protocol (Inform)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6




Client IP address Client MAC address

Client IP address: 192.168.1.94 8

\, Seconds elapsed: ©

\\ Bootp flags: @x0@@0 (Unicast) ="
\Jclient IP address: 192.168.1.94 | _.--""

[ .
~~---
.

Client MAC adekess: HewlettF_lc.4?.ae (00:08:02:1c:47:ae) /

Client hardware address padding: ©0000000000000000000
Server host name not given



UPLLOM: (55 UMCF TMESSEge Type (LnTormy -
Option: (61) Client identifier

v Option: (12) Host Name

Length: 13

Option: (68) Vendor class identifier
Option: (55) Parameter Request List
Option: (255) End
Padding: GELEOLLLLLELHE v




Wireshark filter:

nbns

l‘ nbns m V] Expression... 4=

Time Src port  Dst port Info ~

— 2018-62-13 20:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<é
2018-02-13 20:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB WORKGROUP<@®©>
2018-02-13 20:16:51 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<:
2018-02-13 20:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<€
2018-062-13 20:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB WORKGROUP<©®©>
2018-062-13 20:16:53 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<:
2018-02-13 20:16:54 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<:
2018-02-13 20:16:54 192.168.1.94 137 192.168.1.1 137 Registration NB WORKGROUP<©@>
2018-02-13 20:16:54 192.168.1.94 137 192.168.1.1 137 Registration NB SPIDER-MAN-PC<é

| 2018-©2-13 20:16:56 192.168.1.94 137 192.168.1.255 137 Registration NB SPIDER-MAN-PC<E

I 2018-02-13 20:16:56 192.168.1.94 137 192.168.1.255 137 Registration NB WORKGROUP<@@>

i 2018-02-13 20:16:56 192.168.1.94 137 192.168.1.255 137 Registration NB SPIDER-MAN-PC<:

-




nbns

Time

2018-02-13 20:16:
2018-02-13 20:16:

2018-02-13 20:16:
2018-02-13 20:16:

2018-02-13 20:16:
201R-02-12 24 -1A"

5rc

port

51§ 192.168.1. 137
51§192.168.1.94 137
51§ 192.168.1.94 137
53§ 192.168.1.94 137
53§ 192.168.1. 137

C32

Dst port Info

192.168.1.1 137 Registration
192.168.1.1 137 Registration

192.168.1.1 137 Registration
192.168.1.1 137 Registration
192.168.1.1 137 Registration

NBf SPIDER-MAN-PC

NB_WORKGROUP<@8>
NBf SPIDER-MAN-PC
NBf SPIDER-MAN-PC
NB WORKGROUP<@@>

Frame 6: 116

Ethernet IIJ Src:

Internet ProToco

User Datagram Protocol, Src Port: 137, Dst Port: 137
v NetBIOS Name Service
Transaction ID: ©xbf19

Flags: ©x2960,
Questions: 1

Do omnr rom owm SIS o=« ™

Opcode:

Registration,

Recursion desired



v Queries
SPIDER-MAN-PC<@@>: type NB, class IN
v Additional records
v SPIDER-MAN-PC<©©>: type NB, class IN
EE:-:: (Workstation/Redirector)
Type: NB (32)
Class: IN (1)
Time to live: 3 days, 11 hours, 20 minutes
Data length: 6
v Name flags: ©x6800, ONT: Unknown (H-node, unique)

@... vvvr 2222 +... = Name type: Unique name
J11. ceve +2.. = ONT: Unknown (3)

Addr: 192.168.1.94




2018-traffic-analysis-workshop-block-2-02.pcap

[ ] [ ]
7] ip contains MacBook B0 ) boreson. | +
Timi . - port Info
2018-82-15 ©2:40:38 0©.6.6.0 68 255.255.255.255 67 DHCP Request - Transaction ID @xfc8fe999
[ 2018-0©2-15 62:40:38 ©.0.0.0 68 255.255.255.255 &7 DHCP Request - Transaction ID @xfc8f@99a
2018-82-15 ©2:40:43 172.16.1.205 5353 224.0.0.251 5353 Standard query ©x@e8e ANY Clydes-MacBook-Pro.local, "QU" quest..
2018-02-15 ©2:40:43 172.16.1.205 5353 224.0.0.251 5353 Standard query ©x@eee PTR _sleep-proxy._udp.local, "QM" questi..
2018-02-15 ©2:40:43 172.16.1.205 5353 224.0.0.251 5353 Standard query ©xe00@ ANY Clydes-MacBook-Pro.local, "QM" quest..
2018-82-15 ©2:40:44 172.16.1.205 5353 224.9.0.251 5353 Standard query response @x@e08 PTR, cache flush Clydes-MacBook..
2018-02-15 ©2:49:45 172.16.1.2085 5353 224.0.0.251 5353 Standard query response @x@0e@ PTR, cache flush Clydes-MacBook..
2018-02-15 ©2:40:47 172.16.1.205 5353 224.0.0.251 5353 Standard query response @x@000 PTR, cache flush Clydes-MacBook..
2018-82-15 ©2:40:51 172.16.1.2085 5353 224.0.0.251 5353 Standard query response @x@@88 PTR, cache flush Clydes-MacBook..
Option: (61) Client identifier A
Option: (58) Requested IP Address
Option: (51) IP Address Lease Time
e e Clydes-MacBook-Pro
Length: 18
Host Name: Clydes-MacBook-Pro
Option: (255) End v




Wireshark filter: nbns

MACBOOKPRO-42C5

|“ nbns VI Expression... ==

Time Src port Dst port Info )

— 2018-02-15 ©2:40:41 172.16.1.205 137 172.16.1.255 137 Registration NB MACBOOKPRO-42C5<@@>
2018-02-15 ©62:40:43 172.16.1.265 137 172.16.1.255 137 Registration NB MACBOOKPRO-42C5<ee>
2018-02-15 ©2:40:45 172.16.1.205 137 172.16.1.255 137 Registration NB MACBOOKPRO-42C5<e@>
2018-02-15 ©2:40:46 172.16.1.2065 137 172.16.1.255 137 Release NB MACBOOKPRO-42C5<@0>

|  2018-02-15 ©2:40:46 172.16.1.205 137 172.16.1.1 137 Name query NB <@1><©2>_MSBROWSE__ <@

I 2018-02-15 ©2:40:46 172.16.1.205 137 172.16. 137 Registration NB MACBOOKPRO-42C5<e0>

2018-02-15 ©2:40:48 172.16.1.205 137 172.16.1.255 137 Release NB MACBOOKPRO-42C5<@0>

| 2018-082-15 ©2:40:48 172.16.1.205 137 172.16.1.1 137 Name query NB <©1><@2>_ MSBROWSE__ <©

I 2018-02-15 ©2:40:48 172.16.1.205 137 172.16.1.1 137 Registration NB MACBOOKPRO-42C5<ee>

‘ 2018-02-15 ©2:40:50 172.16.1.205 137 172.16.1.255 137 Release NB MACBOOKPRO-42C5<@8>

PR R R R R R R
S T T s
=

2018-02-15 ©2:40:56 172.16.1.205 137 172.16.1.255 137 Registration NB MACBOOKPRO-42C5<00>




Operating system and web browser



2018-traffic-analysis-workshop-block-2-02.pcap

http.request a v
Time Dst port  Host Info
2018-02-15 ©2:41:24 23.43.62.177 80 init-p@lst.push.apple.com GET /bag HTTP/1.1
2018-02-15 ©2:41:31 17.254.32.16 80 wu-calculator.apple.com POST /dgw?imei=APPLES
2018-02-15 ©2:42:01 23.76.195.16 80  js-sec.indexww.com GET /ht/ls-zdnet.js F
2018-02-15 ©2:42:01 23.193.77.203 8@ c.go-mpulse.net GET /boomerang/config
2018-02-15 ©2:42:01 93.184.216.180 80  tags.tigcdn.com GET /utag/cbsi/zdnetg
2018-02-15 ©2:42:01 172.217.9.130 8@  www.googletagservices.com GET /tag/js/gpt.js HI
-|.. 2018-02-15 ©2:42:02 104.16.163.13 8@  cdn.viglink.com GET /api/vglnk.js HT1
2018-02-15 ©2:42:02 104.16.77.165 8@  www.lightboxcdn.com GET /vendor/al583f5e-

Wireshark filter: http.request



ZULB-WL-10 VL. 4401 L/2.41/7.2.1309 &Y Www.googletagservices.

2818-82-15 ©2:42'92 17A 1c 122 12 on Al wrd AT A ml A

2018-02-15 82" L€

Frame 65@: 517 bytes or
Ethernet II, Src: Apple
Internet Protocol Versi
Transmission Control Pr
Hypertext Transfer Prot

20 e5 2a b6 93 f1 7
@1 f7 4f ca 40 00 4
a3 ed co 14 @8 50 d

Mark/Unmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...
Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

Copy

Ctrl+M
Ctrl+D
Ctrl+T
Ctrl+Shift+T
Ctrl+Alt+C

com

WEl /Tag/JS/EPT.]S HIIF/L.1
GET /api/vglnk.js HTTP/1.1
GET /vendor/al583f58-579b-41de-8c4..

136

13
2q:

2ar_

bits)
b6:93:f1 (20:e5:2a:b6:93:f1)

1, Ack: 1, Len: 463
- N

TCP Stream
UDP Stream

CCl CHra=mm




GET /api/vglnk.js HTTP/1.1 IVI OS X 10 11 6 ~
Host: cdn.viglink.com ac

Connection: keep-alive - —
If-None-Match: "f6b2b7244e312a43ela926d2boe97fc3"

Accept: */*

If-Modified-Since: Tue, 13 Feb 2018 21:83:56 GMT

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_11 6) AppleWebKit/601.7.7 (KHTML,
like Gecko) Version/9.1.2 Safari/6€1.7.7 & ———nMmmm—

Accept-Language: en-us

Referer: http://www.zdnet.com/product/apple-macbook-pro-with-touch-bar-13-inch-2617/
Accept-Encoding: gzip, deflate

HTTP/1.1 384 Not Modified
Date: Thu, 15 Feb 2018 ©2:42:82 GMT
Connection: keep-alive

Set-Cookie: _ cfduid=df502aaed589f62b2a6006aa9184c54ec1518662522; expires=Fri, 15-
Fah-19 82:A%:087 GMT* nath—=/* Aamain— rdn viaslinl ~Aam+ HE+nnnlw

R P e T s PN ., [ S




2018-traffic-analysis-workshop-block-2-03.pcap

Time

2018-02-15
2018-82-15
2018-02-15
2018-82-15
2018-02-15
2018-02-15
2018-82-15
2018-02-15
2018-02-15
2018-082-15

04:20:33
04:20:33
04:20:33
04:20:33
04:20:33
04:20:33
04:20:33
04:20:33
04:20:33
04:20:33

5rc

19.2.15.

151.1e1
19.2.15
10.2.15
151.101
151.101
151.1e1
16.2.15
151.1901
108.2.15

101
.1.67
.101
.101
.1.67
.1.67
.1.67
.101
.1.67
.101

port
49162
80
49162
49162
80

80

80
49162
80
49162

Dst

151.1@e1
18.2.15
151.101
151.1e1
1©.2.15
1©.2.15
18.2.15
151.101
1©.2.15
151.1e1

.1.67
.101
.1.67
.1.67
.101
.1e1
.101
.1.67
.101
.1.67

port
80
49162
80

80
49162
49162
49162
80
49162
80

Host

WWw.cnn.com

Info

49162 - 80 [SYN] S¢
80 - 49162 [SYN, A(
49162 - 80 [ACK] S¢
GET / HTTP/1.1

80 - 49162 [ACK] S¢
HTTP/1.1 301 Moved
80 - 49162 [FIN, P¢
49162 - 80 [FIN, A(
80 - 49162 [ACK] 5S¢
49162 - 80 [ACK] S¢

Right click anywhere & follow TCP stream



Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.8 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
64.0.3282.140 Safari/537.

Accept: text/html,application/xhtml+xml,application/xml;q=€.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: countryCode=US; geoData=tustin|CA|9278@|US|NA

= . o Windows NT 6.1 -

HTTP/1.1 301 Moved Permanently
Server: Varnish

Retry-After: ©

Content-Length: ©

Cache-Control: public, max-age=608©
Location: https://www.cnn.com/

AN om oo oomomedes ™ oomos o o= = | P




Windows
Windows
Windows
Windows
Windows
Windows

Z Z Z Z Z Z
=

- Windows XP
Wmdows Vista

Wlndows 8.1

O O - Windows 10



2018-traffic-analysis-workshop-block-2-04.pcap

“[ http.request

Time
2018-02-13
2018-02-13
2018-02-13
2018-02-13
2018-02-13
2018-02-13
2018-62-13

18:
18:
18:
18:
18:
18:
18:

44
44
44
44
44
44
444

36
39
40
43
43
46

Dst port Host

23.215.133.24 80 detectportal.firefox.com
23.215.133.24 8@ detectportal.firefox.com
198.46.81.191 8@ www.capenet.org
216.58.217.174 80 ocsp.pki.goog
216.58.217.174 80 ocsp.pki.goog
72.21.91.29 80 ocsp.digicert.com
72.21.91.29 80 ocsp.digicert.com

Info

GET /success.txt HTTP/1.1
GET /success.txt HTTP/1.1
GET /facts.html HTTP/1.1
Request

Request

Request

Follow TCP stream for HTTP request to

Www.capenet.org



GET /facts.html HTTP/1.1 ~
Host: www.capenet.org

User-Agent: Mozilla/5.© (X11; Ubuntu; Linux x86_64; rv:54.0) Gecko/20100101 Firefox/54.@
Accept: text/html,application/x lcation/xml;g=€.9,%/%,0=0.8

Accept-Language: en-US,en;q=8.5
Accept-Encoding: gzip, deflate
Cookie: _ utma=91993864.1811908442.15189A7318.1518547318.1518547318.1;
__utmb=91993864.1.1©.1518547318; _ utmz 993864.1518547318.1.1.utmcsr=google|
utmccn=(organic) |utmemd=organic |utmctr=(Rt%20provided); _ utmt=1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

HTTP/1.1 206 0K
Date: Tue, 13 Feb 2018 18:44:38 GMT

severs e X11; Ubuntu; Linux x86 64

Connection: Upgrade, Keep-Alive v

L P R Y N N ol o S — R S [ T




2018-traffic-analysis-workshop-block-2-05.pcap

http.request RED -) eoesin.. | +
port Host Info ~

2018-02-13 20:44:08 23.3.97.88 80 detectportal.firefox.com GET /success.txt HTTP/1.1
2018-82-13 20:44:11 172.217.2.238 80 clientsl.google.com Request
2018-02-13 20:44:11 192.229.210.135 80 www.scylladb.com POST /wp-admin/admin-ajax.php..
2018-62-13 20:44:11 172.217.2.238 80 ocsp.pki.goog Request
2018-82-13 20:44:11 172.217.2.238 80 clientsl.google.com Request .
2018-62-13 20:44:12 184.244.43.48 80 static.ads-twitter.com GET /uwt.js HTTP/1.1
2018-82-13 20:44:13 72.21.91.29%9 80 ocsp.digicert.com Request
2018-02-13 20:44:13 23.46.217.59 80 m.addthisedge.com GET /live/boost/ra-56dalcildic..
2018-02-13 20:44:13 23.46.217.59 80 s7.addthis.com GET /static/sh.d663e43787b663..
2018-82-13 20:44:13 23.46.217.59 80 s7.addthis.com GET /static/sh.d663e43787b663..
2018-02-13 20:44:13 23.46.217.59 80 m.addthis.com GET /live/red_lojson/3@@lo. js..
281R8-A2-13 28" : 192 28 144 228 88 791-ahf-358 mktoresn com GFT /wehevents/visithlehPace? v

Follow TCP stream for any of the HTTP requests



GET /static/sh.d663e43787b663d5491cf753.html HTTP/1.1

Host: s7.addthis.com

User-Agent: Mozilla/5.@ (X11; Linux x86 64; rv:52.0) Gecko/20l1eel1el Firefox/52.0
Accept: text/html,application/xhtml+l,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://www.scylladb.com/enter
Cookie: uid=5a834d306f6516bf; uvc=2%7C7
loc=NzcwMDFOQVVTVFgyMDk4MDgeNYx0DMzNFA
Connection: keep-alive
Upgrade-Insecure-Requests: 1

HTTP/1.1 200 OK X11; Linux XSG_64

Server: nginx

Content-Type: text/html; charset=UTF-8
Content-Length: 24525

Last-Modified: Wed, ©3 Jan 2018 15:59:89 GMT

ise-download/centos_rpm/
sc=google%3Bl;
==; mus=0; na_tc=Y




2018-traffic-analysis-workshop-block-2-06.pcap

Time

2018-02-15
2018-082-15
2018-082-15
2018-082-15
2018-082-15
2018-082-15
2018-082-15
2018-082-15
2018-02-15

23:
23:
23:
23:
23:
23:
23:
23:
23:

22:
22:
22:
22:
22:
22:
22:
22:
22:

39
39
39
39
39
39
39
39
39

Src

e.o9.
172.
172.
172.
172.
172.
172.
172.
172.

.0
16
16
16
16
16
16
16
16

.45,
.45,
.45,
.45,
.45,
.45,
.45,
.45,

1

port
68
67

5353
21e39
53
63013
53
34167

Dst

255.
172.
224,

224

255.255.255

16.45.109
0.0.22

.0.0.251
172.
172.
172.
172.
172.

16.45.1
16.45.109
16.45.1
16.45.109
217.13.78

port
67
68

5353
53
21039
53
63013
80

Info
DHCP Request
DHCP ACK

Membership Report / Join g..
©x0000 ANY ..
©x5a36 AAAA..
response ©Xx..
oxbe2e A cl..
response ©Xx..

Standard query
Standard query
Standard query
Standard query
Standard query

34167 -~ 80 [SYN] Seq=e Win..

Expand the "Bootstrap Protocol (Request)"”

line in window for the first frame

- Transactio..
- Transactio..

~



Option: (58) Requested IP Address
Option: (57) Maximum DHCP Message Size
Option: (68) Vendor class identifier
Option: (12) Host Name

Length: 24

Host Name: android-dée2f810e4293e37
Option: (55) Parameter Request List
Option: (255) End




http.request BT ) coeson. | +

Time Dst port  Host Info g

4+ 2018-8©2-15 23:22:39 172.217.13.78 80 clients3.google.com GET /generate_204 HTTP/1.1
2018-82-15 23:22:42 172.217.13.78 80 clients3.google.com GET /generate_264 HTTP/1.1
2018-02-15 23:22:43 172.217.13.78 8@ clients3.google.com GET /generate_204 HTTP/1.1
2018-02-15 23:22:48 104.154.89.105 80 expired.badssl.com GET / HTTP/1.1
2018-82-15 23:22:48 52.6.20.199 80 usersync.videoamp.com GET /usersync/lre HTTP/1.1
2018-02-15 23:22:48 74.217.258.89 80 soundwave.bnmla.com GET /usersync?sspid=1001&r..
2018-02-15 23:22:48 54.68.97.193 80 pixels.sbaldkp.com GET /ob/lr HTTP/1.1
2018-02-15 23:22:49 34.234.98.90 80 1l-idsync.rlcdn.com GET /462936.gif?served_by=.
2018-02-15 23:22:49 34.234.98.90 80 l-idsync.rlcdn.com GET /462726.gif?served_by=.
2018-02-15 23:22:49 34.234.98.90 80 1l-idsync.rlcdn.com GET /462666.gif?served by=.
2018-082-15 23:22:49 34.234.98.90 80 1l-idsync.rlcdn.com GET f462646 gif?served_by=.
2A18-A2-15 23:22-4 9k 94 p2{z] 1-idsvne _rledn _com /AR2546 gif?served hv= v

Follow TCP stream for first HTTP request



M Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2018-traffic-analysis-work...  — [] X

GET /generate_204 HTTP/1.1
User-Agent: Dalvik/2.1.8 (Linux; U; Android 5.0.1; SPH-L720T Build/LRX22C)
Host: clients3.google.com
Connection: Keep-Alive
Accept-Encoding: gzip

HTTP/1.1 204 No Content
Content-Length: ©
Date: Thu, 15 Feb 2018 23:22:39 GMT

Android 5.0.1; SPH-L720T

L D LS Sy N N — N N, [ T ——



OS and browser - Android phones

GO gle SPH-L720T  Q

All Shopping Images Videos News More

About 556,000 results (0.50 seconds)

Specs: Samsung Galaxy S4 (Sprint) [SPH-L720T] | Swappa
https://swappa.com/specs/samsung-galaxy-s-4-triband-sprint ~

Samsung Galaxy S4 (Sprint) [SPH-L720T] specs and specifications. Buy and sell gently used Samsung
Galaxy S4 with our fast and easy marketplace.

Compare: Samsung Galaxy S4 (Sprint) [SPH-L720T] vs. Samsung ...

I‘H“ﬂ. ;!ﬂ\llﬂ““ﬂ r.wy.. . =1 ;ﬂﬂmﬁﬂ.’ﬂ !ﬂﬂﬁ“ﬂl 'Y - T | ﬂﬂlﬂuli . .ﬂ ;ﬂﬂmﬂi ' - Fa | ﬂﬂlﬂ\.ﬂ\f . A ﬂ“’:“* —



SC
SC
SG
SG
SP

- 1545 - Verizon Galaxy S4
-R970 - U.S. Cellular Galaxy S4
- 1337 - AT&T Galaxy S4
-M919 - T-Mobile Galaxy S4
-L720 - Sprint Galaxy S4



2018-traffic-analysis-workshop-block-2-07.pcap

Time

2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14

21:
21:
21:
21:
21:
21:
21:
21:

52:
52:
52:
52:
52:
52:
52:
52:

31
31
32
33
33
33
33
33

Src

0.0.
172.
172.
172.
172.
172.
172.
172.

0.0
16
16
16
16
16
16
16

Ekpandthe

.45.
.45
.45
.45
.45
.45
.45

1

127
127
127
.127
127
127

port Dst
68 255.
67 172.
5353 224.
224,
224,
56139 172.
56763 172.
60226 172.

255,255,255
16.45.127
0.0.251
0.09.2
0.0.251
16.45.1
16.45.1
16.45.1

port
67
68

5353

53
53
53

Info

DHCP Request - Transaction..
- Transaction..
Standard query ©xeeee PTR _.

DHCP ACK

Leave Group 224.9.06.251

Membership Report group 224..
Standard query ©xa8de A www..
Standard query ©x8356 A www..
Standard query ©xdble A ini..

"Bostra Protocol (Request)"

line in details window for the first frame

~



Option: (61) Client identifier
Option: (58) Requested IP Address
Option: (54) DHCP Server Identifier
Option: (12) Host Name

Length: 12

Host Name: Marys-iPhone

Option:

(255) End

Padding: ©000000000000000




http.request

d vl Expression... -+
Time Dst port Host Info B
2018-02-14 21:52:33 96.17.164.58 80 init-p@lst.push.apple.com GET /bag HTTP/1.1
2018-02-14 21:52:34 23.193.85.231 80 ocsp.entrust.net GET /MEowSKADAgEAMEEWPZ...
*- 2018-02-14 21:53:16 151.101.50.2 80 videos-f.jwpsrv.com GET /content/conversion..
| 2018-02-14 21:53:17 96.17.164.154 890 as.casalemedia.com GET /cygnus?v=7.1&s=174..
I 2018-02-14 21:53:17 8.43.72.22 89 fastlane.rubiconproject... GET /a/api/fastlane.jso..
I 2018-02-14 21:53:17 8.43.72.22 80 fastlane.rubiconproject... GET /a/api/fastlane.jso..
I 2018-02-14 21:53:17 8.43.72.22 80 fastlane.rubiconproject... GET /a/api/fastlane.jso..
I 2018-02-14 21:53:17 173.241.244.220 80 futurenet-d.openx.net GET /w/1.8/arj?auid=538..
I 2018-02-14 21:53:17 1€4.254.158.13 80 secure.adnxs.com GET /jpt?1d=11311440&si..
I 2018-02-14 21:53:17 1€4.254.150.13 80 secure.adnxs.com GET /jpt?1d=11311439&si..
I 2018-02-14 21:53:17 1€4.254.150.13 80 secure.adnxs.com GET ijt>id—11311435&si...
! 2018-A2-14 21:53+1 173.241 .244 226 R@ futurenet-d. nonenx. net /wi1 @/ari?ce=18au1 v

Follow TCP stream for 3rd HTTP request




GET /content/conversions/QWFH4BVQ/videos/xnZe7xJJ]-31858985.mp4.m3ug?

token=0_5a84d919 ©xclefell9e@4eb5f1bff263a9e42f9485813129be HTTP/1.1

Host: videos-f.jwpsrv.com

Accept-Language: en-us

X-Playback-Session-Id: 341346D7-2AD@-4622-8FF8-D716383D43F6

If-None-Match: "yGVBqCCXf9ocklNDAG1xDZBJIuO3YqfSmmmSM-
ZJURpSWX9px71FLE-7MYPIidf5UHyKeWedi27gXi0QqjPimX3zQbA™

Accept: */*

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 11_1 2 like Mac 0S X) AppleWebKit/ee4.3.5
(KHTML, like Gecko) Version/11.8 Mobile/l1bB202 SgTari/6e4.1

Referer: http://www.techradar.com/reviews/iphon lus-review

Accept-Encoding: identity
Connection: keep-alive

[ ]
HTTP/1.1 304 Not Modified Ph OS 11 1 2
Date: Wed, 14 Feb 2018 21:53:16 GMT I one

Via: 1.1 varnish




User iInformation



Two ways you might run into user names

x Unencrypted web logins
x Kerberos traffic when logging

Into a Windows environment
with a domain controller




User information - Web logins: legitimate

y < Daily Prayer - Regist... % | +

R

@] @ W & | dailyprayer.us/registration/register_form.php

E1| ¢ ||Q. Search

B ¢ A O

First Name
Last Name

Email
Username™®
Password*

Confirm Password

alel Ul

Willis

cameron.willis2018@whatchu

cameronwillis2018

Thl > connection 1s not BCLre Ll'-'lll'l

B entered here

Learn More

Il'|||l'| I'F- ! IIIII|_-| LT

|--|'|

Reqister




2018-traffic-analysis-workshop-block-2-08.pcap

Time 5rc port Dst port Host Info
2018-02-16 ©0:54:01 10.2.16.101 58555 209.200.244 .33 8@ 58555 » 80 [SYN] Seq=9© ..
2018-02-16 ©0:54:91 209.200.244.33 8@ 16.2.16.1061 58555 80 - 58555 [SYN, ACK] S..
2018-82-16 ©0:54:01 10.2.l16.1061 58555 209.200.244.33 g@ 58555 » 80 [ACK] Seqg=1 ..
2018-02-16 ©0:54:01 10.2.16.101 58555 209.200.244.33 80 dailyprayer.us POST /registration/regi..
2018-02-16 ©0:54:01 209.200.244.33 8@ 19.2.16.101 58555 80 -» 58555 [ACK] Seg=1 ..
2018-82-16 ©0:54:01 209.200.244.33 8@ 10.2.16.101 58555 HTTP/1.1 382 Moved Temp..
2018-02-16 ©0:54:01 10.2.l1l6.101 58555 209.200.244.33 8@ 58555 » 80 [ACK] Seq=73..
2018-82-16 ©0:54:01 209.200.244.33 8@ 10.2.16.101 58555 80 - 58555 [FIN, PSH, A..
2018-02-16 ©0:54:01 10.2.l1l6.101 58555 209.200.244.33 8@ 58555 » 80 [FIN, ACK] S..
2018-82-16 ©0:54:01 209.200.244.33 8@ 10.2.16.101 58555 80 -» 58555 [ACK] Seqg=37..

Right click anywhere & follow TCP stream



M Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2018-traffic-analysis-workshop-block-3-08 — L]

POST /registration/register_exec.php HTTP/1.1

Host: dailyprayer.us

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0@
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%*;q=0.8
Accept-Language: en-US,en;qg=0e.5

Accept-Encoding: gzip, deflate

Referer: http://dailyprayer.us/registration/register_form.php

Cookie: PHPSESSID=5mackm530397517ekfiivehme2

- W—— registration info

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 201

salutation=Mr.&fname=Cameron&lname=Willis&email=cameron.willis2e@l18%4ewhatchutalkinboutwillis.com
&login=cameronwillis2@18&password=whatchutalkinbout12345&cpassword=whatchutalkinbout12345&Submit
=RegisterHTTP/1.1 302 Moved Temporarily

Date: Fri, 16 Feb 2018 ©8:54:08 GMT
Carvar: Anarhal/? 2 2 (CantnSh




User information - Web logins: phishing
@)Gllilr.tt_-_. capbreaks.mn::r...-H-_'.||—.--I-H-I-'-'---1 8f00b204e98C | @ |[Q search v &8 & #& =

Most fake login pages
now use HTTPS

Send, sign and Select Your Email Provider

approve :
C

DocuSign 3 Apps

documents.




2018-traffic-analysis-workshop-block-2-09.pcap
Domain: vortexfoods.com

Domain controller; 172.16.1.12
Vortex-Foods-DC

Windows client: 172.16.1.109
Oakland-1a8f-PC



2018-traffic-analysis-workshop-block-2-09.pcap

Time Src port Dst port Info —
2018-81-07 22:40:15 172.16.1.189 513 172.16.1.12 53 Standard query ©xbcb2 SRV _ldap._tcp.v.. —
2018-01-07 22:40:15 172.16.1.12 53 172.16.1.169 50013 Standard guery response ©xbcb2 SRV _ld.. ——
2018-01-07 22:40:15 172.16.1.109 52211 172.16.1.12 53 Standard query ©x6597 A vortex-foods-d.. f
2018-01-07 22:48:15 172.16.1.12 53 172.16.1.189 52211 Standard query response @x6597 A vorte.. E
2018-01-07 22:40:15 172.16.1.1@9 52213 172.16.1.12 389 searchRequest(1) "<ROOT>" baseObject L
2018-01-07 22:40:15 172.16.1.12 389 172.16.1.189 52213 searchResEntry(1l) "<ROOT>" searchResDo.. —
2018-01-07 22:46:16 172.16.1.109 49157 172.16.1.12 389 49157 » 389 [SYN] Seq=@ Win=8192 Len=@.. —
2018-01-07 22:40:16 172.16.1.12 389 172.16.1.109 49157 389 -» 49157 [SYN, ACK] Seq=0 Ack=1 Win.. ——
2018-01-07 22:48:16 172.16.1.109 49157 172.16.1.12 389 49157 -+ 389 [ACK] Seg=1 Ack=1 Win=6553
2018-01-07 22:46:16 172.16.1.109 49157 172.16.1.12 389 searchRequest(1) "<ROOT>" baseObject E
2018-01-07 22:40:16 172.16.1.12 389 172.16.1.109 49157 searchResEntry(1) "<ROOT>" | searchRe.. —
201R8-A1-A7 22:48:16 172 16.1.1A9 49157 172 16.1.12 389 49157 -» 389 [ACK1 Sea=351 Ack=24A3 Win. ——

Need to filter for Kerberos



ke rbe rOS a v I Expression...

Time Src port Dst port Info
2018-01-67 22:40:16 172.16.1.169 49158 172.16.1.12 88 AS-REQ

2018-01-07 22:40:16 172.16.1.12 88 172.16.1.109 49158 KRB Error: KRBS5KDC_ERR_PREAUTH..
2018-01-07 22:40:16 172.16.1.109 49159 172.16.1.12 88 AS-REQ

2018-01-07 22:40:16 172.16.1.12 88 172.16.1.109 49159 AS-REP

2018-01-07 22:40:16 172.16.1.109 49160 172.16.1.12 88 TGS-REQ

2018-01-07 22:40:16 172.16.1.12 88 172.16.1.109 49160 TGS-REP

2018-01-07 22:40:16 172.16.1.109 49157 172.16.1.12 389 bindRequest(3) "<ROOT>" sasl
2018-01-07 22:40:16 172.16.1.12 389 172.16.1.109 49157 bindResponse(3) success
2018-01-07 22:40:16 172.16.1.109 49161 172.16.1.12 389 bindRequest(10) "<ROOT>" sasl
2018-01-07 22:40:16 172.16.1.12 389 172.16.1.109 49161 bindResponse(10) success
2018-01-07 22:40:16 172.16.1.109 49162 172.16.1.12 88 AS-REQ

2018-A1-A7 22:40:16 172 16.1.12 KR 172 .16.1.189 49162 KRR Frror: KRBSKNDC FRR PRFALITH

AS-REQ °AS-REP °*TGS-REQ - TGS-REP




To find a user account name:

kerberos.CNameString and
I(kerberos.CNameString contains S)



kerberos.CNameString and !(kerberos.CNameString contains $) ] v]

Time Src port Dst port Info
2018-01-67 22:40:44 172.16.1.109 49182 172.16.1.12 88 AS-REQ
2018-01-67 22:40:44 172.16.1.109 49183 172.16.1.12 88 AS-REQ
2018-01-67 22:40:44 172.16.1.12 88 172.16.1.189 49183 AS-REP
2018-01-07 22:40:44 172.16.1.12 88 172.16.1.189 49184 TGS-REP
2018-01-07 22:40:44 172.16.1.12 88 172.16.1.109 49185 TGS-REP
2018-01-07 22:40:45 172.16.1.12 88 172.16.1.109 49188 TGS-REP
2018-01-07 22:40:45 172.16.1.12 88 172.16.1.109 49191 TGS-REP
2018-01-07 22:40:45 172.16.1.12 88 172.16.1.1089 49192 TGS-REP

I =
=

Frame 317: 290 bytes on wire (232@ bits), 290 bytes captured (2328 bits)
Ethernet II, Src: HewlettP 3c:94:1c (©0:08:02:3c:94:1c), Dst: Dell 84:ab:2d (@@:1
Internet Protocol Version 4. Src: 172.16.1.189. Dst: 172.16.1.12



Frame 317: 290 bytes on wire (2320 bits), 290 bytes captured
Ethernet II, Src: HewlettP 3c:94:1c (©0:08:02:3c:94:1c), Dst:
Internet Protocol Version 4, Src: 172.16.1.189, Dst: 172.16.°
Transmission Control Protocol, Src Port: 49182, Dst Port: 88,
v Kerberos
Record Mark: 232 bytes
v as-req
pvnho: 5
msg-type: krb-as-req (10)
padata: 1 item
v req-body

DAY mers O



CNameString: ernest.webster
v req-body

Padding: ©

kdc-options: 40810010 (forwagdable, renewable,

v Ccname
name-type: kRB5-NT-PRINCIPAL (1)
v cname-string: 1 item
CNameString: ernest.webster
realm: VORTEXFOODS

ol o s O i [



Host information
Operating system and web browser
User information

Hand-on exercises (5 pcaps)



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 3: Malware infection
traffic



Windows malware: HTTP traffic
Windows malware: encrypted traffic
Windows malware: SMB traffic
Windows malware: FTP and IRC traffic
Exercise and bonus pcaps



2018-traffic-analysis-workshop-block-3-01.pcap

LOKIBOT

Also called "Loki bot" or "Loki-bot”

Windows-based information stealing malware
Advertised in underground forums as early as 2015
Increase in publicly-reported samples during 2017



2018-traffic-analysis-workshop-block-3-01.pcap

http.request B ~] epresson.  +
Time Ds port  Host Info ~
+- 2818-82-15 16:30:49 184.24.98.184 880 www.msftncsi.com GET /ncsi.txt HTTP/1.1

2018-02-15 16:33:56 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:33:56 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:33:56 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:34:57 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:35:57 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:36:57 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:37:58 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:38:58 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:39:58 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.
2018-02-15 16:40:59 31.220.104.230 80 www.speedneedoxyz.xyz POST /calis/fre.php HTTP/1.

10 69 _AE 1£.A1 060 29 996 16A 2260 oo L cmasamsdAmasdasirs e DOACT [fralaeslLima wmbhes UTTD /1

P O O O O & @ 0 & ® ©




‘User-ﬂgent: Mozilla/4.88 (Charon; Inferno)|

Accept: */*
Content-Type: application/octet-stream

Content-Encoding: binary

Content-Key: 3A9D9D22 m.a.r.k...h.a.r.m.o.n
Content-Length: 196

Connection: close ‘

1.E..... VHT2K....HTTP/1.1 484 Not Found
Server: openresty

Date: Thu, 15 Feb 2018 16:33:56 GMT

Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/7.0.25 ‘H . A - H - M - D — N - - P » E‘

File not found.




How can we tell this is LOK I BOT ?

x Snort/Suricata based alerts

x Submit the pcap to PacketTotal

x Submit the pcap to VirusTotal

x Sandboxes like Reverse.it can also provide info



2018-traffic-analysis-workshop-block-3-02.pcap

EMOTET

Windows banking malware first reported in 2014
Seen daily through invoice-themed malspam
Emails have a link that returns a Word doc

Word doc has macro that retrieves & installs Emotet



2018-traffic-analysis-workshop-block-3-02.pcap

M 2018-traffic-analysis-workshop-block-3-02.pcap - O x
File r‘ " elp
‘| http.request or http.response
| |http.request or http.response E3 -'] Expression... +
Time Dst port Host Info
= 2018-05-11 22:26.. 176.221.34.180 80 bakino.com GET /JqeiASdvYWbNIm/ HTTP/1.1
«— 2018-05-11 22:26.. 10.5.11.102 49174 HTTP/1.1 200 0K (application/msword)
2018-05-11 22:26.. 195.228.152.178 8@ balaton-kornyeke.hu GET /kBggm7/ HTTP/1.1
2018-85-11 22:26.. 108.5.11.182 49178 HTTP/1.1 200 OK (application/octet-stream)
2018-05-11 22:26.. 50.37.10.78 80 50.37.10.78 GET / HTTP/1.1
2018-05-11 22:26.. 10.5.11.102 49179 HTTP/1.1 208 OK (text/html)
2018-05-11 22:41.. 50.37.10.78 80 50.37.10.78 GET / HTTP/1.1
2018-85-11 22:41.. 18.5.11.182 49180 HTTP/1.1 200 0K (text/html)
2018-085-11 22:55.. 50.37.10.78 80 50.37.10.78 GET / HTTP/1.1

2018-05-11 22:55.. 10.5.11.16@2 49181 HTTP/1.1 200 OK (text/html)



‘ 2018-traffic-analysis-workshop-block-3-02.pcap

File Edit View Go Capture Analyze 5tatistics Telephony Wireless T

Open Ctrl+0 B A==k RUSR:"

Open Recent 4

Merge... port Host

Import from Hex Dump... 20 P ——

Close Ctrl+W 49174

Save Cirl+S 20 balaton-kornyek: FI Ie %
Save As... Ctri+Shiftss | 49178

80 50.37.10.78

| s Export Objects

Export Specified Packets... 80 50.37.10.78
Export Packet Dissections , | 49180 9 H TT P

~ 30 50.37.18.7
Export Packet Bytes... Ctrl+H

49181
Export PDUs to File...
Export S5L Session Keys... =
Export Objects . DICOM... gt
:47:ae), |
- HTTP... F ’
Print... Ctrl+P ME Dst: 176.2"
: Dst Port:
Quit Ctrl+Q SMB...

T HAYPETTEXT TransTer Frotocol
TFTP...



Windows malware: HTTP traffic

M Wireshark - Export - HTTP object list — O

Packet Hostname Content Type Size Filename
bakino.com application/msword 172 kB JgeiASdvYWbNIm
balaton-kornyeke.hu application/octet-stream 278 kB kBggm7

4356 0.37.10.78 text/htmil Dytes

454 50.37.10.78 text/html 132 bytes \

472 50.37.10.78 text/htmi 132 bytes \

Save Save Al Close ||  Help




Left click on the HTTP request to
bankino.com and follow TCP stream

=
=
==
=
-
L
m
L
=
=
b |

5-11 22:.. 176.221.34.180 80 bak1lno.com GET /JqgelASdvy
»-11 22:.. 10.5.11.182 49174 JTTP/1.1 200 O
5-11 22:.. 195.228.152.178 80 balaton-kornyeke.hu 'kBggm?7/ H
>»-11 22:.. 10.5.11.1082 49178 AQ°/1.1 200 O
»-11 22:.. 50.37.10.78 80 50.37.10.78 GE(« / HTTP/1.1
>-11 22:.. 16.5.11.162 49179 HTTP/1.1 280 O
>-11 22:.. 50.37.10.78 80 50.37.10.78 GET / HTTP/1.1
>-11 22:.. 10.5.11.162 491860 HTTP/1.1 200 O
»-11 22:.. 50.37.10.7/8 1% 50.37.10.78 GET / HTTP/1.1
>-11 22:.. 16.5.11.162 49181 HTTP/1.1 280 O



Windows malware: HTTP traffic

GET /JgeiASdvYWbNIm/ HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.@; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: bakino.com

DNT: 1

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 11 May 2018 22:26:08 GMT

Server: Apache

Cache-Control: no-cache, no-store, max-age=0, must-revalida
Pragma: no-cache
Content-Disposition: attachment; filename="Invoice #2858742.doc"
Content-Transfer-Encoding: binary C—
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/msword




Left click on the HTTP request to

-11
>-11
>-11
»-11
>-11
»-11
»-11
»-11
»-11
=11

22:..
22:..
v 4
.y 4.
22%..
223,
225
225,
225..
22:..

balaton-kornyeke.hu and follow TCP stream

10.5.11.182

10.5.11.182
50.37.10.78
10.5.11.102
50.37.10.78
10.5.11.102
50.3/.10./8
10.5.11.102

195.228.152.

178

176.221.34.180 86

49174
80
49178
80
49179
80
49186
80
49181

bakino.com
balaton-kornyeke.hu
58.37.18.78
58.37.10.78

>8.37.18.78

GET /JgelASsdvy

HTTP/1.1 200
GET /kBggm7/
P/1.1 200

1.1 200

GET / HTTP/1.

HTTP/1.1 200

GET / HTTP/1.

HTTP/1.1 200

HTTP/1.

0 k= O = O = O I O



Windows malware: HTTP traffic

GET /kBggm7/ HTTP/1.1
Host: balaton-kornyeke.hu
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 11 May 2018 22:26:39 GMT

Content-Type: application/octet-stream

Transfer-encoding: chunked

Connection: keep-alive

Cache-Control: no-cache, no-store, max-age=@, must-re date
Pragma: no-cache

Content-Disposition: attachment; filename="2392.exe"

Conteng@Transfer-Encoding: binary™ ammm—m—

fe




Windows malware: encrypted traffic



» Custom encryption
or encoding



2018-traffic-analysis-workshop-block-3-03.pcap

Time
2018-02-22 02:16:43
2018-82-22 ©2:16:44
2018-02-22 ©2:16:45
2018-02-22 ©2:16:46

ssl.handshake.type ==

Dst

185.48.239.33
185.48.239.33
185.48.239.33
185.48.239.33

BT -

Server Name

lyhemsasit.ru
lyhemsasit.ru

lyhemsasit.ru
lyhemsasit.ru

Info

Client Hello
Client Hello
Client Hello
Client Hello

ZEUS PANDA BANKER



ssl.handshake.type == 11 B -] poreson. | +

Time Server Name  Info
2018-02-22 ©02:16:44 108.2.22.103 49160 Server Hello, Certificate, Server Hello Done
2018-02-22 ©2:16:44 10.2.22.183 49162 Server Hello, Certificate, Server Hello Done
2018-82-22 ©2:16:46 18.2.22.1063 49163 Server Hello, Certificate, Server Hello Done
2018-02-22 ©2:16:46 10.2.22.103 49164 Server Hello, Certificate, Server Hello Done
Frame 8: 1023 bytes on wire (8184 bits), 1823 bytes captured (8184 bits) A

“ 4 net II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP_1c:47:ae (00:08:02:1c:47
~et Protocol Version 4, Src: 185.48.239.33, Dst: 10.2.22.723
~ansmission Control Protocol, Src Port: 443, Dst Port: 491 .eq: 1, Ack: 156, Len: 969
v Secure Sockets Layer
TLSv1l.2 Record Layer: Handshake Protocol: Server Hello

v TLSv1l.2 Record Layer: Handshake Protocol: Certificate
e mim e Txrpmm o o pm ol o by brem Y




v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 865
Certificates Length: 862
v Certificates (862 bytes)
Certificate Length: 859
v Certificate: 368283573082023T2003020102020900d9597814837022d... (id-at-organizationName=De-
v signedCertificate
version: v3 (2)
serialNumber: -2785062864854515155
signature (shalWithRSAEncryption)
v 1issuer: rdnSequence (@)
v rdnSequence: 3 items (id-at-organizationName=Default Company Ltd,id-at-localityName
RDNSequence item: 1 item (id-at-countryName=XX)
RDNSequence item: 1 item (id-at-localityName=Default City)
RDNSequence item: 1 item (id-at-organizationName=Default Company Ltd)

validitv




rdnSequence items
(1d-at-countryName=XX)
(1d-at-localityName=Default City)

(1d-at-organizationName=Default
Company Ltd)



Windows malware: encrypted traffic
2018-traffic-analysis-workshop-block-3-04.pcap

[ I Apply a display filter ... <Ctrl-/>

n - ] Expression... =

Time

Src

2018-02-22 ©1:57:53 1@.2.22.162
2018-02-22 ©1:57:53 1e.2.22.1

2018-02-22
2018-02-22
2018-02-22
2018-02-22
2018-02-22
2018-02-22

AN/ AT MY

e1:
e1:
e1:
e1:
e1:
e1:

nA

=7/
=71
57:
=7/
=71
57:

r=

53
53
53
53
53
54

|, |

l1e.2.22.182
le.2.22.1e2
194.87.109.185
l1e.2.22.162
194.87.109.185
194.87.109.185

L I T B B B . L ]

port Dst port Info
5366 10.2.22.1 53

Standard query ©x7397 A juw6628uey6yrtg.c..

53 19.2.22.102 53066 Standard query response @x7397 A juw6628ue..

49201 194.87.109.185 443 49201 > 443 [ACK] Seq=1 Ack=1 Win=64248 Le..

49201 194.87.109.185 443 Continuation Data

443 108.2.22.1082 49201 443 -»> 49201 [ACK] Seq=1 Ack=7 Win=64240 Le..

49201 194.87.109.185 443 Continuation Data

443 l1e.2.22.102 49201 443 -» 49201 [ACK] Seq=1 Ack=82 Win=64240 L..

443 18.2.22.102 49281 Continuation Data

AT AMAA O AAM A0 AA™S -~ =

]

| W

~

RAMNTT



ssl.handshake.type == 1

Time

Src port Dst port Info

Using ssl.handshake.type ==

or using ssl.handshake.type
does not return any results

11



Windows malware: encrypted traffic

11]| dns or tcp.flags eq 0x0002 ~) Exression.. | +

Time Src port Dst port Info
2018-082-22 ©1:57:53 10.2.22.102 53066 10.2.22.1 53 Standard query ©x7397 A j..
]r 2818-02-22 ©1:57:53 1e.2.22.1 53 16.2.22.102 53866 Standard query response ©..

2018-02-22 ©1:58:19 10.2.22.162 5171 1e.2.22.1 53 Standard query ©x8afc A j..
2018-02-22 ©1:58:20 10.2.22.1 53 10.2.22.102 50171 Standard query response ©..




M Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2018-traffic-analysis-w... — [] X

Kewnn. ... L.B.36..u.2....(13...... V].{.K )

CG.7 ) (SN.@Q. . cRY. Ve eeseeannnn. Qevvnn. Q..... Z. d&.R6.1..s.
(/...{..kf9Bl e...:.p..6..HA...... 0.{..-7le..T..3....3...... (....6...
$W9...2. . i o JPY o T VAR S o ) of o 1

& client pkts, & server pkts, 9 furms.

Entire conversation (254 bytes) T  Show and save data as ASCII - Stream |0
Find: Find Next

Filter Qut This Stream Print Save as... Back Close Help




Windows malware: SMB traffic



2018-traffic-analysis-workshop-block-3-05.pcap

2018-02-14
29018-082-14
29018-82-14
29018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
2018-02-14
29018-082-14
29018-02-14

b o o B o Ba | L . |

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

-~

]

v I Expression... -+

26:
26:
26:
26:
26
26:
26.
26
26
26
26:
26:
26:

-

30
3@
3@
3@
3@
30
30
30
30
30
30
3@
3@

- N . 1

Dst
1e.2.14.1e1
185.82.200.46
18.2.14.1e1
185.82.200.46
l1e.2.14.1e1
185.82.200.46
1e.2.14.1e1
185.82.200.46
1e.2.14.1e1
185.82.200.46
1e.2.14.1e1
185.82.200.46
18.2.14.1e1

Ao [ = R | b W Vo A~

port
49158
445
49158
445
49158
445
49158
445
49158
445
49158
445
49158

A A

Infa (g
Negotiate Protocol Response

Negotiate Protocol Request

Negotiate Protocol Response

Setup Request, NTLMSSP_NEGOTIATE
Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRE..
Session Setup Request, NTLMSSP_AUTH, User: MOON-DAWG-PC\mdawg
Session Setup Response

Tree Connect Request Tree: \\185.82.200.46\IPC$

Tree Connect Response

Ioctl Request FSCTL_DFS_GET_REFERRALS, File: \185.82.200.46\k

Ioctl Response, Error: STATUS_NOT_FOUND

Tree Connect Request Tree: \\185.82.280.46\k

Tree Connect Response

i~ e M

Session
Session

F




Session Setup Request, NTLMSSP_AUTH, User: MOON-DAWG-PC\mdawg
Session Setup Response

Tree Connect Request Tree: \\185.82.200.46\IPC$

Tree Connect Response

Toctl Request FSCTL_DFS_GET_REFERRALS, File: \185.82.200.46\k
Ioctl Response, Error: STATUS_NOT_FOUND

Tree Connect Request Tree: \\185.82.200.46\k

Traa Cnnnart Recnnnoea

User: MOON-DAWG-PC\mdawg
\\185.82.200.46\k



Create Request File: yu.EXE
Create Response File: yu.EXE

Retrieved YU . EXE from \\185.82.200.46\k



File  Edit View Go  Capture  Analyze

Open Ctrl+0

Open Recent k
Merge...

Import from Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+S
File Set k
Export Specified Packets...

Export Packet Dissections k
Export Packet Bytes... Ctrl+H
Export PDUs to File...

Export S5L Session Keys...

Export Objects k
Print... Ctrl+P

Quit Ctrl+Q

NetBIOS Session Service

Statistics

b
! — _ -

Telephon

port
445
49159
445
49159
445
49159
445
445
445
49159
49159
49159
445

Info

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

DICOM...
HTTP...
IMF...
SME...
TFTP...

rt

SMB2 (Server Message Block Protocol version 2)

File 2
Export Objects
- SMB



Select the entry that shows 100 %

M \Wireshark - Export - SMB object list — [] X

Size Filename

Packet Hostname Content Type

104 \\185.82.200.46\k FILE (614400/614400) R [100.00%] 614 kB \yu.EXE
763 \\185.82.200.46\k FILE (548864/614400) R [89.00%] 614 kB \yu.EXE

Save All Close Help




Windows malware: FTP and IRC traffic



2018-traffic-analysis-workshop-block-3-06.pcap

hd ] Expression...

l dns or tcp.flags eq 0x0002

2018-02-21 ©3:24:4e 16.2.21.1 53 Standard query ©x829@ A newblogsite.duckdns.org
2018-92-21 ©3:24:40 18.2.21.101 59676 Standard query response @x8290 A newblogsite.duckdns.org A 46.16..
2018-02-21 03:24:40 46.166.161.56 34481 49173 - 34481 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PE..

2018-82-21 ©3:24:44 46.166.161.56 80 49176 » 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
2018-082-21 ©3:24:57 46.166.161.56 8@ 49177 » 80 [SYN] Seq=0@ Win=8192 Len=0@ MSS=1460 WS=256 SACK_PERM=1
2018-02-21 ©3:27:02 18.2.21.1 53 Standard query @xd517 A nowdownload.duckdns.org
2018-082-21 ©3:27:02 10.2.21.101 57838 Standard query response @xd517 A nowdownload.duckdns.org A 46.16..
2018-082-21 ©3:27:02 46.166.161.56 8@ 49218 - 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
2018-082-21 ©3:27:24 16.2.21.1 53 Standard query ©x236b A nowdownload.duckdns.org
2018-02-21 ©3:27:24 1e.2.21.101 54216 Standard query response 8x236b A nowdownload.duckdns.org A 46.16..
2018-82-21 ©3:27:24 46.166.161.56 80 49219 » 80 [SYN] Seq=0@ Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
2018-082-21 ©3:27:25 18.2.21.1 53 Standard query ©xad42 A newcanbernew.duckdns.org

2018-92-21 ©3:27:25 18.2.21.101 53195 Standard query response @xad42 A newcanbernew.duckdns.org A 62.1..
2018-9©2-21 ©3:27:25 62.102.148.185 25909 49220 - 25909 [SYN] Seq=@ Win=8192 Len=8 MS55=1460 WS=256 SACK_PE..




dns or tcp.flags eq 0x0002 or

http.request or ssl.handshake.type ==

Expression... =
Time Dst port Host Info o~
2018-82-21 ©3:24:40 1©.2.21.1 53 Standard query ©x829@ A..
2018-82-21 ©3:24:40 18.2.21.101 59676 Standard query response..
2018-02-21 ©3:24:40 46.166.161.56 34481 49173 - 34481 [SYN] Seq.
2018-02-21 ©3:24:41 46.166.161.56 34481 newblogsite.duckdns.org:34481 GET / HTTP/1.1
2018-02-21 ©3:24:44 46.166.161.56 80 49176 - 80 [SYN] Seq=9© .
2018-02-21 ©3:24:44 46.166.161.56 80 46.166.161.56 GET /man.exe HTTP/1.1
2018-0©2-21 ©3:24:57 46.166.161.56 8@ 49177 - 80 [SYN] Seq=@ .
2018-02-21 ©3:24:57 46.166.161.56 80 46.166.161.56 GET /drop.exe HTTP/1.1
2018-02-21 ©3:27:02 10.2.21.1 53 Standard query ©xd517 A..
2018-82-21 ©3:27:82 1e.2.21.101 57038 Standard query response..
2018-02-21 ©3:27:02 46.166.161.56 80 49218 » 80 [SYN] Seqg=e© .
2018-02-21 ©3:27:02 46.166.161.56 8@ nowdownload.duckdns.org: 80 GET /laZ.txt HTTP/1.©

2B1R-82-21 822724 168 2 21 1 [~ Ctandard auarv Bv226KR A



Windows malware: FTP and IRC traffic

Dst port Host Info

46.166.161.56 34481 newblogsite.duckdns.org:34481 GET / HTTP/1.1

» First HTTP request Is on a non-
standard port (not port 80).

* Instead, It uses TCP port 34481



GET / HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.8; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: newblogsite.duckdns.org:34481

DT: 1 It returns a page with
Connection: Keep-Alive .

p VBscript that causes
HTTP/1.1 206 DE
Host: newblogsite.duckdns.org:34481 further requests for

Connection: close

Content-Type: text/html; charset=UTF-8 I
Content-Length: 3886 ma Ware
<html>
<head>

<!-- saved from url=(@@14)about:internet -->

scmata htthn-eauniv="¥-l11A-Camnatihla" rcrontant="TE=18">



dns or tcp.flags eq 0x0002 or

http.request or ssl.handshake.type ==

Scroll to the bottom

10.2.21.1
18.2.21.101
62.102.148.185
18.2.21.1
10.2.21.101
145.14.145.99
145.14.145.99

53
53195
25909
53
60009
21
32993

Standard query ©xad42 A newcanbernew.duckdns.org
Standard query response @xad42 A newcanbernew.duc
49220 - 25909 [SYN] Seq=0 Win=8192 Len=0 MSS=146¢
Standard query ©xd@73 A files.@@@webhost.com

Standard query response 9xdo73 A files.@0Bwebhost
49221 > 21 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS
49222 -» 32993 [SYN] Seq=0 Win=8192 Len=0 MSS=146¢



10.2.21.1 53 Standard query ©xad42 A newcanbernew.duckdns.org
le.2.21.1e1 53195 Standard query response @xad42 A newcanbernew.duc
62.102.148.185 25909 49220 - 25909 [SYN] Seq=0 Win=8192 Len=0@ MSS=146¢
10.2.21.1 53 Standard query ©xd@73 A files.@@@webhost.com

l190.2.21.101 60009 Standard query response 9xde73 A files.@0Bwebhost
145.14.145.99 21 49221 > 21 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS
145.14.145.99 32993 49222 -» 32993 [SYN] Seq=0 Win=8192 Len=0 MSS=146¢

newcanbernew.duckdns.org over TCP
port 25909

FTP traffic to files.000webhost.com



Time Dst port Info
2018-082-21 ©3:27:26 62.102.148.185 25909 49220 -» 25909 [PSH, ACK] Seqg=187 Ack=6!

M Wireshark - Follow TCP Stream (tcp.stream eq 5) - 2018-traffic-analysis-worksh...  — [] X
NICK bot©221201860452 ~
USER Bots © * : OhOhQOh

:irc.foonet.com NOTICE * :*** Looking up your hostname...

PONG :irc.foonet.com NOTICE * :*** Looking up your hostname...
:irc.foonet.com NOTICE * :*** Couldn't resolve your hostname; using your

IP address instead

PING :BBBECE1ll

PONG :irc.foonet.com NOTICE * :*** Couldn't resolve your hostname; using
your IP address instead

PING :BBBECE11

:BBBECE1l!nospoof@irc.foonet.com PRIVMSG bot©221201860452 :.VERSION.

PONG :BBBECE1ll!nospoof@irc.foonet.com PRIVMSG bot©221201860452 :.VERSION. w




Windows malware: FTP and IRC traffic

10.2.21.1 53 Standard query ©xad42 A newcanbernew.duckdns.org
le.2.21.1e1 53195 Standard query response @xad42 A newcanbernew.duc

10.2.21.1 53 Standard query ©xd@73 A files.@@@webhost.com
l190.2.21.101 60009 Standard query response 9xde73 A files.@0Bwebhost

* newcanbernew.duckdns.org over TCP
port 25909

+ FTP traffic to files.000webhost.com



Windows malware: FTP and IRC traffic

FTP traffic

« TCP port 21 - control channel
- Ephemeral TCP port - data channel




Time Dst port Info
2018-02-21 ©3:27:26 145.14.145.99 21 49221 » 21 [ACK] Seq=1 Ack=1 Win=64248

M Wireshark - Follow TCP Stream (tcp.stream eq 6) - 2018-traffic-analysis-worksh... — [] X

220 ProFTPD Server (©@6webhost.com) [::ffff:145.14.145.99] ~
USER seomarketiing

331 User seomarketiing OK. Password required

PASS 12345678%Aa**

230-Your bandwidth usage is restricted

230 OK. Current restricted directory 1is /

TYPE I

200 TYPE is now 8-bit binary

PASV

227 Entering Passive Mode (145,14,145,99,128,225).

STOR /public_html/bot©221201860452.txt

158 Connecting to port 52393 Vv

- am | el | ~ == |




Time Dst

port Info

| 2018-02-21 ©3:27:27 145.14.145.99 32993 FTP Data: 99 bytes

M Wireshark - Follow TCP Stream (tcp.stream eq 7) - 2018-traffic-analy... — [] X
#HHHHAHHHAHA####EE  User: simon.bennett #####44#H##HS#HHH#HH
No passwords found for this user !

3 dlient pkts, 4 server pkis, 3 turns.
Entire conversation (99 bytes) * Show and save data as ASCII *  Stream =




What did the malware do?

Used IRC for botnet command & control

Sent any passwords it found to an FTP
server



Windows malware: HTTP traffic
Windows malware: encrypted traffic
Windows malware: SMB traffic
Windows malware: FTP and IRC traffic
Exercise and 3 bonus pcaps



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 4: Bad web traffic



Phishing pages

Tech support scams
Pop-ups/unexpected web pages
Exploit kits

Hands-on exercises



Criminals compromise legitimate
websites and set up new directories
with fake pages to steal a victim's

login credentials.

Links to these sites are sent to potential
victims through phishing emails.



Subject: DOCUMENT

From: Laxmi Ghale <laxmighale @siddharthservices.com>
Date: Wed, 2018-03-14 16:03 UTC
Good day,

Laxmi Ghale Office has shared a Docusig

https //redproductlon bIZ/

link below.

REVIEW DOCUMENT Server/3657/3657/00848
Please let me know if you have any @ 3iC|iV€/df784d8091892d4

Thanks & Regards
Laxmi Ghale

a8c7005e61fdebdce/



Phishing pages

B a

& - O ﬁb &  https://redproduction.biz/Server/3657/3657/008483iclive/df784d80e18e2d4a8c7005e6 jﬁ{ ‘fi Z\_ LE?

=' Sign in to your account X | + v = ]j X

] Office 365

Work or school, or personal Microsoft account

Email or phone

Password

[|Keep me signed in

Connect 2ol

Can't access your account?

Verbinden -#xc¢




2018-traffic-analysis-workshop-block-4-01.pcap

_____________________+_+_j
7

2018-03-14
2018-03-14
2018-63-14
2018-03-14
2018-03-14
2018-83-14
2018-03-14
2018-03-14
2018-83-14
2018-03-14
2018-03-14
2013-03-14

21:

21
21
21
21
21
21
21
21
21
21
21

e1l:
:01:
101
101:
:01:
101
:01:
:01:
101
:01:
101:
101

12
12
12
12
12
12
12
12
12
12
12
12

Dst

23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.

d v] Expression... +

port  Host Info N
229.153.228 8@ abcontracting.us GET /Gn/ HTTP/1.1
229.153.228 8@ abcontracting.us GET /Gn/Office%20365_files/Gem.
229.153.228 8@ abcontracting.us GET /Gn/icc.ico HTTP/1.1
229.153.228 80 abcontracting.us GET /Gn/Office%20365 files/con.
229.153.228 8@ abcontracting.us GET /Gn/0ffice%20365_files/App..
229.153.228 8@ abcontracting.us GET /Gn/0ffice%20365 files/Emb..
229.153.228 80 abcontracting.us GET /Gn/Office%26365 files/Mas..
229.153.228 8@ abcontracting.us GET /Gn/0Office%20365_files/Mas..
229.153.228 8@ abcontracting.us GET /Gn/0ffice%20365 files/she..
229.153.228 80 abcontracting.us GET /Gn/Office%20365 files/she..
229.153.228 8@ abcontracting.us GET /Gn/Office%20365_files/dat.
229.153.228 8@ abcontracting.us GET /Gn/0ffice%20365_files/she.. Vv




Pr

23.229.153.228 80 10.3.14.102 47718 6
10.3.14.102 47766 23.229.153.228 80 6

10.3.14.102 47766 23.229.153.228 80 6

Event Message
ET CURRENT_EVENTS Possible Docusign Phishing Landing

ETPRO CURRENT_EVENTS Successful Docusign/0365 Phish
ET POLICY Http Client Body contains password= in cleartext



ip.addr eq 23.229.153.228 and

tcp.port eq 47766

Time

2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14
2018-03-14

21:

21
21
21
21
21
21
21
21
21
21
21

02:
102
102
102
102
102
102
102
102
102
102
102

10
10
10
10
1@
11
11
11
11
11
11
11

Dst

23.
10.
23.
23.
1e.
1e.
23.
23.
10.
10.
23.
23.

229.153.228
3.14.102
229.153.228
229.153.228
3.14.102
3.14.102
229.153.228
229.153.228
3.14.102
3.14.102
229.153.228
229.153.228

port
80
47766
30

80
47766
47766
80

80
47766
47766
80

30

X

bl J Expression...

+

Host

abcontracting.us

abcontracting.us

abcontracting.us

Info

47766 » 80 [SYN] Seq=@ Win=..
80 - 47766 [SYN, ACK] Seg=e..
47766 > 80 [ACK] Seq=1 Ack=..
POST /Gn/offphp.php HTTP/1...
80 - 47766 [ACK] Seq=1 Ack=..

HTTP/1.1 200 OK (text/html

47766 - 80 [ACK] Seq=571 Ac..

GET /Gn/error.php HTTP/1.1

80 » 47766 [ACK] Seq=350 Ac..

HTTP/1.1 200 OK (text/html

47766 - 80 [ACK] Seq=955 Ac..

GET /Gn/css/logo.jpg HTTP/1

™




POST /Gn/offphp.php HTTP/1.1

Host: abcontracting.us

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:52.8) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://abcontracting.us/Gn/office.php

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content#ype: application/x-www-form-urlencoded

Conte ength: 114

UserName=dean.mcmillian%4@tenderloin-
wareshouse.com&Password=tenderloinahoy12345%24&AuthMethod=FormsAuthenticationHTTP/
1.1 200 0K

T"I'l-.-\.ll-ﬂ o lulmA 1A Meaw &1 211 @231 & CNMT




Tech support scams



Tech support scams
Do sewiywarming x (£ v =8 x

é 9 O f,h (D brushon.tk/?number=800-803-1466 L] ‘j‘}{ ‘;AE ﬁ\_, IQ

This site says...

There was a dangerous try to get an access to your personal

logins & bank information and to track your browser activity. Detected
Luckily, your Firewall managed to block this suspicious

connection. We recommend you to freeze your accounts until

some measures will be taken.

There is a great threat of leaking of your personal data.

So, you need to respond swiftly!
Please Do Not Shut Trojan Virus may have already hurt your hard disk and its data.

That is why we are checking and verifying your current system

raciriho

|:| Don't let this page create more messages




2018-traffic-analysis-workshop-block-4-02.pcap

http reqUESt a "] Expression... o=

port Host Info ~
2018-83-14 22:54:0 23.100.241.176 80 www.bS9dental.com GET / HTTP/1.1

2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the.
2018-03-14 22:54:09 216.58.195.138 8@ fonts.googleapi.. GET /css?family=Lat..
2018-083-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the..
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/plu..
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the..
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the.
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/plu.
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the.
2018-083-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-content/the..
2018-03-14 22:54:09 123.100.241.176 80 www.b9dental.com GET /wp-includes/js..
2018-03-14 22:54:09 123.100.241.176 80 b9dental.com GET /wp-content/upl. v

—————————+————l—




Scroll to the bottom, where you'll find.
brushon.tk - GET /?number=800-803-1466

r D,
:55:
55
55
55
: 55
:55:
: 55

==

34
34
34
34
34
35

+41

el s 200 LD 2 Luia

54.
54.
54.
54.
54.
99.
54.

36.186.110
36.151.52
36.151.52
36.151.52
36.151.52
198.188.1..
36.151.52

o

80
80
80
80
80
80
80

IUITLD . BUUELEdP..

thestillness.tk
brushon.tk
brushon.tk
brushon.tk
brushon.tk
balans.shahter..
brushon.tk

WL

GET
GET
GET
GET
GET
GET
GET

fesaildlllly=LdLileldRI200 , %

/?MGjIPm HTTP/1.1
/?number=800-803-1466 HT
/css HTTP/1.1
/include/edge/defender.p
/auth.php?n=800-803-1466
/?utm_medium=4c23b9fect?
/include/en.mp3 HTTP/1.1



189f
<!DOCTYPE html>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"><meta
charset="utf-8">
<title>Security Warning</title>
<meta content="width=device-width, initial-scale=1.8, user-
scalable=1" name="viewport">
<meta name="robots" content="noindex, nofollow">
<script type="text/javascript">

var leysti = "There was a dangerous try to get an access to your personal
logins & bank information and to track your browser activity.\nLuckily, your Firewall
managed to block this suspicious connection. We recommend you to freeze your accounts
until some measures will be taken.\nThere is a great threat of leaking of your personal
data.\nSo, you need to respond swiftly!\nTrojan Virus may have already hurt your hard
disk and its data.\nThat is why we are checking and verifying your current system
security.\nDo not waste your time and consult one of our service centers or call us.

5 S S S S S S S S S S S S S S S S S S DS S S S S S SE S S S SE S S SSSSSSSSS =SS == oo \nContact Number: 800-803-1466 .,




Pop-ups/unexpected web pages



[ gloryscoop.com X

< C'  ©® gloryscoop.com Y o

The "HoeflerText" font wasn't found. ¢ chrome

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the error
and display the text, you have to update the "Chrome Font Pack".

Manufacturer: Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89
Latest version: Chrome Font Pack 57.2.5284.21




This type of file can harm your computer. Do|
you want to keep Font update.exe anyway?| .

eflerText” font wasn't found. & chrome

bottom left corner of the screen you'll see the download bar. Click on the Chrome_Font.exe

Run) in order to see the correct content on the web page.

Open Fide - Securty Warning

Do you wanl Lo run this file?
w -

javascript:void(0) S S G e }

A This type of file can harm your computer. Do ‘ Keep ‘ ‘ Discard Show all X
you want to keep Font update.exe anyway? . ) . |




2018-traffic-analysis-workshop-block-4-03.pcap

http.request or ssl.handshake.type == T

Time Dst port  Host Server Name Info ~
2018-03-14 23:41:21 107.181.172.1.. 80 gloryscoop.com GET / HTTP/1.1
2018-03-14 23:41:23 107.181.172.1.. 80 gloryscoop.com GET /wp-conten..
2018-03-14 23:41:23 107.181.172.1.. 8@ gloryscoop.com GET /wp-conten..
2018-03-14 23:41:23 107.181.172.1.. 80 gloryscoop.com GET /wp-conten..
2018-03-14 23:41:23 216.58.216.106 80  fonts.googleapi.. GET /css?famil..
2018-03-14 23:41:23 94.31.29.16 80  maxcdn.bootstra.. GET /font-awes..
2018-083-14 23:41:23 107.181.172.1.. 80 gloryscoop.com GET /wp-includ..
2018-03-14 23:41:23 107.181.172.1.. 80 gloryscoop.com GET /wp-conten..
2018-83-14 23:41:23 107.181.172.1.. 8@ gloryscoop.com GET /wp-conten..
2018-03-14 23:41:23 107.181.172.1.. 80 gloryscoop.com GET /wp-conten..
2018-03-14 23:41:23 107.181.172.1.

. 80 gloryscoop.com GET /wp-conten..




ip contains "Font update.exe"

Time Src port Dst port Info
2018-03-14 23:42:17 185.38.45.99 80 10.3.14.105 50982 80 - 50982 [PSH, ACK

ip contains "This program cannot be run in

DOS mode"

Time Src port Dst port Info
2018-03-14 23:42:17 185.38.45.99 80 10.3.14.105 50982 80 - 50982 [PSH, ACK



‘ Wireshark - Follow TCP Stream (tcp.stream eq 239) - 2018-traffic-analysis-workshop-block-4-03.pcap — O

GET /indexi.php HTTP/1.1

Host: iaems.edu.eg

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.162 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,image/apng,*/*;q=0.8
Referer: http://gloryscoop.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US5,en;g=0.9

HTTP/1.1 288 OK

Content-Type: application/octet-stream

Accept-Ranges: bytes

Content-Disposition: attachment; filename=Font update.exe
Content-Length: 348182

Date: Wed, 14 Mar 2018 23:42:14 GMT

Server: LiteSpeed

Connection: Keep-Alive

L @ttt i i e ettt ittt i e .1..L.!This program
cannot be run in DOS mode.

T rfiant nirfe. 175 carvar nikfe. T hirne



File > Export Object > HTTP...

M Wireshark - Export - HTTP object list — [] X
PacTcet Hostname Content Type Size Filename C
5073  image2.pubmatic.com  image/qgif 42 bytes Pug?vcode=bz0yJnR5cGUIMSZjb2RIPTMZNTYmdGwIND...
5075 imaged.pubmatic.com  text/plain 0 bytes SPug?partnerlD=22
5079  image2.pubmatic.com  image/qgif 42 bytes Pug?vcode=bz0yJnR5cGUIMSZjb2RIPTI4ANZUMdAGWINDM...
5087  image2.pubmatic.com  image/qgif 42 bytes Pug?vcode=bz0yJnR5cGUIMSZjb2RIPTMxNzgmdGwIND...
5090 image2.pubmatic.com  image/qgif 42 bytes Pug?vcode=bz0yJnR5cGUIMSZjb2RIPTIZNTgmdGwIMTU3...
5144 imageZ2.pubmaticcom  text/html 453 bytes Pug?vcode=bz0y/nR5cGUIMSZjb2RIPTMWNTAMAGWIMTI...
5207 imaged.pubmatic.com  text/plain 0 bytes SPug?partnerlD=156505
5554  iaems.edu.eg application/octet-stream 348 kB indexi.php

v
Save Save All Close Help




Block 4 - Up next...

e Phishing pages

e Tech support scams
 Pop-ups/unexpected web pages
« Exploit kits

 Hands-on exercises



Exploit kits are web servers that
use exploits to take advantage of
vulnerabillities in browser-based
applications to infect a Windows
computer without the user's
knowledge.



Exploit kits




Landing page




2018-traffic-analysis-workshop-block-4-04.pcap

| http.request or http.response e

Time

- 2018-03-1..
2018-03-1..
2018-03-1..
2018-03-1..
2018-03-1..
2018-03-1..

Dst
92
10
92
1@
92
1@

port

.53.120.248 80

-3.15.103

49228

.53.120.248 80

-3.15.163

49228

.53.120.248 80

-3.15.103

49229

Host Info

92.53.120.248 GET /?NTcwMjgx&uglTBcO&YTolLUQBa=bW]lsaw===4..
HTTP/1.1 200 0K (text/html)

92.53.120.248 GET /?MzYzNTAy&DXskBLhxedk&lrljixF=dW5rbm..
HTTP/1.1 200 OK (application/x-shockwave..

92.53.120.248 GET /?Mzg5NDQ5&egrQbX&nx52fgbs=wX3QMvXcIw..
HTTP/1.1 200 OK (application/x-msdownload)



‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - 2018-traffic-analysis-workshop-block-4-04.pcap — O

GET /?

Mzg5SNDQ5&egrQbX&nx52fgbs=wX3QMvXcIwDQDIbGMvrESLtANKknQAGKK2Ir2 dgqyEoH9fmnihNzUSkr26B2aCm3Q&1iQa
ceqPy=bG9jYXR1ZA==&WFbigl=cG9wdWxhcg==&ot1XHkxtoPP=Y2FwaXRhbA==&ucRDtdAUruUgpBr=dW5rbm93bg==&F
CKSPTJIQVNgL1DB=dW5rbm93bg==&KjO0lcvKI=dGFraW5n&zLdswYxtDNTopNt=Y2FwaXRhbA==&thdd3d2d=8PY0J0YCa
FWOi@0ELVZpz4xeBwwQpa-tiefdnx_PeZXU_kGKUQNC950QHYFmmF7F HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.@ (Windows NT 6.1; Trident/7.@; SLCC2; .NET CLR 2.0.50727; .NET CLR
3.5.30729; .NET CLR 3.0.308729; Media Center PC 6.8; .NET4.0C; .NET4.0E; rv:11.8) like Gecko
Host: 92.53.120.248

HTTP/1.1 280 0K

Server: nginx/1.2.1

Date: Thu, 15 Mar 2018 16:54:54 GMT
Content-Type: application/x-msdownload
Content-Length: 2176e8

Connection: keep-alive

Accept-Ranges: bytes

UKL, 0G..... 2....B...AH*. ", . t...LL.p."..,1..C..!K...].:.5.1&..
WV...Z]..9..YeO..... | .

/$........ S9.%........ $.>.HUc@...tK...0.0.<.v.m..e|<..rV....VcDZ..n...C..[{..#..}
Lo j.m#[.g..x(..4G...... g.l..Df..C.z?g5D..... Ul.sP....VeE# /...G.C.<.?B.

a Anl | =__n P Y L L | b BT I |

I chent pkls, & server pkis. 3 turns.



Phishing pages

Tech support scams
Pop-ups/unexpected web pages
Exploit kits

Hands-on exercises (4 pcaps)



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 5. Policy violations



Prohibited activity on your network
Torrent traffic
Hands on exercises



Activity like online gambling, pornography,
an illegal file sharing sites may be
explicitly prohibited by your organization.

Generally, security analysts do not
actively search for policy violations.



Torrent traffic



After downloading a file using a torrent
client, that client often will share the file.

It's trivially easy for content creators to
find out who Is sharing illegal copies of
their work.



We are writing this message on behalf of
HOME BOX OFFICE, INC. ("HBQO"), with
physical offices located at 1100 Avenue of
the Americas, New York, NY 10036,
United States (Attention: Director of Anti-
Piracy).



- mmmmmmms Infringement Details ----------

Title: Game of Thrones

Timestamp: 2017-07-12T19:20

IP Address: [recipient's public IP address]

Port: 57382

Type: BitTorrent

Torrent Hash: ae30ec73d67bc3calafa07cfb9fbeccbeldfe55c
File Name: Game.of.Thrones.S07E01.720p.WEB.h264-
TBS[eztv].mkv

File Size: 1,282 MB



2018-traffic-analysis-workshop-block-5-0O1.pcap

X - | Expression... +

udp and !(dns)

Time port Dst port Info ~

2018-085-14 22:22:58 95.165.174.13@ 54152 10.5.14.162 51413 54152 -+ 51413 Len..
2018-05-14 22:22:58 95.165.174.136 54152 10.5.14.1062 51413 54152 -+ 51413 Len..
2018-05-14 22:22:58 190.228.253.165 51413 10.5.14.162 51413 51413 -+ 51413 Len..
2018-05-14 22:22:58 71.204.2.155 1454 186.5.14.162 51413 1454 -» 51413 Len=.
2018-05-14 22:23:00 84.136.113.216 8999 18.5.14.162 51413 8999 -» 51413 Len=.
2018-05-14 22:23:01 91.89.170.181 51515 10.5.14.102 51413 51515 -» 51413 Len..
2018-05-14 22:23:02 189.13.84.110 18128 10.5.14.102 51413 18128 -» 51413 Len..
2018-05-14 22:23:02 190.228.253.165 51413 10.5.14.102 51413 51413 -» 51413 Len..
2018-05-14 22:23:02 36.81.44.185 60920 10.5.14.102 51413 60920 -» 51413 Len..
2018-05-14 22:23:02 136.56.8.100 61596 10.5.14.102 51413 61596 -» 51413 Len..
2018-05-14 22:23:02 186.182.161.29 31595 10.5.14.102 51413 31595 -+ 51413 Len..
2018-05-14 22:23:03 178.64.95.166 55426 10.5.14.102 51413 55426 -+ 51413 Len..
201R-A5-1A _22:23+AA Q5 1A5 174 133 5A152 14 S 1A 142 51412 SA1587 . 51412 len ¥



1 http.request e

| Time Dst port Host Info
2018-05-14 22:23:11 91.189.95.21 6969 torrent.ubuntu.com:6969 GET /announce?info_hash=%ea%b..

torrent_ubuntu.com: 6969
GET Zannounce?iInfo hash=

In similar traffic, you might also see:
GET /scrape?info hash=



Torrent traffic

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2018-traffic-analysis-... — ]

GET /announce?info hash=rZ¥4Jr AT vAs AV A E Y ey 4 Wh AW e ds s P Ty A2 1510

A yy Ay St i dil=&peer 1d=-TR2940-
mfbxtohqllmg&port=51413&uplogged=0&downloaded=0&left=0&numwant=
80&key=63ba@cl&c ﬂmpact=1&5ﬁtc rypto=1&event=started HTTP/1.1
Host: torrent.ubuntu.com:6&6#59

User-Agent: Transmission/2.94

Accept: */*

Accept-Encoding: gzip;qg=1.@, deflate, identity

HTTP/1.8 280 OK
Content-Length: 367

Content-Type: text/plain
| Draoma* nn-rcachao




<« C 1t @& Secure

 Convert Jf Migh

asciitohex.com

e = wa

URL Encoded HTML Entities

%ed%be%9eM%sb8vse3%e3%17%97
x%b0%3e%90b%97%be%s5c%8d%be

Convert | righight ext



Hexadecimal

)01011 00000101 10000100 e4 be 9e 4d b8 76 e3 e3 17 97
11011 11001011 00110101 78 b@ 3e 90 62 97 be 5c¢ 8d be
)10111 01001000 10001101
)00110 00100011 11010000

Convert | Highlight Text

Decimal



GO gle e4be9e4db876e3e3179778b03e906297be5c8dbe  Q

All Maps Videos Images Shopping More Settings Tools

6 results (0.52 seconds)

BitTorrent download info

torrent.ubuntu.com:6969/ ~
...418,10, 3844, 2.75TiB. e4dbe9e4db876e3e3179778b03e906297be5c8dbe, ubuntu-18.04-desktop-

amdé64.iso, 1.78GiB, 6097, 219, 85784, 149.94TiB.

ubuntu-18.04-desktop-amd64 at Linuxtracker
linuxtracker.org/index.php?page...e4be9e4db876e3e3179778b03e906297be5c8dbe ~

Apr 30, 2018 - Info Hash, e4be9e4db876e3e3179778b03e906297be5c8dbe. Who thanks. tokopan
BRFoton gerinho sverre26. Description, Ubuntuis a ...



2018-traffic-analysis-workshop-block-5-02.pcap

http.request HES <) ooresson.. | +

Dst port  Host Info i
—+ 2018-03-18 20:48:14 2087.241.226.. 6969 btl.archive.org:6969 GET /scrapefinfo hash=%..
2018-03-18 20:48:15 207.241.227.. 80 1a600206.us.archive.org,1a60020.. GET /12/items/Plan_9 fr..
2018-03-18 20:48:30 207.241.226.. 6969 btl.archive.org:6969 GET /announce?info hash..
2018-03-18 20:48:31 207.241.231.. 6969 bt2.archive.org:6969 GET /announce?info_hash..

2018-03-18 20:48:32 54.197.251... 80 1-29.b-44358.ut.bench.utorrent... POST /e?1=29 HTTP/1.1
2018-03-18 20:48:32 23.21.139.1.. 80 1-139.b-44358.ut._bench.utorrent.. POST /e?i=139 HTTP/1.1
2018-03-18 20:48:32 23.21.92.252 80 1-32.b-44358.ut.bench.utorrent... POST /efi1=32 HTTP/1.1
2018-03-18 20:48:32 23.23.85.1 80 1-43.b-44358.ut.bench.utorrent... POST /e?i=43 HTTP/1.1
2018-03-18 20:48:32 23.23.85.1 80 1-43.b-44358.ut.bench.utorrent... POST /efi=43 HTTP/1.1
2018-03-18 20:48:32 23.23.85.1 80 1-43.b-44358.ut.bench.utorrent... POST /efi=43 HTTP/1.1

A1 _A2_12 WIA-A9-2A4 DIAT A1 2T QG 1aRAAYIAA ue arncrhiwvua Ao 3 acRAATR GET 12 fi¥amec iD]lan O £m



| bittorrent.info_hash

Time
2018-03-18
2018-03-18
2018-83-18
2018-83-18
2018-83-18

Src

20:48:29 106.3.18.165
20:48:29 10.3.18.165
20:48:31 18.3.18.165
20:48:31 10.3.18.165

X - | Expression... +

port

49642
49643
49655
49654

20:48:31 94.23.252.167 45012

Dst
124.150.93.1..
212.92.115.47
63.229.172.38
94.23.252.167
10.3.18.185

port Info

46613 Handshake
48359 Handshake
51413 Handshake
45012 Handshake
49654 Handshake

Extended

Fri we '22:

122 bytes on wire (976 bits), 122 bytes captured (976 bits)
¢ II, Src: HewlettP 1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear b6:93:f1 (20
"~ Protocol Version 4, Src: 10.3.18.105, Dst: 124.150.93.183
~asmission Control Protocol, Src Port: 49642, Dst Port: 46A13.
v BitTorrent
Protocol Name Length: 19
Protocol Name: BitTorrent protocol
Reserved Extension Bytes: 9000000000100005
SHA1 Hash of info dictionary: d@deda34d3a@d6b6deS57abccbf287bBa749024395
Peer ID: 2d5554333533532d46adbe58a02b6fc8221c2442

“aq: 1, Ack: 1, L



Frotocol Name: BiTlorrent protocol

Reserved Extension Bytes: 00000000001068005
SHA1 Hash of info dictionary: d@4eda34d3a@d66de57abccbhf287bBa749824395

Peer ID: 2d5554333533532d46a"

Expand Subtrees Shift+Right
Expand All Ctrl+Right
Collapse All Ctrl+Left
Apply as Column

Apply as Filter b
Prepare a Filter 4
Conversation Filter C
Colorize with Filter C
Follow 4
Copy '
Show Packet Bytes...

Export Packet Bytes... Ctrl+H
Wiki Protocol Page

Filter Field Reference

Protocol Preferences 0

Decode As...
Go to Linked Packet
Show Linked Packet in New Window

All Visible ltems Ctrl+Alt+Shift+£
All Visible Selected Tree Items

Description Ctrl+Alt+Shift+[
Field Name Ctrl+Alt+Shift+F
Value Ctrl+Alt+ Shift+\
As Filter Ctrl- 4 WiF

Bytes as Hex + ASCII Dump
...as Hex Dump
...as Printable Text
...as a Hex Stream
...as Raw Binary




GO gle d04eda34d3a0d664e57abcchf287b0a749024395 y Q

All Maps Videos Images Shopping More Settings Tools

2 results (0.32 seconds)

bt1.us.archive.org hotlist - Internet Archive
https://bt1.archive.org/hotlist.php ~

... 1964 60FPS Build - GoldenEye/Perfect Dark Edition15150138
f0696de7e7a7cd719f873b0dec6f00fa71277fe3; Windows Live Essentials 2012 (offline
setup)15150264d1b26e66dc54dd01760a01ad631958e08ef5dac3; Plan 9 from Quter
Space15132167d04eda34d3a0d664e57abccbf287b0a749024395; Fanfiction.net ...

Outerspace,i# 1 i1, M+ T &, 0 E FHHIR-BTAMO

https://www.btamo.com/s/Outerspace.html ~ Translate this page
Outerspacelit 7 %1% Outerspaceff+ T &, Outerspace & [ =,0uterspaceifl & T &i,Outerspace 25 &R



‘ Wireshark - Follow TCP Stream (tcp.stream eq 23) - 2018-traffic-analysis... — [] ’ X

.BitTorrent protocol......... N.4...d.z...... I.C.-UT353S-
F..X.+0.".%B

3 client pkts, 4 server pkts, 3 tums.

Entire conversation (68 bytes) * Show and save data as ASCII ~ Stream (23 ¥

Find: Find Next

Filter Qut This Stream Print Save as... Back Close Help




Prohibited activity on your network
Torrent traffic
Hands on exercises (2 pcaps)



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 6: Root causes and
false positives



Root causes from web traffic
Root causes from malspam campaigns
False positives

Hands-on exercises



2018-traffic-analysis-workshop-block-6-01.pcap

Src IP SPort Dst [P DPort | Pr

10.4.22.101 62392 185.17.122.212 80 6

Event Message

ETPRO CURRENT_EVENTS Grandsoft EK Exploit Request 2018-04-20

Grandsoft EK on 185.17.122.212



2018-traffic-analysis-workshop-block-6-01.pcap
http.request and ip.addr eq 185.17.122.212

Time port Host Info

{» 2018-04-22 04:42.. omgbohpooh . ruptured-lhmnationstex.xyz GET /commanders_cutting.html

y 2018-04-22 04:42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /getversionpd/1/2/3/4 HT
2018-04-22 04.42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /favicon.ico HTTPR/1.1
2018-04-22 04:.42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /2/3913 HTTF/1.1

omgbohpooh.ruptured-lhmnationstex.xyz

Left click on the last HTTP GET request and
follow TCP stream or HTTP stream

L ]Expressinn... + Ap




http.request or ssl.handshake.type == —

Time port Host Server Name Info -
2018-04-22 04:42.. 80 elitegol.me GET / HTTP/1.1
2018-04-22 04:42.. 80 www.elitegol.me GET / HTTP/1.1
2018-04-22 04:42.. 80 www.elitegol.me GET /elitegol/style/general.
2018-04-22 04:42.. 80 www.elitegol.me GET /elitegol/style/mensaje.
2018-04-22 04:42.. 80 www.elitegol.me GET /elitegol/style/mensaje.
2018-04-22 04:42.. 80 www.elitegol.me GET /elitegol/img/logo.png F
2018-04-22 04:42.. 80 4.bp.blogspot.com GET /-5gFdEJACSUI/UiZM5enBwlk
2018-04-22 04:42.. 80 2.bp.blogspot.com GET /-5MO7aTt7R4Y/Ui2UgUyn_E
2018-04-22 04:42.. 80 2.bp.blogspot.com GET /-_dSxbJlpAqGM/UQM1baugHs
2018-04-22 04:42.. 80 3.bp.blogspot.com GET /-rOsfBHL7XIU/UQM1lgPasSqgh
2018-04-22 04:42.. 80 1h6.ggpht.com GET /_gKQKwLZ8XUs/TIVSZTMXTt -

L ]

The first HTTP request is to elitegol.me, and the
last few HTTP requests are for Grandsoft EK



| http.request and ip.addr eq 185.17.122.212

Time port Host Info

{» 2018-04-22 04:42.. omgbohpooh . ruptured-lhmnationstex.xyz GET /commanders_cutting.html

y 2018-04-22 04:42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /getversionpd/1/2/3/4 HT
2018-04-22 04.42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /favicon.ico HTTPR/1.1
2018-04-22 04:.42.. 80 omgbohpooh.ruptured-lhmnationstex.xyz GET /2/3913 HTTF/1.1

] Expression... + Ap

omgbohpooh.ruptured-lhmnationstex.xyz

Left click on the first HTTP GET request and
follow TCP stream or HTTP stream



Root causes from web traffic

GET /commanders_cutting.html HTTP/1.1
Accept: frewt/html _application/ebhtmliwm] K K

Referer: http://www.theadgateway.com/a/display.php?
r=15696978&subl1=114842&treqn=849970631&runauction=1&crr=c174e1402fad4ce7cbl0awhGcug2ckFmRy
USZt5CbvdwZ0 1Gb 15yd3dnRyUiRyUSQzUCCORHa3b037b4c6bb35bb3e078&ch random=0.05035956778904127
Ecbtitle=&cbiframe=1&cbwWidth=17&cbHeight=0&cbdescription=R&cbkeywords=&cbref=http%3A%2F
%2Fwww.elitegol.me%2Fadsh. php

ACCept-Language. en-uUs

User-Agent: Mozilla/5.0 (compatible, MSIE 9.0, Windows NT 6.1; Trident/5.0)
Accept-Encoding: gzip, deflate

Host: omgbohpooh.ruptured-lhmnationstex.xyz

Connection: Keep-Alive

HTTP/1.1 200 OK Referer:

Server: nginx/1.10.3

Date:. Sun, 22 Apr 2018 04:42'57 GMT
Content-Type: text/html, charset=utf-8
Transfer-Encodina: chunked

B ol mbkea B aasiames mbhe B b omas on




ip contains omgbohpooh.ruptured-lhmnationstex.xyz

' |ip contains omgbohpooh ruptured-lhmnationstex xyz X ~| Expression... + Apply this filter
Time port Host Info
= 2018-04-22 142, . HTTP/1.1 302 Found (teg

2018-04-22 04:42.. 80 omgbohpooh. ruptured-lhmnationstex.xvz GET /gommanders_cutting
2018-04-22 04:42.. 80 omgbohpooh.ruptured-lhmnationstex.xyvz GE etversionpd/1/2/:
2018-04-22 04:42.. 80 omgbohpooh. ruptured-lhmnationstex.xvz GE avicon.ico HTTP/1
2018-04-22 04:42.. 80 omgbohpooh.ruptured-lhmnationstex.xvz /273913 HTTR/1.1

HTTP/1.1 302 found



Referer lines may not contain all requests in the chain

GET /19sLbb?
external_id=15243721640842711042239391679741842&ad_campaign_id=103519620&source=Adcashé&s
ub_id_1=1569697-3295255860-0 HTTP/1.1

Accept: trext/html, application/xhtml+xml,  */*

Referer: http://www.theadgateway.com/a/display.php?
r=15696978&sub1=114842&treqn=849970631&runauction=1&crr=cl174e1402fad4ce7cb6l0awhGcug2ckFmRy
USZt5CbvdwZ01Gb15vd3dnRyUiRyUSQzUCCcORHa3b037b4c6bb35bb3e@78&chbrandom=0.05035956778904127
Bcbtitle=&cbiframe=1&cbwWidth=17&cbHeight=0&chbdescription=&cbkeywords=&cbhbref=http%3A%ZF
%2Fwww.elitegol. me%2Fadsh. php

ACCepL-Languade. en-o0s

User-Agent: Mozilla/5.0 (compatible, MSIE 9.0, Windows NT 6.1; Trident/5.0)
Accept-Encoding: gzip, deflate

[Host: cashl123.us

Connectlon: Keepl—m .
e s sz s | 10U €ASh123.Us — same Referer:

Server. nginx
Darte: Sun. 22 Anr 2018 (04:42:517 GMT

2 Flharnt ke 9 sarvar e 3 EHiFRe




www.elitegol.me

www.elitegol.me - GET /adsh.php
URL to xml.pdn-1.com

URL to www.theadgateway.com
URL to cash123.us

Landing page for Grandsoft EK



2018-traffic-analysis-workshop-block-6-02.pcap

People are getting hit by a fake
AV pages. They merely have to
kill their browser process to fix
things, but how does it happen?



SPort Dst IP DPort | Pr

172.16.100.37 64226 172.16.100.1 53 17
172.16.100.37 49231 185.224.215.251 80 b

Event Message

ET DNS Query to a .tk domain - Likely Hostile
ET POLICY HTTP Request to a *.tk domain



0 http.request and ip contains .tk .

Time port Host Info

'] Expression... + =

1+ 2018 - aeen detail-cameback. .tk GET /index/72601510941471 HTTF
2018-04-24 15:55.. 80 added-horror. tk GET /7number=877-506-7276 HTTF
2018-04-24 15:55.. 80 added-horror. tk GET /include/ie/defender.png k
2018-04-24 15:55.. 80 added-horror. tk GET /include/en.mp3 HTTF/1.1
2018-04-24 15:55.. 80 added-horror. tk GET /favicon.lico HTTP/1.1

detail-cameback.tk - GET /index/?2601510941471
added-horror.tk - GET /?number=877-506-7276



Follow the HTTP stream for the first HTTP request
to coaching-journey.com

<script>window.location.replace("http://detail-cameback.
tk/index/?2601510941471"),window.location.href = "http:
//detail-cameback.tk/index/?2601510941471";</script>
<IDOCTYPE html>

<html lang="en-US" prefix="0g: http://ogp.me/ns#">
<head >



Root causes from malspam campaigns



2018-traffic-analysis-workshop-block-6-03.pcap

NOTE: This and the remaining pcaps
contain various other traffic not
directly related to the infection (NBNS,
DHCP, windows update traffic, etc).



2018-traffic-analysis-workshop-block-6-03.pcap

SPort | DstIP Pr | Event Message

: ET POLICY Binary Download Smaller than 1 MB Likely Hostile
ET POLICY PE EXE or DLL Windows file download HTTP

ET INFO Executable Retrieved With Minimal HTTP Headers -...
ET POLICY Possible External IP Lookup ipinfo.io

'1?2 16.100.49 49161 54.221.221.65 M 6  ET POLICY External IP Lookup api.ipify.org

193.181.186.127 451 172. 16,1—00'49 49167 5 ET POLICY OpenSSL Demo CA - Internet Widgits Pty (O)
78.155.219.199 447 aﬁfi 16.10048--4180 6 ETPRO TROJAN Trickbot SS5L Certificate Detected Sae

_———_—

20?.1}9._15.83——114'9'—— 172.16.100.49 49170 6  ET POLICY OpenSSL Demo CA - Internet Widgits Pty (O) \‘~\




2018-traffic-analysis-workshop-block-6-03.pcap

107.180.25.48: EXE or DLL download

ET POLICY OpenSSL Demo CA
93.181.186.127 - TCP port 451
Various IP addresses - TCP port 449



File Edit View Go Capture Statistics Telephony Wireless Tools Help

4 B @ @ Display Filters...

Display Filter Macros..,

5= = L

|M | Apply a display filter ... <Ctrl-/

Time S Apply as Filter b port Info

2018-04-19 02:.24.. 0 Prepare a Filter y19.2.. 67 DHC
Analyze 9 1 Conversation Filter Ir: 49 o8 agsﬂ

1 Enabled Protocols... Ctrl+shift+E ¢ Mem

Decode As... | prrr™ 1 53 Sta
21 _4_19 E 24 1 Reload Lua Plugins Ctri+shift+L Hgm
2018-04-19 02:24.. 1 SCTP Vi 5. Sta
2018-04-19 02:24.. 1 Follow .1 137 Reg
2018-04-19 02:24.. 1 T T .1 137 Reg



Root causes from malspam campaigns

‘ Wireshark - Decode As... e xs

i

Field Value Type Default Current

TCP port 447  Integer, base 10 (none) SSL
TCP port 449  Integer, base 10 (none) SSL
TCP port 451  Integer, base 10 (none) SSL

+| - |m

Help Save Cancel \ oK




(http.request or ssl.handshake.type == 1) and

Apply this filter

— e s PO pose—— kI = T
2018-04-19 02:25m 107 .180,25.48 BB ccmlongueULl ca GET /seclogo.bin HTTR/1.1
2018-04-19 02:27.. 216.239.36.21 80 ipinfo.io GET /ip HTTP/1.1
2018-04-19 02:27.. 54.221.221.65 80 api.ipify.org GET / HTTP/1.1
2018-04-19 02:29.. 93.181.186.127 451 Client Hello
2018-04-19 02:29.. 173.205.30.73 B0 www .download.windowsupdate.com GET /msdownload/update/v3/s
2018-04-19 02:29.. 78.155.219.1989 44? Client Hello
2018-04-19 02:30.. 207.140.15.87 448 Client Hello
2018-04-19 02:30.. 173.205,.30.115 80 www. download.windowsupdate.com GET /msdownload/update/v3s
2018-04-19 02:30.. 68.227.31.46 449 Client Hello
2018-04-19 02:30.. 173.205.30.113 88 www. download.windowsupdate.com GET /msdownload/update/v3/s
2018-04-19 02:30.. 68B.227 .31 .46 449 Client Hello
2018-04-19 02:30.. 173.205.30.113 80 www.download.windowsupdate.com GET /msdownload/update/v3/s
2018-04-19 02:31.. 46.20.207.204 448 Client Hello
2018-04-19 02:31.. 46.20.207.204 448 Client Hello
2018-04-19 02:31.. 46.20.207.204 448 Client Hello
2018-04-19 02:31.. 46.20.207.204 448 Client Hello
2018-04-19 02:31.. 8.253.112.121 80 www wnload.windowsupdate.com GET /msdownload/update/v3/s
2018-04-19 02:31.. 8.253.112.121 80 wnload.windowsupdate,. com GET /msdownload/update/v3/
2018-04-19 02:31.. 8.253.112.121 80 wnload.windowsupdate,.com GET /msdownload/update/v3/s
2018-04-19 02:31.. 8.253.112.121 80 wnload.windowsupdate.com GET /msdownload/update/v3/s

2018-04-19 02:32.. 194.87.103.45 447 Client Hello



ccmlongueuil.ca - GET /seclogo.bin

93.181.186.27 port 451
78.155.219.199 port 447
207.140.15.87 port 449
26.20.207.204 port 449
194.87.103.45 port 447



Root causes from malspam campaigns

Go g|€ "ccmlongueuil.ca” "seclogo.bin® trickbot

All Maps Videos Shopping News More Settings Tools

About 5 results (0.42 seconds)

URLhaus | http://ccmlongueuil.ca/seclogo.bin
https://urlhaus.abuse.ch/url/6019/ =

Apr 17,2018 - ID: 6019. URL: http://ccmlongueuil.ca/seclogo.bin. URL Status: Online. Host:
ccmlongueuil.ca. Threat: Malware download. Google Safe Browsing: Clean. Spamhgus DBL: Abused
domain (malware). SURBL: Blacklisted. Reporter: @droethlisberger. Tags: exe Tjj

Fake HSBC Your HSBC application documents delivers Trickbot via ...
ttps.//myonlinesecurity.co.uk/fake-hsbc-your-hsbe-application-documents-delivers-tr... =
Apr 17, 2018 - This malware doc file downloads from htip://ccmlongueuil.ca/seclogo.bin which is

P (R | IR T R TR T (L T Fo L B B o T R N . T [PRR [N [ T




Root causes from malspam campaigns

GET /seclogo.bin HTTP/1.1
Host: ccmlongueuil.ca
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 19 Apr 2018 02:24:40 GMT
Server. Apache

Last-Modified: Tue, 17 Apr 2018 11:26:57 GMT
ETag: "69c02de-5acBf0-56a099db9es30"
Accept-Ranges: bytes

Content-Length: 371712

vary. Accept-Encoding,User-Agent
Keep-Alive: timeout=5

Connection: Keep-Alive

Content-Type:. application/octet-stream

MZ. R
,This prngram cannut be run in DOS mode.

L%
2 rlhant akte FTET carvar nakte T Mirne



File = Export Objects - HTTP...

A

Wireshark - Export - HTTP object list

Packe * Hostname

71

www.msftncsi.com
cemlongueuil.ca

463

477

1624
2830
2886
2934
2980

ipinfo.io

api.ipify.org
www.download.windowsupdate.com
www.download windowsupdate.com
www.download.windowsupdate.com
www.download.windowsupdate.com
www.download.windowsupdate .com

Help

Content Type Size
text/plain 14 bytes
application/octet-stream

text/htrmi 16 bytes
text/plain 15 bytes
applicationfynd.ms-cab-compressed 53 kB

(AT [
Filename
ncsitxt
seclogo.bin
P
f
authrootstl.cab

applicationfynd.ms-cab-compressed 54 kB authrootstl.cab
applicationfynd.ms-cab-compressed 54 kB authrootstl.cab
applicationfynd.ms-cab-compressed 54 kB authrootstl.cab
applicationjvnd.ms-cab-compressed 54 kB authrootstl.cab

Save All Close | Save




$ fFile seclogo.bin

seclogo.bin: PE32 executable (GUI)
Intel 80386, for MS Windows

$ shasum -a 256 seclogo.bin

3FF628ab4a53chb24b53120890bdd6847e962
bc6ad2t5d4d6aedle23bh38850a3e



Google search:

3ff628ab4a53ch24b53120890bdd
6847e962bc6ad42ft5d4d6aedle?23b
38850a3e site:www.hybrid-
analysis.com



Root causes from malspam campaigns

Go gle 3ff628abda53cb24b53120890bdd6847e962bcbad25ddde L O

All Maps Videos Images Shopping More Settings Tools

1 result (0.29 seconds)

Free Automated Malware Analysis Service - powered by Falcon ...
https://www.hybrid-analysis.com/.../94calb76f0cf5d04e1cdffe24667cd261dc2c3c4853f...
Apr 18,2018 - ... PE32 executable (GUI) Intel 80386, for MS Windows; Context: http://
ccmlongueuil.ca/seclogo.bin; MD5; 0dc94f956e517eab9f4a3cd623bebb59; SHAT;
0c8797ccdefde7B8ebbeel18a0774eebBesbb3e76; SHAZS56;
3ff628ab4a53cb24b53120890bdd6847e962bcbad2fSd4d6aed1e23b38850a3e ...



Root causes from malspam campaigns

& & O | @ Secure | https://www.hybrid-analysis.com/sample/94ca0b76f0cf5d04eledffe24667cd

HYBRID AHome ESubmissions~ WResources~ = Contact

AMALYSIE

04172018HSBC)SZZH_app.doc %

Analyzed on April 18th 2018 00:04:29 (CEST) running the Kermelmode monitor and action script Heavy Anti-Evasion
Guest Systern: Windows 7 32 bit, Horme Premium, 6.1 (build 7601), Service Pack 1
Report generated by Falcon Sandbox v8.00 @ Hybrid Analysis

% Overview || ® Sample (13KiB) | @ Downloads ~ [ External Reports» = (O Re-analyze  [) Hash Not Seen Before  [[) Mo sin

I idarmt Dacrmermes



False positives






An alert may be a true positive, but it
doesn't mean something bad happened.

For example, a "malvertisement
redirection” alert in web traffic could have
happened, but the follow-up malicious
traffic never occurred.



alert http SHOME_NET any -> SEXTERNAL_NET
any (msg:"ET CURRENT _EVENTS RIG EK
Landing URI Struct";
flow:established,to_server;
content:"/?PHPSSESID=njr"; http_uri;
fast_pattern:only; classtype:trojan-activity;
sid:2019072; rev:3;)



Root causes from web traffic
Root causes from malspam campaigns
False positives

Hands-on exercises (2 pcaps)



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 7: Bringing it all together:
Writing incident reports



Incident report format
Internal network description
Exercise 1

Exercise 2

Exercise 3

Exercise 4






FORMAT

Executive summary
Detalls

Indicators of
compromise (I0OCs)




EXECUTIVE SUMMARY

On 2018-04-24 at ?7:?7? UTC, a
Windows computer used by ?7? was
iInfected with ?7?

Sentence: origin of infection, If known
Sentence: corrective actions taken



DETAILS

victim's |P address

victim's host name

victim's MAC address

victim's Windows account name



10Cs

|IP addresses and ports
Domain names
File hashes



Internal network description



Domain: thunderlife.net
Network segment: 172.16.1.0/24

Domain controller; 172.16.1.8
THUNDERLIFE-DC

Segment gateway: 1/2.16.1.1
Broadcast address: 172.16.1.255



Block 7 - Up next...
 Incident report format

 Internal network description
* Exercise 1
e Exercise 2
 Exercise 3
e Exercise 4



2018-traffic-analysis-workshop-block-7-
exercise-1.pcap

On 2018-04-24 at ?7:7?? UTC, a
Windows computer used by ?7? was
iInfected with 7?7

Sentence: erigir-of-nfection—fkhown
Sentence: correctiveactions-taken



ALERTS

SPort | DstIP DPort | Pr | Event Message

172.16.1.115 49200 54.183.248227 80 6 ETPRO TROJAN FormBook CnC Checkin (POST)
172161115 49203 40.84.192221 80 6 ETPROTROJAN FormBook CnC Checkin (POST)
172.16.1.115 49206 149.210.195.85 80 6

172.16.1.115 49209 1566720920 80 6 EETPRO TROJAN
172.16.1.115 49212 5286.22.136 80 6

172161115 49215 162213240164 80 6 ¢ FOrMbOOK CnC
172.16.1.115 49221 107.164.17.51 80 6 ' ( )
172.16.1.115 49224 19854.117.217 80 6 Checkin (POST
172.16.1.115 49227 23245.187.10 80 6 ETPRO TROJAN FormBook CnC Checkin (POST)
172.16.1.115 49230 52212.175227 80 6 ETPRO TROJAN FormBook CnC Checkin (POST)



(http.request or ssl.handshake.type == 1) and

l(udp.port eq 1900)

Time Dst port Host Info

++ 2018-04-24 : 25.. .msftncsi.com GET /ncsi.txt HTTP/1
2018-04-24 02:29.. 198.54.117.244 80 www.maennerpillen-1i. GET /wa/7EN60=_bG4pT
2018-04-24 02:29.. 54.183.248,.227 80 www.biikooroo.com GET /wa/7?TBZ8=SGvksV
2018-04-24 02:29.. 54.183.248.227 80 www.bilikooroo.com POST /wa/ HTTP/1.1
2018-04-24 02:31.. 40.84.192.221 80 www.stopforeclosureo. GET /wa/7EN6O=_bG4pfT
2018-04-24 02:31.. 40.84.192.221 80 www.stopforeclosureo. POST /wa/ HTTP/1.1
2018-04-24 02:31.. 40.84.192.221 80 www,.stopforeclosureo. POST /wa/ HTTP/1.1
2018-04-24 02:31.. 149.210.195.85 80 www.abba-eve.com GET /wa/7?fBZ8=67qelq
2018-04-24 02:32.. 149.210.195.85 80 www.abba-eve.com POST /wa/ HTTP/1.1
2018-04-24 02:32.. 149.210.195.85 80 www.abba-eve.com POST /wa/ HTTP/1.1
2018-04-24 02:32.. 156.67.209.20 80 www.rantangan.online GET /wa/7TBZ8=ITgLSB
2018-04-24 02:32.. 156.67.209.20 80 www.rantangan.online POST /wa/ HTTP/1.1
2018-04-24 02:32.. 156.67.209.20 80 www.rantangan.online POST /wa/ HTTP/1.1
2018-04-24 02:33.. 52.86.22.136 80 www.earlyrecord.com GET /wa/7EN6O=_bG4pfT
2018-04-24 02:33.. 52.86.22.136 80 www.earlyrecord.com POST /wa/ HTTP/1.1

2018-04-24 02:33.. 52 A6.22 136 B0 www.earlvrecord.com POST Jwa/ HTTF/1 .1

4 k



WHOQO

kerberos.CNameString and
l(kerberos.CNameString contains S)



kerberos.CNameString and

I(kerberos.CNameString contains )

xpression... + Apply this filter

ke

Time Src port Dst port Info
2018-04-24 1 25.. .16.1.115 49183 172, AS-REQ
88 AS-REQ

2018-04-24 02:25.. 172.16.1.115 49184 172 .16.
2018-04-24 02:25.. 172.16.1.8 88 172.16.1.115 49184 AS-REF
2018-04- 24 62:25m 172.16. 1 8 BB 1?2.16.1.115 49185 TGS-REFP

P W P | A =7 A A= A_A A AT e bl o s

» Frame 4@5. 289 bytes on wire (2312 bits), 289 bytes captured (2312 bits)
» Ethernet II, Src: HewlettP_ea:40:al1 (00:50:8b:ea:40:a31), Dst: Dell_c2:09:6a
» Internet Protocol Vversion 4, Src: 172.16.1.115, Dst: 172.16.1.8
» Transmission Control Protocol, Src Port: 49183, Dst Port: 88, Seq: 1, Ack: 1
+ Kerberos

» Record Mark: 231 bytes

v as-req

pvno. 5

msg-type: krb—as—req (10 )



CNameString: warren.harris

msg-type. krb-as-req (10)
» padata: 1 item
* req-body
Fadding: ©
» kdc-options: 40810010 (@rwardable, renewable, canon
» cname

name - tyDE' HRBE HT ENCIFAL (1)

red

F SNAlMe
4911 =@ 2T7 oG9 (9 A e FLITED



Block 7 - Exercise 1

Select the CNameString field and
"Apply as Column”

CNameString:. warren.harrils
realm:. THUNDERLIFE
¥ sndame Expand All
name-type: KRBS-NT-SRWV-INST |
» sSname-string: 2 1tems
till: 2037-09-13 02:48:05 (UTC I ZEERCIELT
rtime: 2037-09-13 02:48:05 (UTC
nonce. 78667756
* efype:. 6 1tems
ENCTYPE: eTYPE-AES256-CTS-HM4  Conversation Filter
EMCTYFE: eTYPE-AES128-CTS-HM:  colorize with Eilter

Collapse All

Apply as Filter

Prepare a Filter




[l

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

o

02
02:
02:
02
02
02:
02:
02
02
02.
02
Q2.
02
2.
2.
02

[ I

25..
29..
25..
255
e
a1
e
e
e
e
G
23..
25..
295...
e
e T

L I =

.16,
.16,
.16,
.16
.16
.16
.16
.1B.
.1B.
.1B.
.1b.
.1b.
.1b.
.1b.
.1b.
.1b.

L =

e e e e i el

16,
16,
16,
.16.
.16.
.16.
.16.
.1b.
.16.
.16b.
.1b.
.1b.
.1b.
.1b.
.1b.
.1b.

L (=

A RRRRPRRRPRRPBRRRPRRRPER R R

port
49169
49174
49175
88

88
49180
49181
88

88
491854
49185
49186
49188
49191
49192
49194

AN NE

* | Expression...

CMamestring
HARRIS-FC%
HARRIS-PC%
HARRIS-PC%
HARRIS-PC%
HARRIS-PC%
HARRIS-PC%
HARRIS-PC%
warren.harris
warren.harris
warren.harris
warren.harris
warren.harris
warren.harris
warren.harris
warren.harris
HARRIS-PC%

+ Apply this filter

nfo

TGS -REP
TGS-REFP
TGS-REP
AS-REQ
AS-REQ
AS -REP
TGS-REP
AS-REQ
AS-REQ
AS-REF
TGS-REP
TGS-REP
TGS-REP
TGS -REP
TGS -REP
TGS -REP

e L2



Block 7 - Exercise 1

2018-04-24

2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24
2018-04-24

2018-04-24
IMN1R-NA-24

X | Expression...

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02
02
02!

02:
N2

i
25,
e
a
b oy
e
e
e
el
.
e
Feb T
et
28...
25...
25...
23...
23...

2?5

src

172.
172.
172.
172,
172,
172.
172.
172.
172.
172.
172.
172,
172.
172.
172.
172.
172.
172.

172

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

16

S e e = e T e e e el i e e e —

115
115
115
115
115
115
115
115
115
115
115
115
115
115
115
.11b
115
.11

116

port Dst

137
137
137
137
137
137
137
137
137
137
137
137
137
137
137
137
137

137
197

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172,
172,

1732

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

1A

e e e = = = = = S SCR SO SR S

el el el el el ] —

[+J [J
o oen
o oen

. 299

. 299
. 299
. 299
. 239
. 220

255

port

137
137
137
137
137
137
137
137
137
137
137
137
137
137
137
137
137

137/
127

Info

Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration

NE
NE
NE
NE
NE
NB
NB
NB

HARRIS-FC<00=
THUNDERLIFE=..
HARRIS-FC=20=
HARRIS-FC=20=
THUNDERLIFE=..
HARRIS-FC=<Q0O=
HARRIS-FC<00=
THUNDERLIFE=..
HARRIS-FC<20=

Name gquery NE WPAD=DO=
Registration NB HARRIS-PC<20=
Registration NB THUNDERLIFE=..
Registration NB HARRIS-PC<00=
Name query NB WPAD=00=

Registration
Registration
Registration
Registration

Registration
Fenistratinn

NE
NE
NE
NE

NE
MR

HARRIS-FC<00=
THUNDERLIFE=<..
HARRIS-FC<20>
HARRIS-FC<20>

THUNDERLIFE=<..
HARRTS-Preff>

+  Apply this filter

e



On 2018-04-24 at 02:29 UTC, a Windows
computer used by Warren Harris
showed signs of infection from a
Formbook information stealer.

Sentence: erigir-of-nfection—fkhown
Sentence: corrective-actions-taken



|IP address: 172.16.1.115

MAC address: 00:50:8b:ea:40:al
Host name: HARRIS-PC

User account name: warren.harris



PACKET DISSECTIONS

Step 1:
Step 2.
Step 3:

Step 4.
Step 5

Filter as necessary
Only show columns you want to print

File = Export Packet Dissections -
As Plain Text

Make sure you un-check the Detalls box
Save the packet dissections as a text file



Step 1: Filter on http.request and !(udp)

|l |http.request and !{udp) [ X ~| Expression.. + Apply this filter

Dst . ok L Fm

Align Left ncsi tXt HITP/1.1

198 | | Align Center a/7ENGBO=_bhG4p T18XXWETBZ8=PMeul9e@z5hzuexbhaQ+xJPxaw3EYF..

54 ./ ] align Right /7 TBZ8= Suvksm6vYNMFYrLHngoSNhK?RfTBQlehhlx7GHWdNHeJQ5m

ig Column Preferences... —

Edit Col

40| Edit Column Step 2: Hide all columns except

40, Resize To Contents

149 : .

149 | Destination IP, Destination port,

149 |  Time .

156 [ src =2fHT TP host, and info

156

rt

156 pe Swa/s HTTR/1.1 (application/x-www-form-urlencoded) [TCP s..

52, Dst /wa/7ENED=_bG4pT18XXWE&TBZE8=PAWO1QwMIFCYCCEMIP4G8d4vrh2boft..

52. port /wa/ HTTP/1.1 (application/x-www-form-urlencoded)[TCP s..

52. Host /wa/ HTTPR/1.1 (application/x-www-form-urlencoded)[TCP s..
wa/ " =_bG4p - Z8= qQyxc s9pzdz0JK qolecCer..

162 Server Name /wa/7EN6O=_bG4pT18XXWETBZ8=6MS QNY4s9pzdz0JKT3Aqol10C

167 Jwas HTTPAS 1 fannlicarion/x -www-Form-urlencodedlTCP =.

e



Block 7 - Exercise 1
File > Export Packet Dissections - As Plain Text

Step 3:

|OCs

A
EQ Edit view

Go Capture

2018-traffic-analysis-workshop-block-8-exercise-1.pcap

Analyze Statistics

Telephony Wireless Tools Help

Open

Open Recent

Merge...

i Import from Hex Dump...

Close

Save As...
File Set
Export Specified Packets...

Export Packet Dissections

Export PDUs to File...
Export S5L Session Keys...
Export Objects

Ctrl+0

Ctrl+w

Ctri+shift+5

kL

=

b A e 8l = @ = @ EE

'] Expression...

ATTP/1 .1

1.1

1.1
V

As Plain Text...

bG4pTl8XXWETBZEB=PMeul9ez5hzuexbhaQ+xJPxawW3EYF..
sGVksVBYYNMFY rLHKkYgoSNhK7R/ TBQlehKixXZGHWdNHe JQ5...
(application/x-www-form-urlencoded)Contin..
bG4p Fl8XXWETBZ8=sPpEtNSTyYBbC4QEKNdqQRGXhHS9 TvgA..
{appllcatlunfx www-Torm-urlencoded)Contin..
lon/x-www-form-urlencoded)Contin..
Froawweg8sxeIsu/UgUOpocalgk4Taan..

As CSV... DN/ X -www-form-urlencoded) [TCP s..
N/ ¥ -www-form-urlencoded) [TCP s..

A IICII A . ,

o AreyE 1+HTP5Y/WQ6gb f/n/iE4U1LDS9QOp..

As PSML XML... 0N/ -www-Tform-urlencoded) [TCP s..

As PDML XML... N/ ¥ -www-form-urlencoded) [ TCP s..

B2l

+  Apply this filter

— -




‘ Wireshark - Export Packet Dissections AT [ N

Look in: I /homejdebian-user/Downloads - @ » 4 K [ =

B computer Marme » Size Type Date Modified

B ety Make sure "Details"
is un-checked

Packet Format

File name:

Export As:  Plain text (*.txt) Cancel

Packet Range

Captured e Displayed v Summary line

e All packets 45 Details:

Selected packets only 1

Bytes

Range. 0




|E I0Cs-from-Block-8-exercise-1 - Mousepad (AR 5 S
File Edit Search View Document Help

72.246.196.57 80 www.msftncsi.com GET /ncsi.txt HTTP/1.1 —
198.54.117.244 80 www .maennerpillen-lieferung.info GET /wa/7El
54.183.248.227 80 www.biikooroo.com GET /wa/?fBZ8=SGyksVeyYNM| -
54.183.248.227 80 www.biikooroo.com POST /wa/ HTTP/1.1 (appl]
40.84.192.221 80 www.stopforeclosureontime.com GET /wa/7ENG60O1
40.84.192.221 80 www .stopforeclosureontime.com POST /wa/ HTT|
40.84.192.221 80 www.stopforeclosureontime.com POST /wa/ HTTI
149.210.195.85 80 www .abba-eve.com GET /wa/?fBZ8=67qelqyBCQIY/
149.210.195.85 80 www.abba-eve.com POST /wa/ HTTP/1.1 (appli
149.210.195.85 80 www.abba-eve.com POST /wa/ HTTP/1.1 (appli
156.67.209.20 80 www. rantangan.online GET /wa/?fBZ8=ITgLSBOr{
156.67.209.20 80 www. rantangan.online POST /wa/ HTTP/1.1 (aj
156.67.209.20 80 www . rantangan.online POST /wa/ HTTP/1.1 (a|
j? 86 22 HﬁI 210 ] wed parlvrecard com GET /wa/?FNARO= hﬁgnf]gﬁy;




198.54.117.244 port 80 - www.maennerpillen-lieferung.info - GET /wa/?[long string]
54.183.248.227 port 80 - www.biikooroo.com - GET /wa/?[long string]
54.183.248.227 port 80 - www.biikooroo.com - POST /wa/

40.84.192.221 port 80 - www.stopforeclosureontime.com - GET /wa/?[long string]
40.84.192.221 port 80 - www.stopforeclosureontime.com - POST /wa/
149.210.195.85 port 80 - www.abba-eve.com - GET /wa/?[long string]
149.210.195.85 port 80 - www.abba-eve.com - POST /wa/

156.67.209.20 port 80 - www.rantangan.online - GET /wa/?[long string]
156.67.209.20 port 80 - www.rantangan.online - POST /wa/

52.86.22.136 port 80 - www.earlyrecord.com - GET /wa/?[long string]
162.213.249.164 port 80 - www.91ruitue.com - GET /wa/?[long string]
162.213.249.164 port 80 - www.91ruitue.com - POST /wa/

205.178.189.131 port 80 - www.isidentsu.net - GET /wa/?[long string]
107.164.17.51 port 80 - www.tg88vip.com - GET /wa/?[long string]

and so on...



Block 7 - Up next...
 Incident report format

 Internal network description
e Exercise 1
* Exercise 2
 Exercise 3
e Exercise 4



2018-traffic-analysis-workshop-block-7-
exercise-2.pcap

On 2018-04-24 at ?7:7?? UTC, a
Windows computer used by ?7? was
iInfected with 7?7

Sentence: erigir-of-nfection—fkhown
Sentence: correctiveactions-taken



ALERTS

SPort | DstIP DPort " | Event Message

178.18.132.32 80 172.16.1.97 49201 6  ETPRO EXPLOIT Multiple Vendor Malformed ZIP Archiwv

202.218.245.19 80 172.16.1.97 49209 6  ET POLICY PE EXE or DLL Windows file download HTTP

202.218.245.19 80 172.16.1.97 49209 6  ETINFO Executable Retrieved With Minimal HTTP Heat

202.218.245.19 80 172.16.1.97 49209 6  ETINFO EXE - Served Attached HTTP

172.16.1.97 49210 220.227.24745 443 6 ET CNC Feodo Tracker Reported CnC Server group 14

172.16.1.97 49212 87.106.37.146 8080 6 ET CNC Feodo Tracker Reported CnC Server group 23
AI e rts fo r 8080 6  ET POLICY HTTP Request on Unusual Port Possibly Host

808 b

ETPRO TROJAN W32/Emotet.v4 Checkin

ETPRO TROJAN W32/Emotet.v4 Checkin 2

E m OtEt 8080 6 [ ETPRO TROJAN W32/Emotet.v4 Checkin 3




On 2018-04-24 at 03:52 UTC, a Windows
computer used by Kayla Yates was
iInfected with Emotet



|IP address: 172.16.1.97
MAC address: 00:1f:cf:2e:a7:.6¢c
Host name: YATES-PC
User account name: kayla.yates



File = Export Objects - HTTP...

Packe -
497
928
1356
1391

1707
1711

Help

Wireshark - Export - HTTP object list | ¢ o= g
Hostname Content Type Size Filename
www.msftnecsi.com  text/plain 14 bytes ncsi.txt
waaagh.nl application/msword 156 kB New-order
j-sachi.com applicationfoctet-stream 221 kB kFDfMsR
87.106.37.146:8080 text/html 148 bytes |
87.106.37.146:8080 text/html 184 kB |
87.106.37.146:8080 text/html 148 bytes |

Save All l Close J Save

Cad




Export the application/msword and the
application/octet-stream objects.

Do a file command on each object to
confirm they are a Word document and a
Windows executable.

Do the shasum -a 256 command to get the
SHA256 hashes and search the hashes on
Google or check them In VirusTotal.



SHA256: 6082e675708630a1483130f614717dc24322¢c47926600228f401626¢C
dO5b5e8a
File description: Word doc with macro for Emotet

SHA256: bb12951d05e914887391fe9b023ec23600c2b200f476a61e56dd12ac
cf7abda6
File description: Emotet binary

178.18.132.32 port 80 - waaag.nl - GET /New-order/
202.218.245.19 port 80 - j-sachi.com - GET /kDFfMsR/
87.106.37.146 port 8080 - 87.106.37.146:8080 - GET /



Block 7 - Up next...
 Incident report format

 Internal network description
e Exercise 1
e Exercise 2
* Exercise 3
e Exercise 4



2018-traffic-analysis-workshop-block-7-
exercise-3.pcap

On 2018-04-24 at ?7:7?? UTC, a
Windows computer used by ?7? was
iInfected with 7?7

Sentence: erigir-of-nfection—fkhown
Sentence: correctiveactions-taken



ALERTS

DPort | Pr | Event Message
46.30.42.225 80 172.16.1.201 49%5%0 CURRENT_EVENTS RIG EK Landing Apr 04 2017 M5

46. 9

ET CURRENT_EVENTS SunDown EK RIP Landing M1 B641
9200 ©&  ETPRO CURRENT_EVENTS SunDown EK Landing Feb 13 20...
9200 ©&  ETPRO CURRENT_EVENTS CVE-2015-2419 M1 (b642) Obs...
46.30.42.225 80 172.16.1.201 49200 6  ET CURRENT_EVENTS SunDown EK RIP Landing M4 B641
172.16.1.201 45201 46.30.42.225 80 6  ET CURRENT_EVENTS RIG EK URI Struct Jun 13 2017
46.30.45.78 80 172.16.1.201 49197 ©  ETPRO CURRENT_EVENTS BlackTDS Cookie Set
46.3042.225 80 172.16.1.201 49200 6  ETPRO CURRENT_EVENTS RIG EK Flash Exploit Mar 29 2016
172.16.1.201 49207 66.171.248.178 80 6 | ETPRO TROJAN Win32/GandCrab Ransomware IP Addres...

172.16.1.201 60939 94.249.60.127 5?’? ET TROJAN Observed GandCrab Ransomware Domain (z...

Alerts for GandCrab ransomware




On 2018-04-24 at 03:27 UTC, a Windows
computer used by Myron Dennis was
Infected with GandCrab ransomware



|IP address: 172.16.1.201

MAC address: b8:97:5a:d6:8a:24
Host name: DENNIS-PC

User account name: myron.dennis



46.30.45.78 port 80 - someinit.cf - gate to Rig EK
46.30.42.225 port 80 - 46.30.42.225 - Rig EK

DNS queries for zonealarm.bit

66.171.248.178 port 80 - ransomware.bit - Gandcrab
217.75.83.218 port 80 - ransomware.bit - Gandcrab
193.33.1.19 port 80 - ransomware.bit - Gandcrab



Block 7 - Up next...
 Incident report format

 Internal network description
e Exercise 1
e Exercise 2
 Exercise 3
* Exercise 4



2018-traffic-analysis-workshop-block-7-
exercise-2.pcap

On 2018-04-24 at ?7:7?? UTC, a
Windows computer used by ?7? was
iInfected with 7?7

Sentence: erigir-of-nfection—fkhown
Sentence: correctiveactions-taken



ALERTS

Dst IP

199.30.241.139
199.30.241.139
207.140.15.87
185.228.232.218

80
80
449
447

172.16.1.149
172.16.1.149
172.16.1.149
172.16.1.149

Pr | Event Message

49199 6  ET POLICY Binary Download Smaller than 1 M...

49199 6  ET POLICY PE EXE or DLL Windows file downloa...
49204 6 _ ET POLICY OpenSSL Demo CA - Internet Widgit...
49212 6 | ETPRO TROJAN Trickbot SSL Certificate Detected

Trickbot alert for IP address 172.16.1.149



There are two Windows clients in this pcap.

172.16.1.131
172.16.1.149

You only need to investigate the one with
the Trickbot alert.



On 2018-04-24 at 14:55 UTC, a Windows
computer used by Edwin Henderson
was infected with Trickbot



|IP address: 172.16.1.149

MAC address: 00:13:d4:b9:cd:56
Host name: HENDERSON-PC

User account name: edwin.henderson



chimachinenow.com application/octet-stream
384kB kopores.bin

‘ Wireshark - Export - HTTP object list o (o] s
Packe * Hostname Content Type Size Filename 3
428 www.msftnesi.com text/plain 14 bytes ncsi.txt
1027  www.msftncsi.com text/plain 14 bytes ncsi.txt

chimachinenow.com applicationfoctet-stream 348 kB kopores.bin
1709 icanhazip.com text/plain 14 bytes /
1824  www.gardenclub.org text/html 73 kB |
1891 maxcdn.bootstrapcdn.com  textjcss 21 kB font-awesome.
1905 fonts.googleapis.com text/css 1692 bytes css?family=Br:
1960 www.gardenclub.org text/css 19 kB app.css
1979  www.gardenclub.org text/css 104 kB foundation-flex
2133  www.gardenclub.org text/css 73 kB settings.css

=71 AG wrarnst Aardancli b A e e e e s e e e s e e e e 104G B iAminiary Flharmarn




92.53.77.217 image/png 350kB table.png
92.53.77.217 image/png 350kB toler.png

14041 www.gardenclub.org image/jpeq 223 kB ngc-home
14059 www.gardenclub.org image/svg+xml 137 kB ngc-logo-k
14378 www.gardenclub.org image/jpeq 1080 kB ngc-mobils
14385 www.gardenclub.org image/png 2917 I::ytes fawmn 32

19392 92.53.77.217 image/png 350 kE! table png

EGBG? 92.53, ?? 217 |magefpng 350 kB toler.png

Ell?t] WWW. dr::wnlr::ad windowsupdate.com appllcatlnnmnd ms-cab-compressed 54 kB authrootst
i

Help Save All | Close | Si




172.16.1.149 infected the domain
controller at 172.16.1.8 through SMB.

172.16.1.149 49407
172.16.1.149 49407
172.16.1.149 49407
172.16.1.8 61708
172.16.1.8 61739
80.93.182.178 447

172.16.1.8
172.16.1.8
172.16.1.8
50.19.222.19
80.93.182.178
172.16.1.8

445
445
445
&0
447
61739

Event Message
ET INFO Potentially unsafe SMBv1 protocol...

GPL NETBIOS SMB-DS IPC% share access
GPL NETBIOS SMB-DS C$% share access

ET POLICY External IP Lookup api.ipify.org
PADS New Asset - ssl TLS 1.0 Client Hello
ETPRO TROJAN Trickbot SSL Certificate Det...



File = Export Objects - SMB...

A

Packe ~

19734
19801
20238
20386
20427

Help

Wireshark - Export - SMB object list 4+ 0
Hostname Content Type Size Filename
W172.16.1.8\IPC$ PIPE (Not Implemented) (0/0) W[ 0.00%] 0 bytes samr

W172.16.1.8\C$ FILE (350208/350208) W [100.00%] 350 kB \WINDOWS\4478°
W172.16.1.8\C$ FILE (115712/115712) W [100.00%] 115 kB \WINDOWS\|lgwgf<
W172.16.1.8\PC% PIPE (Mot Implermented) (0/0) W [ 0.00%] 0 bytes \svcctl
W172.16.1.8\IPC% PIPE (Mot Implemented) (0/0) W[ 0.00%] 0 bytes \svcctl

sl | Close | Save

\172.16.1.8\C%




ip.addr eq 172.16.1.8 and
I(ip.addr eq 172.16.1.149) and
I(ip.addr eq 172.16.1.131) and
(http.request or
ssl.handshake.type == 1)



Incident report format
Internal network description
Exercise 1

Exercise 2

Exercise 3

Exercise 4



2018 TRAFFIC ANALYSIS
WORKSHORP

Block 8: Evaluation



2018-traffic-analysis-workshop-block-8-final-
exercise.pcap

Network segment parameters

Host and user identification
Evaluation: find the malicious traffic
Review



Domain: apox-sports.com
Network segment: 10.14.1.0/24

Domain controller: 10.14.1.34
APOX-SPORTS-DC

Segment gateway: 10.14.1.1
Broadcast address: 10.14.1.255



Up next...

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap

» Host and user identification



Ethernet - 1}/

4
Address ¢ -

8.8.4.4
8.41.222/241
8.43.72,51
8.43.72.32
8.43.72.54
8.43072.62
8.44.72.112
8,43.72.113
#253.112.94
E 253 112 245
10.14.1.1
10.14.1.34
10.14.1.103
10.14.1.114
10.14.1.123
10.14.1.152
10.14.1.175
10.14.1.186
10.14.1.255
h“h‘!‘! | =)

-
~~~
—y
-~y

10.14.1.1
10.14.1.34
10.14.1.103
10.14.1.114

10.14.1.123
10.14.1.152
10.14.1.175
10.14.1.186
10.14.1.255

15
10
101

194
15
30

133
o4

458

753

632

021
.0B3
229
234
.534

A1

5750
3786
40 k
3486
59 k
6366
10 k
154 k
30 k
116 k
205 k
124 k
1294 k
346 k
463 k
286 k
206 k

0
27 L

17

14

=14

10
176
13

37
113
69
470
933
471
6,274
1,789
3,149
6,477
2,BB6

214
AQ

2292 United States
1973 United States
17 k United States
2609 United States
35 k United States
4192 United States
7365 United States
14 k United States
11 k United States
42k —
256 k —
197 k —
3527 k —
5958 k —
2653 k —
BO20 k —
3120 k —

21k —
18 I | Imitad Statac

Caoattla v

L]



2018-traffic-analysis-workshop-block-8-final-
exercise.pcap

Evaluation: find the malicious traffic



Of the six hosts,

figure out which ==

one has malicious activity or an
infection. Hint: focus on the Windows
clients.



185.16.41.95 over TCP port 80

Alerts:

ET TROJAN KINS/ZeusVM Variant Retrieving Config

ET TROJAN Trojan Generic - POST to gate.php with
no referer

ETPRO TROJAN Win32/Terdot.A / ZLoader Checkin



Up next...

2018-traffic-analysis-workshop-block-8-final-
exercise.pcap

 Network segment parameters
 Host and user identification

e Evaluation: find the malicious traffic
* Review



The six clients

10.14.1.103 - Vienna-8C57-PC - earnestine.matsuoka
10.14.1.114 - MacBook Pro (macOS)

10.14.1.123 - Samsung Galaxy S6 (Android 7.0)
10.14.1.152 - Tacoma-f82c-PC - stanley.debenham
10.14.1.175 - Austin-4fb2-PC - unknown user
10.14.1.186 - Albany-635e-PC - yarik.rhodes



185.16.41.95 over TCP port 80

Alerts:

ET TROJAN KINS/ZeusVM Variant Retrieving Config

ET TROJAN Trojan Generic - POST to gate.php with
no referer

ETPRO TROJAN Win32/Terdot.A / ZLoader Checkin



| http.request and ip.addr eq 185.16.41.95|= - coresson.. -

Time

2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-

TR G

@2-16
@2-10
@2-10
@2-10
@2-10
@2-16
@2-10
@2-10
@2-10
@2-10
@2-16
@2-10

A 1

23:
23:
23
23:
23:
23:
23:
23
23:
23:
23:
23:

i

52:
143
143
144
54
54 :
1 47
148
148
: 19
57
57

GG

52
53
53

55
55
56
56

34

45
46

50
51

=V

185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.

185

16.

16
16
16
16
16
16
16
16
16
16
16

15

41.
A1,
.41.
.41.
.41.
A1,
A1,
.41.
.41.
.41.
A1,
A1,

A

95
95
a5
a5
a5
a5
95
a5
a5
a5
a5
95

L=

port
80
80
80
80
80
80
80
80
80
80
80
80

A

munachl.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.
munachi.

munachi

ru
ru
ru
ru
ru
ru
ru
ru
ru
ru
ru
ru

W |

Info

GET /ratty/config.jpg H..
POST /ratty/gate.php HT..
GET /ratty/config.jpg H..
POST /ratty/gate.php HT..
GET /ratty/config.jpg H..
POST /ratty/gate.php HT..
GET /ratty/config.jpg H..
POST /ratty/gate.php HT..
GET /ratty/config.jpg H..
POST /ratty/gate.php HT..
GET /ratty/config.jpg H..
POST /ratty/gate.php HT..

CET {fpattwidfronfio OAno W

e




Review

The six clients

10.14.1.103 - Vienna-8C57-PC - earnestine.matsuoka
10.14.1.114 - MacBook Pro (macOS)
10.14.1.123 - Samsung Galaxy S6 (Android 7.0

10.14.1.152 - Tacoma-f82c-PC - stanley.debenham

10.14.1.175 - Austin-4tb2-PC - unknown user
10.14.1.186 - Albany-635e-PC - yarik.rhodes



Suspicious URLs

munachi.ru - GET /ratty/config.jpg
munachi.ru - GET /ratty/gate.php

Look up the info on Google!



The malicious traffic
Go gle "munachi.ru/ratty/config.jpg" L, Q

All Videos Images News Shopping More Settings Tools

FA%a by | BN

I " id r FI"“JII s T WF B RFp IlIIu:’u}jr‘h:’,!luul—l Fphadf B 1 W Wh="ad I Il Wphao Rl & & NSl BB W 0 0 NP5l Hphadfd Tl Ml %f %1 W ¥

null, /ratty/config.jpg.

Free Automated Malware Analysis Service - powered by Falcon ...
https://www.reverse.it/.. .wﬂ 896f49b309c0af28f62a6cbb04fb906294613d24ec02ac...

185.16.41.95:80 (munachi.r T, /ratty/config.jpg, GET /ratty/config.jpg HTTP/1.1 Accept: */*
Connection: Close User-Agent: Mo

Host: munachi.ru Cache-Control:
You visited this page on 4/25/18.

Found in analysis of a malware
| executable on www.reverse.it
Last 1 repnrts on domail

ks s flsiml s impis mmdk femmacd fIaCEfOAE D0 10970 ARLANMN O3 AOCEOEY Th sl -



Analysis for this executable has the
HTTP Traffic same traffic seen in our pcap.

SIWININAS SIST0ILS
185.16.41.95:80 POST [ratty/gate.php POST /ratty/gate.php HTTP/1.1 Accept: */* Cache-Control: no-cache
(munachi.ru) User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW&64; Trident/7.0; rv:1
1.0) like Gecko Host: munachi.ru Content-Length: 345 Connection:
Close ® More Details
185.16.41.95:80 GET [ratty/config.jpg GET /ratty/config.jpg HTTP/1.1 Accept: */* Connection: Close User-A
(munachi.ru) gent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) lik
e Gecko Host: munachi.ru Cache-Control: no-cache ' ® More Details
185.16.41.95:80 POST fratty/gate.php POST /ratty/gate.php HTTP/1.1 Accept: */* Cache-Control: no-cache
(munachi.ru) User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW&64; Trident/7.0; rv:1

1.0) like Gecko Host: munachi.ru Content-Length: 345 Connection:



Review

&« C {7 | & Secure | https://www.reverse.it/sample/4b1c48896f49b309c0af28f62a6cbb04fb906294613d24ec02ac151362b10ad5%environmentid=120 @ ¥
roverseit M Home i=Submissions~ MMResources~ ™ Contact Q Search .. x |® English ~ More~

4b1c48896f49b309c0af28f62a6cbb04fb906294613d24ec02ac151362b10a45.exe % [ malicious [RIEPINC

Analyzed on February 10th 2018 23:59:39 (CEST) running the Kernelmode monitor AV Detection: 17% Indicators

Guest System: Windows 7 64 bit, Professional, 6.1 (build 7601), Service Pack 1 - Labeled as: Trojan.Generic |\ Malicious (27)
-
-

Report generated by Falcon Sandbox v7.30 © Hybrid Analysis - m m m \\ Suspicious (27)
-

Informative (23)
- \
% Overview | ® Login to Download Sample (217KiB) = ® Downloads~ | [l External Reports »  C Re-anal P*ash Not Seen Before | [T) No similar samples I |
. . pors - | O e angfems P S\ Detal
-
A Report Abuse -
—_——— Scree\s\hots W]
-
. - - Hybrid Anglysis (6)
Incident Response.--- e AN
““— etworl I"IEIQSIS
_— Extracted St rin}\
-
- \
- D Accoccrman atod] Eilac (14

Labeled as: Trojan.Generic

ranc | s | s | s

Modifies auto-execute functionality by setting/creating a value in the registry
Spawns a lot of processes




EXECUTIVE SUMMARY

On 2018-02-10 at 23:52 UTC, a
Windows computer used by Stanley
Debanham generated network traffic
Indicating It was infected with banking
malware.

Sentence: Origin of infection Is unknown.
Sentence: host was wiped / re-imaged, etc.



DETAILS

|IP address: 10.14.1.152

MAC address: 00:14:38:1a:d8:66

Host name: Tacoma-f82c¢c-PC

User account name: stanley.debanham



INDICATORS

IP address, domain, and URLS:

185.16.41.95 - munachi.ru - GET /ratty/config.jpg
185.16.41.95 - munachi.ru - GET /ratty/gate.php

SHA256 has of related executable:

4b1c48896f49b309c0af28f62a6cbb04fb90629461
3d24ec02ac151362b10a45



2018-traffic-analysis-workshop-block-8-final-
exercise.pcap

Network segment parameters

Host and user identification
Evaluation: find the malicious traffic
Review



2018 TRAFFIC ANALYSIS
WORKSHORP

You have finished the 2018
Traffic Analysis Workshop!

@ unit
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