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About Us

– We help organisations manage risk, build 
security culture programs and take the 
headache out of starting these programs 
from scratch. 

– Our Program methodology helps engage and 
educate from the Board level through to 
employees and service providers.

– Think of it as building blocks for a more 
secure workforce.

– We offer tiered packages to design, support, 
implement and measure programs. 
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Asia

Europe

Australia

Industries include:

– Banking 

– Financial Services

– Utilities

– Start Ups

– Telecommunications

– Higher Education

– Not for Profit

– Transport 

– Engineering 

– Technology and Software

– Government  

Our Clients 
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Focus for today’s session 
Session overview 

– Toyota embarked on a transformational culture change to bring them back from the brink to 
where they are today. 

– For the last 15 years, the security industry has over relied on technology, with very little 
emphasis on the impact of human collaboration. 

– What can we learn from the manufacturing sector’s human centred approach? 
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Definition of Security Culture

.

There is no single, clear-cut definition of culture, it all depends on your 
perspective, background and interest.

Kai Roer - In his upcoming book “Build a Security Culture”, defines 
security culture as:

The ideas, customs, and social behavior of a particular people or 
society that allows them to be free from danger or threats.

An important thing about creating and/or changing security culture is 
that we must take a holistic approach.

Security is a complex issue: technology, people, and policies are all part 
of it.
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Why should we care about culture? 

• What areas to focus on

• What needs improvement

• Who to engage and how

• Evaluate effectiveness for ongoing improvement

• Resource allocation 
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What is Lean?
Management Philosophy 

– Value streams or processes

– Focused on improving processes

– Clear view of end state/ objectives 

– Lean methods and tools are available

– Employee involvement

– Learn-by-doing approach 

– Culture of continuous improvement

– Lean is a management philosophy based on the 
Toyota Production System (TPS)

– Eliminate everything that does not add value 
(waste) in the customer’s eyes.

– In the case of security culture, our customers 
are employees.

Objective 

Focus & Scope

Approach & Tools
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History of Lean 
Adopted in many different environments
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Lean Facilitates a Culture Change
What is the focus?

Processes, operations, and systems — the work itself — to do more, 
better, with less time, resources and hassle
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Traditional vs Lean 

Traditional Culture Lean Culture

– Function silos – Interdisciplinary teams

– Managers direct – Managers teach/enable

– Benchmark to justify not 
improving: “just as good”

– Seek the ultimate performance, 
the absence of waste

– Blame people – Root cause analysis

– Rewards: individual – Rewards: group sharing

– Supplier is enemy – Supplier is ally

– Guard information – Share information

– Volume lowers cost – Removing waste lowers cost

– Internal focus – Customer focus/ respect

– Expert driven – Process driven
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Cybersecurity is a whole-of-business issue

Historically, cybersecurity has been handled in the IT space. 

But organisations with mature security culture programs partner with HR, 
internal communications, marketing and training.

These teams also hold an important seat at the table in terms of the holistic 
business-wide approach to addressing cyber security.

They are your direct link to end customer/ employee, and therefore behaviour 
change.

Interdisciplinary teams concept 
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Activity 1 
In pairs 

– In pairs, discuss whether security culture in your organisation has a business 
wide approach or if it is siloed in the IT space.

– Brainstorm any ways you have attempted to, or others have attempted to, bring 
together a wholistic security culture approach.

– What other teams do you collaborate with, how, when and why?

– What have been the challenges?
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Let’s share feedback 
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Activity 2 
As a group /table 

– Discuss whether you understand the root cause analysis / issues preventing 
your organisation from having a robust security culture

– Hints 
– Budget
– Management buy in
– Security team has their focus elsewhere
– Consultants expensive
– Content is not engaging / engagement drops off
– We don’t know where the issues are, backed up by data.
– We don’t know where to start the actual Program development as lacking 

skills required.
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Let’s share feedback 
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Activity 3
Process driven 

• To what extend does your Security Culture Program leverage existing processes to be 
efficient and reach the various audiences?

Hints 
– Think of the various touch points that people play in your organisation to 

enable the business to be more secure.
– Employee lifecycle
– Onboarding
– Induction
– Customer outreach
– Projects etc
– Training
– Risk champions

– If you don’t have a program in place , have a think about ways you can 
integrate security culture/ message / activities into existing channels or 
processes.



Case study 

Dr Mark Carey- Smith 



Enex Carbon Client examples 
Tools and Methods 
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Executive Support Tool Kit
A variety of resources and tools to 
assist board members and 
executive managers with 
understanding and limiting the 
risks targeting them. 

Face to Face Training
Targeted training for key user groups in 
order to address a particular risk or 
behavioural pattern within that user 
group. These sessions are very 
successful when staff are in a safe 
environment and comfortable to raise 
any business process or culture related 
topics for discussion. 

Topic Specific On-site Awareness 
Events
Topic specific awareness events with other 
clients, based on the risks they need to 
address. 

Gamified Learning and Development
Gamified learning tools on request.
We can also develop real life games for senior leaders 
that include incident response scenarios. 

Internal Communications & Learning 
Material
Tailored messaging relevant to the Program, 
leveraging newsletters and other channels such 
as the Intranet . 
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Plan on a Page
Exercise 

Let’s get moving on your plan on a page
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Culture is a journey, not a destination

1. ENGAGE 2. DEVELOP 3. IMPLEMENT 4. EVALUATE/IMPROVE

Engage the key stakeholders to define how risk 
and security functions supports the business.

Identify key areas of risk to focus on.

Program development, strawman. 
Timeframes, user communities, key 

messages, delivery methods and materials.

Action the program, establish expected 
outcomes and measurements. 

Leverage tools, exercises and methods 
defined in the program to measure and 

improve over time.



Ideas Lighting Round
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Each table to share their ideas 



Need help? Feel free to contact us 
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We get results
You can have the confidence in knowing our approach has been road-tested before 
– with great results, and is continuously improved from customer feedback. 
Client testimonials available on request

We have lots of content and creative ideas
We’ve built a library of materials and if there’s something different 
you need, we have partnerships with content providers too. 

We have experience across various industries 
We know the Cyber Ninja approach won’t work for everyone, but we’ll 
make sure the Program is engaging.

Our business is built on understanding risk culture
We started Enex Carbon because we were tired of compliance 
based risk and cyber security awareness approaches.
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Team Introduction
Some of our awesome consultants 

Rachel Zainey
Rachel has been in the field of information 
security for eight years, with a strong focus 

on risk and information security 
management. She has a passion for 

engaging all levels of the business including 
educating and empowering at executive 

level. Her expertise lies within delivery of 
risk management education, ISO/IEC 27001 
certifications, security awareness programs, 

communication plans and security 
assurance topics. 

Melissa Misuraca
Melissa has worked in change, 

communications and awareness roles with 
Top 200 ASX listed companies and the 
public sector since 1999. She has lead 

change and communications projects for a 
wide range of clients across sectors 

including utilities, health, retail, education, 
technology, financial services, government 

and gaming/entertainment.
Her specialties include business 

transformation and change communications 
strategies, the implementation of security 
awareness programs and the development 

of training modules.

Richard Sengmany
Richard has been in the field of information 

technology for 10 years, 5 of which have 
been specifically focused on risk and 
information security management.

Expertise lies within engaging people on all 
levels regarding the governance of cyber 

security, Information Security Management 
Systems, ISO/IEC 27001 certifications and 

delivered a range of security culture 
solutions for local and international clients.



Get in touch
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www.enexcarbon.com.au
Business Development

Mark.jones@enexcarbon.com.au

http://www.enexcarbon.com.au/

