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ABOUT ME

Senior Security Researcher at 
Kaspersky Lab
Areas of interest:
● APT Attack Investigation
● Malware Analysis
● Reverse Engineering
● Forensics Analysis
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➢ TECHNICAL DETAILS

➢ CCLEANER AND SHADOWPAD ATTACK

➢ LOOKING FOR SIMILAR MALWARES

➢ SIMILARITIES AND DIFFERENCES

➢ CONCLUSION
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WHAT IS SHADOWPAD
➢ SHADOWPAD IS ONE OF THE LARGEST KNOWN SUPPLY-CHAIN ATTACKS

➢ A BACKDOOR WAS PLANTED IN A SERVER MANAGEMENT SOFTWARE 

PRODUCT USED BY HUNDREDS OF LARGE BUSINESSES AROUND THE 

WORLD 

➢ WHEN ACTIVATED, THE BACKDOOR ALLOWS ATTACKERS TO DOWNLOAD 

FURTHER MALICIOUS MODULES OR STEAL DATA

➢ THE BACKDOOR IS A VERY SOPHISTICATED ATTACK PLATFORM WITH 

SPECIFIC CUSTOM PLUGIN STRUCTURE
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NETSARANG COMPUTER INC.
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STORY STARTED IN A FINANCIAL INSTITUTION
➢ IN JULY 2017, DURING AN 

INVESTIGATION, SUSPICIOUS DNS 

REQUESTS WERE IDENTIFIED IN A 

PARTNER’S NETWORK. 

➢ THE REQUESTS ORIGINATING ON 

SYSTEMS INVOLVED IN THE 

PROCESSING OF FINANCIAL 

TRANSACTIONS. 
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SUSPICIOUS NETWORK TRAFFIC
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SUSPICIOUS NETWORK TRAFFIC
➢ SUSPICIOUS DNS REQUESTS ORIGINATING ON A SYSTEM INVOLVED IN THE 

PROCESSING OF FINANCIAL TRANSACTIONS

➢ DNS QUERIES WERE SENT AT A FREQUENCY OF ONCE EVERY EIGHT 

HOURS.

➢ THE REQUEST WOULD CONTAIN BASIC INFORMATION ABOUT THE VICTIM 

SYSTEM (USER NAME, DOMAIN NAME, HOST NAME). 



9

SOURCE OF THE DNS REQUESTS
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AFFECTED SOFTWARE PACKAGES

• Xmanager Enterprise 5 Build 1232

• Xmanager 5 Build 1045

• Xshell 5 Build 1322

• Xftp 5 Build 1218

• Xlpd 5 Build 1220
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MALICIOUS CODE INSIDE THE NSSOCK2.DLL LIBRARY
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MALICIOUS SHELLCODE STAGE 1
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HOW THE MALICIOUS CODE GETS TRIGGERED

➢ ENCRYPTED MALICIOUS PAYLOAD WAS ADDED TO THE NSSOCK2.DLL FILE

➢ DECRYPTION ROUTINE IS TRIGGERED IN OBJECT AUTO-INITIALIZATION BY 

THE C RUNTIME CODE

➢ PAYLOAD GETS DECRYPTED AND EXECUTED INSIDE THE NSSOCK2.DLL 

MEMORY SPACE 
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OBFUSCATION TECHNIQUE
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OBFUSCATION TECHNIQUE

➢ USING COMPLIMENTARY JUMPS + JUNK BYTES 

▪ TO THROW OFF THE DISASSEMBLER AND DEBUGGER

▪ TO MAKE THE ANALYSIS MORE DIFFICULT

▪ TO MAKE THE DETECTION MORE DIFFICULT 
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BYPASSING THE OBFUSCATION
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VALIDATION PROCESS
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VALIDATION PROCESS

➢ A DOMAIN GENERATION ALGORITHM IS USED TO GENERATE THE C2 

ADDRESS BASED ON CURRENT MONTH AND YEAR

➢ AFTER RECEIVING THE BASIC INFORMATION ABOUT THE TARGET MACHINE, 

C2 SENDS THE DECRYPTION KEY FOR THE SECOND STAGE   
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MALICIOUS CODE STAGE 2
➢ MALICIOUS CODE STAGE 2 IS A DLL FILE WHICH ACTS AS AN 

ORCHESTRATOR FOR PLUGINS, WITH CUSTOM “REASON” CODES :

100 : PLUGIN INITIALIZATION

101 :PLUGIN INITIALIZATION

102 : RETURN THE PLUGIN'S NUMERIC IDENTIFIER 

103 : ALLOCATE A STRING FOR THE PLUGIN'S NAME

104 :RETURN A POINTER TO PLUGIN'S FUNCTION TABLE
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MAIN MALICIOUS PLUGINS INSIDE NSSOCK2.DLL

100  Root (the second stage shellcode itself)

101  Plugins

102  Config

103  Install

104  Online

203  DNS

NSSOCK2.DLL
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PLUGINS STRUCTURE

ImageSize
ImageBase
RelocSectionVA
RelocSectionSize
ImportSectionVA
ImportSectionSize
AddressOfEntryPoint
NumberOfSections
TimeStamp
SectionHeaders

➢ THE PLUGINS HAVE A COMPACT FILE 

HEADER

➢ THE HEADER CONSISTS OF ONLY 

REQUIRED FIELDS OF STANDARD PE 

HEADERS
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SUMMARY OF THE ATTACK ON NETSARANG INC
➢ IN JULY 2017, ATTACKERS GOT ACCESS TO THE NETSARANG INC 

CORPORATE NETWORK

➢ THEY INJECTED THEIR MALICIOUS CODE IN THE LATEST VERSION OF THE 

NSSOCK2.DLL LIBRARY THROUGH INFECTING THE LINKER ON THE 

DEVELOPER’S SYSTEM

➢ THE TROJANIZED LIBRARY THEN GOT SIGNED AND PACKAGED IN 5 

DIFFERENT SOFTWARE PACKAGES OF NETSARANG SERVICES
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CCLEANER INCIDENT

➢ IN SEPTEMBER 2017, AVAST DISCLOSED THAT 

CCLEANER WAS BEING ATTACKED BY 

CYBERCRIMINALS. 

➢ A MALICIOUS CODE WAS DISTRIBUTED VIA CCLEANER 

INSTALLATION FILE TO THE CUSTOMERS
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CCLEANER INCIDENT AND SHADOWPAD
➢ AVAST RESEARCHERS FOUND OLDER VERSIONS OF SHADOWPAD ON 4 

PIRIFORM SYSTEMS

https://blog.avast.com/new-investigations-in-ccleaner-incident-point-to-a-possible-third-stage-that-had-keylogger-capacities
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SHADOWPAD ATTACKS IN SOUTH KOREA AND RUSSIA
➢ AVAST RESEARCHERS ALSO FOUND OUT THAT SHADOWPAD ATTACKS 

HAVE HAPPENED IN SOUTH KOREA AND RUSSIA IN THE PAST AS WELL

➢ THESE CASES OF SHADOWPAD ATTACKS WERE NOT RELEVANT TO 

CCLEANER INCIDENT
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OLDER SHADOWPAD MALWARES
➢ WE FOUND SHADOWPAD MALWARES AS OLD AS FROM 2015

➢ ATTACKERS HAVE BEEN ADDING MORE SOPHISTICATION TO THE CODE 

OVER THE YEARS

➢ DIFFERENT SAMPLES HAVE DIFFERENT CONSTANTS FOR DECRYPTION AND 

DIFFERENT SPECIFICATIONS ON THE VICTIM’S MACHINE

SOPHISTICATION

2015 2017
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FIRST STAGE IN OTHER SHADOWPAD SAMPLES
➢ MALICIOUS CODE IN NETSARANG ATTACK WAS IMPLANTED INSIDE THE 

LEGITIMATE DLL FILE 

➢ OTHER SAMPLES OF SHADOWPAD DID NOT HAVE THE SIMILAR TECHNIQUE

➢ IN SOME OTHER CASES THE EXECUTION OF INSTALLATION AND PLUGIN 

ORCHESTRATOR WAS DONE  WITHOUT VALIDATION FROM THE INITIAL C2 

SERVER
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NEW PLUGINS FROM OTHER SHADOWPAD SAMPLES

DISK

PROCESS

SERVICE

REGISTER

SHELL
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DECRYPTION ROUTINES FROM OTHER SAMPLES



HOOKING THE LOADER MODULE
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SIMILARITIES WITH KNOWN THREAT ACTORS
➢ A SHADOWPAD C2 ADDRESS WAS SEEN BEFORE IN AN OLD PLUGX SAMPLE

➢ SIMILAR ENCRYPTION ALGORITHM WAS USED BY A VARIANT OF  PLUGX

➢ SOME OF THE PLUGX PAYLOADS HAVE SIMILAR OBFUSCATION TECHNIQUE 
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CONCLUSION
➢ MANY VICTIMS COULD BE SUBJECT TO DATA THEFT IF THE ATTACK WAS 

NOT BEING INVESTIGATED PROMPTLY AND NETSARANG COMPANY WAS 

NOT RESPONDED IMMEDIATELY

➢ CONSIDERING THE RESOURCES SPENT FOR SHADOWPAD, IT’S DEFINITELY 

GOING TO BE USED ON NEW VICTIMS AGAIN.

➢ IT’S CRUCIAL TO USE SECURITY SOLUTIONS THAT CAN DETECT ANOMALIES 

EVEN WHEN THE ATTACKERS USE SOPHISTICATED TECHNIQUES 
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